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CTaHpapTHbIE NOTOKMN
Bubnunorekn

Pabera npoueccos CocrosHun npouecca
API

CraHaapTHble NOTOKM

Kog Bo3BpaTa npotecca: (exit status, exit code un T. p,.) — Liesioe 4yuncno,
BO3BPaLLAaEMOe MPOLLECCOM OMEpPaLMOHHON CUCTEME NpPU ero
3aBEpPLUEHNN.

CrangapTHble notoku: (standard streams) — cpegctea obmeHa TekcToBol
rHOpMaLel MeXXay NMPOLECCOM M CTaHAAPTHBIMU YCTPORCTBaMM
BBOAA/BbIBOAA.

MoTok Ne POSIX C C++
unistd.h stdio.h iostream
Beoga 0  STDIN_FILENO stdin std: :cin, std: :wcin

[Ey

BuiBoga STDOUT_FILENO stdout std: :cout, std: :wcout
Owwnbok 2  STDERR_FILENO stderr std: :cerr, std: :wcerr,
std: :clog, std: :wclog

Tabnuua 1: cTaHfapTHbIe NOTOKM
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CraHpgapTHble NoTokm
Bubnnorexkn
Coeennaluporeccs
API

PaboTa npoueccos

Buabl bubnnorex

/ \
N

Puc. 1: euabl 6ubnnortek
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CraHpgapTHble NoTokm
Bubnnorexkn
Coeennaluporeccs
API

PaboTa npoueccos

Cozpatue bubnmnotekn 8 OC Linux

$ gcc -shared -fPIC -o libsample.so0.0.0.1 sample.c

$ file libsample.s0.0.0.1
libsample.so0.0.0.1: ELF 64-bit LSB shared object, x86-64,

dynamically linked,

MoakntoyeHne pasgensieMbix bubnnoTek

@ cTaTmyeckoe NoAakJtoYeHmne npu cbopke

@ JNHAaMN4YeCKasa 3arpy3ka BO BpPEMsA BbINOJIHEHUA.
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CraHpgapTHble NoTokm
Bubnnorexkn

PaboTa npoueccos

CocrosHun npouecca
API

Onpepaenerne 3asucumocteii 8 OC Linux

$ ldd llc
linux-vdso.so.1 => ...
Libpthread.so.0 => /1ib/x86_64-linux-gnu/libpthread.so0.0 ...
libstdc++.s0.6 => /usr/lib/x86_64-linux-gnu/libstdc++.s0.6 ...
libm.so.6 => /lib/x86_64-linux-gnu/libm.so.6 ...
libgcc_s.so.1 => /lib/x86_64-linux-gnu/libgcc_s.so.1 ...
libc.so.6 => /lib/x86_64-linux-gnu/libc.so.6 ...
/1ib64/1d-1inux-x86-64.s0.2 ...
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CraHpgapTHble NoTokm
Bubnnorexkn
Coeennaluporeccs
API

PaboTa npoueccos

Onpeaenenne 3asucumoctein 8 OC Windows

B¢ Dependency Walker - [7zFM]
®: File Edit View Options Profile Window Help NEE
FHE B R ol (DY =L
= [ 7ZFM.EXE Pl | Ordinal * | Hint Function Entry Point__ | +
- 08 132.DLL 17 0:0011) [ /A N/A NotBound ||
- [O§ COMDLGI20LL | ER| N/A 8 (10008) | CreateStatusWindowW | NotBound |5
E-- TI§ MPROLL B3| NA 10 (0x000 A) | CreateToolbarEx Not Baund
- 05 GDB2.0LL B | A 53 (05003 5) | Imagelist AddMasked | Not Baund
N/A 56 {00032 8) | ImageList Create Mot Bound
. O oteauszo. |2
g g: OLE3Z.DLL B3 | N/A 57 (000391 | ImageList Destrov Not Bound Sl
5 i
G 5 USERS2.DLL E [ Ordinal# [ Hint Function Entry Paint | =
G} S ADVAPE2DLL B3| 2 0:0002) | 31 (0:0083) | MenuHelp 000027750
Gy OIS SHELL320LL B3| 3(0:0003) | .41 (0x008D) | ShowHideMenuCt! 00002795C
E: MSVCRT.DLL E| 4 @0004) | 73 00049) | GetEffectiveClientRect | 000027 A4
b : [E| 5({00005) | 58 [0x0032 A) | DrawStatusTexth 00002147 C
B+ 0% KERNEL32DLL [E7| 6 1:0006) | 11 (0:0008) | CreateStatusWindowa | (0002326C | «
~ | Module [ File Time Stamp__| Link Time Stamp_| File 5i *
2 L ecmmas ni [ Frenr aneninn file He vnasrra watime wwazamdmii 7
F n D
Warning: At least one delay-load dependency module was not found. -3
4 1 3
Far Help, press F1

Puc. 2: OkHo nporpammbl Dependency Walker
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CraHpgapTHble NoTokm
Bubnnorexkn

PaboTa npoueccos

CocrosHun npouecca
API

[Mpobnembl pasgensembix bubnnorek

Mpobnembl npn ncnonb3oBaHun pasgensiembix bubnuorek (DLL Hell)

@ [lepesanuck 0bwmx/cncrtemtbix 6ubnnotek B panHux sepcusix Windows npu
yctaHoske [10;

@ 3aBucumocTb pabotsl MO ot cuctemubix HacTpoek (PATH, LD_LIBRARY_PATH,

@ VnaneHue 6ubnnoTtek N3 cUCTeMbI;
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CraHpgapTHble NoTokm
Bubnnorexkn
Coeennaluporeccs
API

PaboTa npoueccos

ATprbyTbl MPOLIECCOB, ONpeaensieMble Npu 3amnycke

ATpubyTbl NPOLECCOB, ONPeAessieMble NP 3amycke
© AprymeHTbl KOMaHAHOI CTPOKM;
lMepemettbie okpy»cenusi (VAR=value);

Tekywunii kaTanor.

ATtpubyTbl BesonacHocTy.

int main(int nArgC, char *apszArgV[], char *apszEnvP[])

{
I ooc
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CranpapTHbie NoTokM
BubnuoTekn

PaboTa npoueccos

CocrosHua npoyecca
API

Bo3MoXKHble cleHapuy 3aBepLLEHMS MpoLecca

Bo3moXcHble cLeHapuu 3aBepLUeHNs MNpumep

o [lobpoBonbHoe 3aBepLUeHME;

#include <stdlib.h>
o [lpuHyauTenbHoe 3aBepLueHmne

(ownbka); int main()
o [lpuHyguTensHoe 3aBepLueHmne {
APYrMM MPOLECCOM. 7 oo

if (bError)
return EXIT_FAILURE;

V/AREY
return EXIT_SUCCESS;
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CranpapTHbie NoTokM
BubnuoTekn
CocrosHun npouecca
API

PaboTa npoueccos

CocTosiHust npouecca

OcHoBHble cOCTOAHUSA T pouecca

o CospaH;

o OxxnpaeT BbINOJSIHEHUS;
@ Buinonnsercs;

@ 3aba0KupoBaH;

@ 3aBepLuéH.

Jononxutenshble cocTosiHus npouecca (Unix)

@ Bbirpy>keH n oxungaer;

@ BeoirpyxeH 1 3abnoknposaH.
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CranpapTHbie NoTokM
BubnuoTekn
CocTonHun npouecca
API

PaboTa npoueccos

[prvknagHble nporpaMmHble HTepdelics

Crangaptel API

e Windows API (Win32 API);
e POSIX.

Mpumep (Bxon/Bbix04 U3 pexnma sigpa, X86)

Pantue Bepcun  Intel Pentium Il/Linux 2.6
Bxog, int $0x80 sysenter
Bbixog iret sysexit
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CranpapTHbie NoTokM
BubnuoTekn
CocTonHun npouecca
API

PaboTa npoueccos

Bbizos dyHkummn API

Mpumep (Assembler X86)

if (MessageBeep(MB_ICONHAND)) push 31h
/* ... */; push 10h ; MB_ICONHAND
mov eax, 1143n
push eax
push ef
mov edx, esp
sysenter
@@: add esp, 12
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CospaHue
3aseplueHne
OxupaHne

Onepaunn c npoueccamn T Tt BTSErEEED

Cozpatue npouecca, Windows API

DyHKUMA CO3[aHnsa npoLiecca

BOOL WINAPI CreateProcess(
__in_opt LPCTSTR LpApplicationName,
__inout_opt LPTSTR LpCommandLine,
__in_opt LPSECURITY_ATTRIBUTES lpProcessAttributes,
__in_opt LPSECURITY_ATTRIBUTES lpThreadAttributes,

__in BOOL bInheritHandles,
__in DWORD dwCreationFlags,
__in_opt LPVOID LpEnvironment,
__in_opt LPCTSTR LpCurrentDirectory,
__in LPSTARTUPINFO LlpStartupInfo,

__out LPPROCESS_INFORMATION LlpProcessInformation
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CospaHue
3aseplueHne
OxupaHne

Onepauuu ¢ npoueccamu N mhoneccon

Makpockl APTENTRY, MB_OK, MB_TICONINFORMATION

OnpegeneHue makpoca APTENTRY

#define _stdcall __attribute__((stdcall))
/)

#define WINAPI _ stdcall

#define APIENTRY __stdcall
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CospaHue
3aBepieHne
OxupaHne
HAepeso npoueccos

Onepauun c npoueccamn

Makpoc TEXT()

OnpegeneHue makpoca TEXT()

#ifdef UNICODE

# define __TEXT(q) L##q
#else

# define __TEXT(q) q
#endif

#define TEXT(q) __TEXT(q)

[Mpumep
@ TEXT("Hello World") — L"Hello World"
@ TEXT("Hello World") —
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CospaHue
3aBepieHne
OxupaHne
HAepeso npoueccos

Onepauun c npoueccamn

Makpoc TEXT()

OnpegeneHue makpoca TEXT()

#ifdef UNICODE

# define __TEXT(q) L##q
#else

# define __TEXT(q) q
#endif

#define TEXT(q) __TEXT(q)

[Mpumep
@ TEXT("Hello World") — L"Hello World"
@ TEXT("Hello World") — "Hello World"
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CospaHue
3aeepLueHne
OxupaHne
Oepeeo npoueccos

unM ¢ Npoueccamun

Project build options
new_console|  Selected compiler
gzi‘ie GNU GCC Compiler -]
Compiler settings | Linker settings | Search directories | Pre/post build steps | Custom variables || ¢ | *
Poliey: |Append target options to project options
Compiler Flags | Other options | #defines
_UNICODE P
< »
<[ v

Puc. 3: onpegenenne cumsona _UNICODE

TNekuyun 2 16 / 38



CospaHue
3aseplueHne
OxupaHne

Onepauuu ¢ npoueccamu N mhoneccon

CozgaHve npouecca, Windows API (npogonxerne)

Paznuunble dpnarm Knaccebl npuoputeTta
CREATE_NEW_CONSOLE IDLE_PRIORITY_CLASS
CREATE_SUSPENDED NORMAL_PRIORITY_CLASS
CREATE_UNICODE_ENVIRONMENT HIGH_PRIORITY_CLASS

REALTIME_PRIORITY_CLASS

Tabaunua 2: @naru cosganus npouecca (dwCreationFlags)
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CospaHue
3aseplueHne
OxupaHne
HAepeso npoueccos

CozgaHve npouecca, Windows APl (okonuaHne)

Onepauun c npoueccamn

CrpykTypa, npuHMmarowasi MHoOpPMaLMio O NpoLecce

typedef struct _PROCESS_INFORMATION

{
HANDLE hProcess;
HANDLE hThread;
DWORD dwProcessId;
DWORD dwThreadId;

PROCESS_INFORMATION, *LPPROCESS_INFORMATION;
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CospaHue
3aseplueHne
OxupaHne

Onepauuu ¢ npoueccamu N mhoneccon

Cospgatuve npouecca

#include <windows.h>
#include <tchar.h>

#include <stdio.h>

int main()
{
STARTUPINFO startup_info =

{
sizeof (STARTUPINFO), ©

s
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CospaHue
3aBepieHne
OxupaHne

Onepauun c npoueccamn T BIEREEEEn

CoszgaHve npouecca (npogomkeHne)

Mpumep (npogoskeHune)

//
PROCESS_INFORMATION process_information =
{
INVALID_HANDLE_VALUE, // hProcess
INVALID_HANDLE_VALUE, // hThread
0, // dwProcessIld
0 // dwThreadId
s
//
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CospaHue
3aseplueHne
OxupaHne

Onepauun c npoueccamn T BIEREEEEn

CoszgaHve npouecca (npogomkeHne)

Mpumep (npogosxerue)

BOOL bSuccess = CreateProcess(
NULL, // lpApplicationName
_T("notepad WinProcess.cpp"), // LpCommandLine
NULL, // lpProcessAttributes
NULL, // lpThreadAttributes
FALSE, // bInheritHandles
CREATE_UNICODE_ENVIRONMENT | // dwCreationFlags

NORMAL_PRIORITY_CLASS,

NULL, // lpEnvironment
NULL, // lpCurrentDirectory
&startup_info, // LpStartupInfo
&process_information); // lpProcessInformation
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CospaHue
3aseplueHne
OxupaHne

Onepaunn c npoueccamn JE e BET e

CoszgaHve npouecca (npogomkeHne)

Mpumep (npogosxerue)

//
if (!bSuccess)
{
DWORD dwError = GetLastError();
LPVOID lpMsgBuf;
//
FormatMessage(
FORMAT_MESSAGE_ALLOCATE_BUFFER |
FORMAT_MESSAGE_FROM_SYSTEM,
NULL, dwError,
MAKELANGID(LANG_NEUTRAL, SUBLANG_DEFAULT),
(LPTSTR) &lpMsgBuf, @, NULL);
//
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CospaHue
3aseplueHne
OxupaHne

Onepaunn c npoueccamn T Tt BTSErEEED

CozgaHve npouecca (okoH4aHue)

Mpumep (npogosxerue)

static TCHAR s_tszMsg[1024], s_tszO0em[1024];
_stprintf(
s_tszMsg,
_T("Error creating a process - %08Xh: %s\n"),
dwError, (LPCTSTR) lpMsgBuf);
//
CharToOem(s_tszMsg, s_tszOem);
_tprintf(s_tsz0em);
3 // if (!bSuccess)
//
CloseHandle(process_information.hProcess);
CloseHandle(process_information.hThread);
Y // main()
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Cospanne
3aseplueHne
OxupaHne

Onepaunn c npoueccamn JE e BET e

Cozpganue npouecca, POSIX

PyHkumn cospaHns npouecca (<un

#include <unistd.h>

pid_t fork(void);

int execve(
const char *file, char *const argv[], char *const envp[]);

int execl(const char *path, const char *arg, ...);
int execlp(const char *file, const char *arg, ...);
int execle(
const char *path, const char *arg, ..., char *const envp[]);
int execv(const char *path, char *const argv[]);
int execvp(const char *file, char *const argv[]);
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Cospanne
3aBepwicHne
OxupaHne

Onepauuu ¢ npoueccamu N mhoneccon

3aBeplueHmne npotecca

DyHkuus 3aBeperuns npouecca, Windows API

VOID WINAPI ExitProcess(
__in UINT uExitCode

)

®Pynkumnn 3aeeplenuns npouecca, POSIX (<stdlib.h>, <unistd.h>)

void exit(int status); /* EXIT SUCCESS, EXIT FAILURE */
void _Exit(int status); /%GB8 =y
void _exit(int status);
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Cospanne
3aBepwicHne
OxupaHne

Onepauuu ¢ npoueccamu N mhoneccon

[MpuHyaMTENLHOE 3aBEpLUEHE NpOLIECCa

®DyHkuus 3aBeperuns npouecca, Windows API

BOOL WINAPI TerminateProcess(
__in HANDLE hProcess,
__in UINT uExitCode

DB

PyHkuus 3asepweHns npouecca, POSIX (<signal .h>)

int kill(pid_t pid, int sig);
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Cospanne
3aBepwicHne
OxupaHne

Onepauuu ¢ npoueccamu N mhoneccon

CurHan

Onpepnenetue

CurHan: cpeacTtso MexnpoueccHoro esaumogelicteus 8 POSIX-
coemectumoin OC. lNMpeacraensier coboii aCMHXPOHHOE coobLyeHne
MPOLECCY WU MOTOKY, MPepbiBasi €ro Ha HEaTOMapHOI onepaLuu.
[Mpu nosiBfeHnn curHana B KOHTEKCTE MPOLECCa-nosy4YaTens
BbI3bIBaeTCs 0OpaboTymk curHana.
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Cospanne
3aBepwicHne
OxupaHne

Onepaunn c npoueccamn S BE CEEED

Buabl curianos

Nms Ne Knasuwwu [lepexsat  3HauveHue

SIGKILL 9 — X HeMeZLJIEHHOe 3aBepLUEHNE

SIGINT 2 ctrl + C v npepbiBaHue

SIGTSTOP = X BPEMEHHbIi OCTAaHOB

SIGTSTP Ctrl + Z v BPEMEHHbIi OCTAaHOB C TEPMUHANA

SIGCONT = v npogomkeHne  nocne  SIGTSTOP
nnn SIGTSTP

SIGSEGV = v HenpaBUJbHbBIA AOCTYN K NaMATH

SIGILL = v HemnpaBuabHast MaLINHHAA UHCTPYKLNS

SIGFPE — v HeMmpaBW/IbHasi apuMeTMYecKasi one-
pauuns

SIGPIPE = \/ 3anncb B KaHaj, U3 KOTOPOro HUKTO
He 4YuTaer

Tabnuua 3: HekoTopble YacTo ucnonbayemblie curHansl POSIX
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Coszpanue
3aeepLueHne
Oxunparne

Onepauun c npoueccamn T BHEREEEEn

OxxupgaHue go4vepHero npotecca

DyHKUUN OXKNAAHUS MpoLEecca (<sys/wait.h>)

pid_t wait(int *pnStatus);
pid_t waitpid(pid_t pid, int *pnStatus, int nOptions);

| \

[MpoBepka cocTosiHUS 3aBepLUeHUs MpoLecca
@ WIFEXITED(status) (WEXITSTATUS(status))
© WIFSIGNALED(status) (WTERMSIG(status), WCOREDUMP(status))
@ WIFSTOPPED(status) (WSTOPSIG(status))
@ WIFCONTINUED(status)
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Cosparne
3asepLuctue
OxmpaHme

Onepauuu ¢ npoueccamu N mhoneccon

Cospgatuve npouecca

#include <sys/types.h>

#include <sys/wait.h>
#include <stdlib.h>
#include <stdio.h>
#include <errno.h>

int main(int argc, char *argv[])

{

int pid, status;
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Coszpanue
3aeepLueHne
Oxunparne

Onepauun c npoueccamn T BHEREEEEn

CoszgaHve npouecca (npogomkeHne)

Mpumep (npogomkeHne)

if (argc < 2)

{
printf("Usage: %s command, [argl [arg2]...]\n", argv[0]);
return EXIT_FAILURE;

3
printf("Starting %s...\n", argv[1]);
pid = fork();
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Cosparne
3asepLuctue
OxmpaHme

Onepaunn c npoueccamn Tt BISErEEED

CoszgaHve npouecca (npogomkeHne)

Mpumep (npogosxerue)

if (pid == @)
{

execvp(argv[1l], &argv[1l]);

perror("execvp");

return EXIT_FAILURE; // Never get there normally
3

else
{
if (wait(&status) == -1)
{
perror("wait");
return EXIT_FAILURE;

TNekuyun 2 32/ 38



Cosparne
3asepLuctue
OxmpaHme

Onepauun c npoueccamn T BHEREEEEn

CoszgaHve npouecca (npogomkeHne)

Mpumep (npogosxerue)

if (WIFEXITED(status))
printf(
"Child terminated normally with exit code %i\n",
WEXITSTATUS(status));
if (WIFSIGNALED(status))
{
printf(
"Child was terminated by a signal #%i\n",
WTERMSIG(status));
if (WCOREDUMP(status))
printf("Child dumped a core\n");
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Cosparne
3asepLuctue
OxmpaHme

Onepauuu ¢ npoueccamu N mhoneccon

CozgaHve npouecca (okoH4aHue)

Mpumep (okoHuaHme)

if (WIFSTOPPED(status))

printf(
"Child was stopped by a signal #%i\n",
WSTOPSIG(status));
3
return EXIT_SUCCESS;
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Cosparne
3asepLuctue
OxmpaHme

Onepauuu ¢ npoueccamu N mhoneccon

Pabota cospmarunsa npouecca

gcc -0 exec exec.cC

Mpumep (BbiBOA)

$ ./exec ./exec ls -1

Starting ./exec...

Starting ls...

nroro 16

-rwxr--r-- 1 stu@@3 stude3 39 2011-09-10 03:43 build.sh
-Twxr-Xr-x 1 stu@d@3 stull3 7316 2011-09-10 03:43 exec
-rw-r--r-- 1 stu@@3 stuld@3 979 2006-10-23 01:44 exec.c
Child terminated normally with exit code ©

Child terminated normally with exit code ©
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Cosparne
3asepLuctue
Oxupanue

Onepauun c npoueccamn FETae REereaEEs

IlepeBo npoueccos

Puc. 4: pepeso npoueccos B Linux u gpyrux OC
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Cosparne
3asepLuctue
Oxupanue

Onepaunn c npoueccamn JTEE® (e EEEED

Beigog aepesa npoueccos B8 OC Linux

$ pstree -p -A
init(1)-+-NetworkManager(506)-+-dhclient(591)
| | -{NetworkManager}(518)
| ‘-{NetworkManager}(592)
| -accounts-daemon(1077)---{accounts-daemo}(1078)
| -acpid(755)
| -atd(762)
| -avahi-daemon(500)---avahi-daemon(507)
| -bamfdaemon(1920)---{bamfdaemon}(1928)
| -bluetoothd(840)
| -colord(962)-+-{colord}(974)
| ‘-{colord}(1046)
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Cospanne
3aeepLueHne
OxupaHne
Aepeso npoueccos

Onepauun c npoueccamn

Beisos aepesa npoueccos 8 OC Windows

2 Process Explorer - Sysinternals: www.sysinternals.com [C201-12\studlos2k]
Eile Options View Process Find Users Help
dI=mnIae s ae | JH s [
Process CPU  Private Bytes | WorkingSet  PID Description  *
7| camss.exe 0.06 1764 K 33720K 456
] winlogon.exe 1700K 4460K 528
£l [ Sxplorer exe 011 35504 K 47916 K 368 MposoaHui I
€P ClassicStartMenu exe 3864K 5596 K 2816 Classic Start b
m] hkemd.exe 2348K 7512K 2856 hkemd Module
=1 ighpers exe 1448 K 4736 K 2864 persistence M
=l 4 gimp-2 6.exe <001 28204 K 42916K 34D
n - scriptfu.exe 8316K 12280K 3904
= g totalemd exe 0.02 9816 K 23020K 1804 Total Comman
T keyla exe 0.0z 944 K 3796K 1260
= @Furtab\e.ﬂups Platform exe 0.0z 6736K 16216 K 3304 Portablefpps.
= @ FirefoxPortable exe <001 36 556 K 8484 K 2732 Mozila Firefox
@ firefox exe 082 1358112K 1342156K 1824 Firefox
=) frwe SumatraP DF Portable exe <0.01 EBTK 2652K 3384 Sumatra PDF| =
free SumatraP DF exe 120164 K 201 060K 2456 SumatraPDF
=1 2 ProcessExplorerPortable exe <0.01 37 012K 1968 K 4000 Process Bxplo
L procexp exe 0.84 1M204K 20392K 2948 Sysintemals Pi _
BB texstudio exe o are e amimanis amen -
CPU Usage: 254%  Commit Charge: 40.58% Processes: 58 Physical Usage: 66.25%

Puc. 5: nporpamma Process Explorer (http://sysinternals.com)
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