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HTTPS

HTTPS: HyperText Transfer Protocol Secure — pacwmnpenue
npotokona HTTP ana noaaepXKu WWMPPOBAHUA B LENAX
nosbleHna be3onacHOCTK.

HTTPS paboTaeT nosepx SSL/TLS
(TLS1.0 noyTtn TO *Ke, yto SSL3.1)

CtaHaapTHbIM nopT ana HTTP — 80.
Ona HTTPS — 443,



B 3TOM NeKkumm HET NepecKkasa Crneku

Tem 6onee, yTo ANA NoapPOOHOro N3yyeHus
BHYTPEHHOCTEeN npoToKoaa TLS (Ha KoTopom
ocHoBaH HTTPS) ectb BenmnkonenHoin cant «The

lllustrated TLS Connection»

https://tls.ulfheim.net/



s The lllustrated TLS Connection &

Every byte of a TLS connection explained and reproduced.

In this demonstration a client connects to a server, negotiates a TLS 1.2 session,
sends "ping"”, receives "pong”, and then terminates the session. Click below to begin
exploring.

3 Client Hello
& Server Hello

& Server Certificate



3 Client Hello x

The session begins with the client saying "Hello". The client provides the following:

e protocol version

client random data (used later in the handshake)

an optional session id to resume

a list of cipher suites

a list of compression methods

a list of extensions
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Record Header

TLS sessions are broken into the sending and receiving of "records", which are blocks of data with a type, a
protocol version, and a length.

¢ 16 - type is 0x16 (handshake record)
¢ 03 o1 - protocol version is 3.1 (also known as TLS 1.0)
¢ 00 as - OxAS (165) bytes of handshake message follows




BcnoMHUM Kpuntorpaputo

Ex(p) =c D(c) =p
Epk(p) = C Dsp(c) =p
Signg,(m) =s  Verify,,(m,s) =0/1



dTanbl coeanHeHusa (1)

1) Hayano coeanHeHuns

2) KnueHT npepoctaBaseT CNMCOK a/IT0PUTMOB
wndposaHma. Cepsep BbibUpaeT Hanbonee
HaZEXHbI aNroOpmUTM 1 npeanaraeTt obuaTbCa No Hemy

3) CepBep oTnpaBasieT KANEHTY CBOMN LMGPOBOM
cepTuduKat, noannucaHHbin CA, 1 OTKPbITbIK KNOY cepBepa.



STanbl coeanHeHmna (2)

4) KnueHT nposepsaeT ceptndumKkat (noakntoumsmcst K CA nnm
BOCMO/1b30BaBLUNCb UMEKLWMMCA CEPTUDUKATOM

5) leHepupyeTca ceaHCOoBbIN KoY. ITO AenaeTca, Hanpumep, Tak:
— KNneHT reHepupyeT cay4yanmHyto nocieaoBaTe/ibHOCTb
— KAneHT wndpyeT ee OTKPbITbIM KNHOYOM CepBepa U NOCbIIaeT

pes3y/bTaT Ha cepBep
— CepBep pacwindpoBbIBaET NOAYYEHHYIO NOC/IeA0BaTE/IbHOCTb NPU
MOMOLLM 3aKPbITOrO KAtoya

6) CoeagnHeHMe YyCTaHOBNEHO



(A)CuMmmeTpuyHoe WundposBaHme

BoobLuie-Tto acummeTprnyHoe WndppoBaHume
NOCTAaTOYHO MeaNeHHoe

[To3TOMY ero 4acTto UCNoAb3YIOT ANA reHepauuu
KAto4a CUMMETPUYHOIo WNPPOBaHUA

TaKomn KNty Ha3bliBaeTCA CECCUMOHHbIM



YTO NbITaeTca Mbl XOTUM 3aLLUNTUTL ?

1. [laHHble, NnepeaaBaemble NO CeTu
SSL/TLS
2. Koa/naHHble B bpay3epe (cookie u T.4.)

https://
Mmsa xocTa B cepTuduKate

3aMOK B bpay3epe
3. Ul, KoTOopbIX BUAUT NOJIb30BATEND



Certificate Authority (CA)

[ToanuncbiBaeT KNo4u Pa3/IMYHbIX AOMEHOB

SigNca’s secret key (dOmain name: domain puplic key) = s
Tak, Nonb30BaTeNlb MOXKET NPOBEPUTb NMOAJMHHOCTb KO3
Verifycars pubtic key (domain name: domain puplic key,s) = 0/1

Takum obpazom, CA He oba3aTenbHO JO0NKEH Bceraa OblTb OHIaMH

(nonb3oBaTesib TOXKe MOXKeT bbITb ayTeHTUDULMPOBAH)



OTKyAna 6epytca CA cepTuduKaTbl?

CepTudMKaTbl YCTAHOBAEHbI MO YMO/YAHULIO B
6pay3epbl, onepaLnmoHHbIE CUCTEMDI U T.A.

CA o4yeHb MHOTO.




text 5.5@ KB

Hello

I'm writing this to all the world, so you'll know more about us..

At first I want to give some points, so you'll be sure I'm the hacker:

I hacked Comodo from InstantssL.it, their CEO's e-mall address mfpenco@mfpenco.com
Thelr Comodo username/password was: user: gtadmin password: globaltrust

Their DB name was: globaltrust and instantsslcms

Enough said, huh? Yes, enough said, someone who should know already knows...



CA cepTUMOUMKaTbl BEYHbI?

OHW MMEIOT OrpaHnYeHne cpoKa AencTBums.

Kpome Toro, Heobxoanmbl MEXaHM3Mbl OT3bIBa
cepTUdUKaTOoB.

Taknmun mexaHMsamamm ABNAKOTCA:
CRL

OCSP



CRL

Certificate Revocation List

Cnuncok oto3BaHHbIX cepTndmKkaton (COC).

CoaepKUT TONbKO HEUCTEKLUMNE CepTUPUKATDI.

KAaneHTam NPUXOANTCA KaY4dTb 3T CMIUCKHN... UJTN HE KaYdaTb.




OCSP

Online Certificate Status Protocol

[MTpeaHa3HayeH ANna NPOBEPKU BaNNAHOCTU cepTUPUKATa 3anpoCoM K
OCSP cepsepy

[Mpobnemoil:
1. lobaBneHune 3a4epKKnN ANsa coeguHEHNN

2. Echn OCSP cepBep nexuT, 3Ha4uT... byaem cunmtatb ceptuduKar
BaAUAHbIM!



4Y4TO Ha camMoM Jene NCNoNb3yeTca?

XapaKoa NnNoxmux cepTmduKaTos!

[Mpamo B 6pay3epe!



Cookie secure

Cookie, poctynHble 3 HTTP n HTTPS:
Set-Cookie: 1d=a3fWa;

Cookie, poctynHblie Tonbko U3 HTTPS:

Set-Cookie: 1d=a3fWa; Secure




Hebe3onacHasa 3aBUCUMOCTb

<script src="http://example.com/example.js"

></script>




BHeApeHme B 3dBNCUMOCTN OT CXEMbl

<script src="//example.com/example.js"

></script>




Subresource Integrity (SRI)

<script src="https://example.com/example.js"

integrity="shal3g4d-
ogqVUALfXRKap7fdgcCY5uyvkM6+RIGO8K/uxy9rx7HNQLG
Y11kPzQholwx4JwY8wC"></script>



HSTS

1. OWKnOKKM cepTudmnKata — patanbHbl ANA cOeAUHEHMUA

2. Peanpekt ¢ HTTP Ha HTTPS

3. 3anpet He-HTTPS BnoxeHunmu

Mpobnemoil:
1. lNepBoe coeguHeHne

2. BoamoxHoctb DoS aTakK



DNS B KoHTeKcTe HTTPS

DNS BCé ewWwé Hy*eH, 4yTobbl HaxoauTb IP aapec no
MMEHN AOMEHa

Tem He meHee, cepBep A0KEH UMETb BaZIMAHbIU
ceptudunKat, nognmncaHHbin CA.

Takum obpazom, HTTPS obecneunBaeT 6e30nacHOCTb
B He3zaBucmmocTth ot DNS.
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