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CepBepHas paspaboTka 10

-
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OCHOBbI KNWEHT-CEPBEPHOIO B3aUMMOAENCTBUSA
PaspaboTka Beb-npnnoxeHnm

Pa3paboTtka Be6-API

Beb-npunoxeHnsa peanbHOro BpEMEHM
BesonacHoCTb BEG-NpUNoXeHNN
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OK3aMeH

JTabopaTtopHble paboThl - 60 6annos

HavBuayanbHble 3agaHns - 40
Oannos

OK3aMeH - 40 bannos

https://edu.mmcs.sfedu.ru/course/view.php?id=555
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[lporpammHble cpeacTBa

dotNET Core, C#
ASP.NET Core 6

Visual Studio 2022
Docker Compose
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OCHOBbI KIMEHT-CEPBEPHOTIO
B3aMOOENCTBUS

\ 22 25 TR 2

\7

CeteBagda moaenb OSl
YpoBHU cTeka TCP/IP
[MpoTokon IP, UDP, TCP
[TpoTOKON HTTP +HTTPS

CTpykTypa HTML goKyMeHTa, nopsaaok paboTel bpay3epa angd
OTODOpaXkeHnsa cTpaHuL

System.Net, npumep anemeHTapHoro HTTP-cepBepa
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CeTteBas moaernb OS|

Ha kaxxgom ypoBHe N Ba
obbekTa obmMeHnBaoTCA
Grnokamu gaHHbIX (PDU)
NOMOLLIO NPOTOKOSA
OAaHHOTO YPOBHSA Ha
COOTBETCTBYHOLLINX
yCTPOWCTBaX.

Kaxxabi PDU cogepXxut
Br10K CryXebHbIX 4aHHbIX
(SDU), cBSi3aHHbIN C BEPXHUM
UMM HUXKHU OTOKOJSIOM.

Application

HTTP, FTP, POP3, SMTP,
WebSocket

Presentation

ASCII, EBCDIC, SSL, gzip

Session

RPC, PAP, L2TP, gRPC

Transport

TCP, UDP, SCTP, NMopThl

Network

IPv4, IPv6, IPsec, ICMP

PPP, IEEE 802.22, Ethernet, DSL,
ARP

PagnoBonHbl, ONTOBOMOKHO,
BUTad napa un 1.4.
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YpoBHU cTeka TCP/IP

[TlapannenbHasa cucrema
pasaeneHns NPoToKONoB
NOABMBLLAACS B
npouecce NOCTPOEHUSA
CUCTEeMbI Internet B 1970-
X

Mopaenwu OSI n TCP/IP
ABNAKTCA popManbHOU
4YacCTbto cTaHOapToB IETF

Application

HTTP, FTP, POP3, SMTP,
WebSocket

ASCII, EBCDIC, SSL, gzip

RPC, PAP, L2TP, gRPC

Transport

TCP, UDP, SCTP, NMopThl

Internet

IPv4, IPv6, IPsec, ICMP, ARP?

PPP, IEEE 802.22, Ethernet, DSL,
ARP?

PagnoBonHbl, ONTOBOMOKHO,
BUTad napa un 1.4.
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dusundecknn n KaHarnbHbIN YPOBHU

He paccmaTpuBaloTca B pamKkax
OaHHOro Kypca

BaxkHo yunTbIiBaTh AN
obecne4yeHmnsa 6e3onacHOCTU CeTH

MHorune YA3BNMOCTU HaxoOATCA
MMEHHO B 3TNX MNMPOTOKOJ1aX
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CeTteBou npoTtokon IP

[1lpoTokos onmncaH B RFC
791 (ceHTAOpPL 1981 roga)

OcHoBHasi naes --
pa3geneHne agpeca
XOCTOB Ha “noacetun”
pas3nnyHbIX “knaccos”

C 1993 npuMeHATcs
OecknaccoBas cuctema
CIDR (RFC 1519)

0

4

8

16

Version | IHL |

TOS

Total length

Identification

Flags

Fragment offset

N

{

TTL | Protocol Header checksum
Source address
Destination address
Options
DEIC]
0 3 1 15 23 31

Version | Traffic class | Flow label

Payload length | Next header

Hop limit

Source address

Destination address

20
bytes

0-40
bytes

Up to
65515
bytes

IPv6
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TpaHcnopTHbLIXA NPOTOKO UDP

[TpoTOKON NpsaAMou
nepegayvn gaHHbIX

ABnaeTcs He HageXHbIM,
HO OY€eHb OLICTPbIM

cnonbayeTcsa aongd
pPaboTbl UHTEPHET CUCTEM
(DHCP, DNS) 1 cucrtem
peanbHOro BpeMeHU
(CTPUMUHT,
MHOronosb30BaTeNibCKMe
nrpbl)

15 16

Source Port

Destination Port

UDP Length

UDP Checksum

DE]F:]

Data

UDP | UDP
header| data

IP

IP data
header

Application

Frame
header

Frame data

Frame
footer

Transport

Internet

Link

10
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TpaHCNOPTHLIA NPOTOKONN

TCP

16 bits

16 bits

[1lpoTOKON C yCTAaHOBKOU U

Source Port (16 bits)

Destination Port (16 bits)

Sequence number (32 bits)

KOHTpONeM coeanHeHnA

Acknowledgement number (32 bits)

iIMeeT BCTPOEHHbIE Header

MEXaHU3Mbl KOHTPOIJIA

OLIMOOK nepenayun, CKOpoCcTr i

06paboTKM NakeToB
3aTOpPOB CETH

A\N
A\Y

Reserved| U | A | P (R | S | F Window Size (16 bits)
b't-s RICIS|S|Y]|L (Advertisement Window)
(4 bits)| (6bits) |G | K |[H| T[N |N
Check sum (16 bits) Urgent Pointer (16 bits)
Options L~
&
(0-40 bytes) 1
Data (Optional) =&

TCP Header

11
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[narpamma coctoaHUN TCP coeaNHEHNS

CONNECT/SYN (Step 1 of the 3-way-handshake)

................. > unusual event
——> client/receiver path (Start) _ O VS Oy RIS STy
CLOSEN H
————— server/sender path LISTEN/- A i
i CLOSEI-
Step 2 of the 3-way-handshake) SYN/SYN+ACK -
(5 Y L LISTEN
A
RST/- SEND/SYN -
SYN Roocncnonmmoconomnoa0s0eaD0emaan0eean > SYN
RECEIVED | oo SYN/SYN+ACK _(simultaneous open) SENT
Data exchange occurs
ACK/- SYN+ACK/ACK
> [INESTABLISHED (Step 3 of the 3-way-handshake)
CLOSE/FIN
CLOSE/FIN FIN/ACK
g | Active cLOSE] |Passive CLOSE| :
B 1
u K Lo |
FINWAIT1 | ) CLOSING - CLOSE WAIT :
FIN+ACKIACK | : : : i
: i 1 1 :
ACK/- e i i CLOSE/FIN !
. { | :
: 3 | | [
Y ] y :
FINWAIT2 | oo > TIME WAIT - LAST ACK :
FIN/ACK : : :
lTimeout i 1 ACK/- :
___________ I e e L
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TCP Handshake

Client Server
YcTtaHoBka TCP

coeanHeHns

State changes to SYN

SYN-SEN 2100

SYN-ACK SYN-RECENED
seq: 200

ack: 101
State changes to

IQ HED ACK
SHED seq:101

e State changes to

13
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[TpoToKOoN HTTP

TeKCTOBbIN MPOTOKOS 4SS NOMYyYEeHUA C
CEepBEPOB MNMMNepTeEKCTOBbLIX JOKYMEHTOB B GET / HTTP/1.1
dopmaTte HTML Host: www.example.com

CTan yHuBepcanbHbIM CPeaCTBOM User-Agent: Mozilla/5.0
B3anMOAENCTBUA MexXxay y3namu Accept: text/html
BcemunpHoW nayTuHbl Accept-Language: en-GB

Accept-Encoding: gzip
Connection: keep-alive

14
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Koabl HTTP

1XX (informational) -- 3anpoc NnonyyeH,
npogorkaem paboty

2XX (successful) -- 3anpoc 6bI11 ycrneLwHo
obpaboTaH

3XX (redirection) -- lononHUTENbHbIE
OENCTBUA HYXHbI Ana 06paboTkm 3anpoca

AXX (client error) -- 3anpoc HEKOPPEKTEH U
He MOXET BbITb 0bpaboTaH

5XX (server error) -- CepBep He cMmor
BbIMOMNHUTb 3anNpoC 13-3a BHYTPEHHEN
oLmnobKum

HTTP/1.1 200 OK

Date: Mon,

23 May 2005

Content-Type: text/html
Content-Length: 155
Accept-Ranges: bytes

Connection:

<html>

close

15
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HTTPS, SSL n TLS

HTTPS un SSL pa3spaboTtaH

TCP SYN
TCP SYN +
S| etric
tablished- =}~ - - nel ion
ello,

Netscape

PaboTtaeT kak 0b6epTKa-TyHHerb
Hapg coodoLweHusamMu HTTP B HTTPS

[TpoTOKON NPUHAT IETF

[lepevrimeHoBaH B TLS B 1999 = |
rony xchange ——

16
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HTTP /1.1 /2 /3

YCKOpeHue Ha ypoBHe :
NPOTOKONa, CKaThe MeTadaHHbIX HTTP Semantics

Bo3MOXHOCTb NepeknoYeHns HTTP/3
NPOTOKOMNa Nocrie yCTaHOBKU
CoeMHEeHUs

Bo3MOXHOCTb 06paboTku TLS/SSL TLS 1.2+ 11513
HECKOMbKMX 3aMpPOCOB B pamKkax  [((s)s1lolal=)] ;

OoQHOro coegMHeHusd QUIC

R

[Myw gaHHbIX € cepBepa

IPv4 / IPvb

17
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CTpykTypa HTML OOKYMEHTa

<!doctype html>
<html>
<head>
<title>Hello</title>
</head>
<body>
<p>Welcome to this example.</p>

</body>

</html>
Tim Berners-Lee

https://developer.mozilla.org/en-US/docs/Learn/HTML/Introduction to HTML

18
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bpay3ep, 3arpys3ka ctpaHuL

A N
HTML DOM
\ 4
!
& N\
[ Network ~ JavaScript Render ]—[ Layout J—[ Paint }
\ J/

Tree

CSS CSSOM
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System.Net

CopaepXnT OCHOBHbIE Knacchl dotNet Ansi CETEBOro
B3aUMOOEUNCTBUS

> HttpClient, HttpListener

> TcpClient, TcpListener
- UdpClient, Dns

https://learn.microsoft.com/ru-ru/dotnet/framework/network-programming/best-practices-f
or-system-net-classes

20
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JnemMeHTapHbI HTTP-cepBep

HttpListener listener = new HttpListener();

listener.Prefixes.Add("127.0.0.1");

listener.Start();

Console.WriteLine("Listening...");

while (listener.IsListening) {
HttpListenerContext context = listener.GetContext();
HttpListenerRequest request = context.Request;
HttpListenerResponse response = context.Response;

string responseString = "<HTML><BODY> Hello world!</BODY></HTML>";

byte[] buffer = System.Text.Encoding.UTF8.GetBytes(responseString);

response.ContentLength64 = buffer.Length;
System.IO.Stream output = response.OutputStream;
output.Write(buffer, 0, buffer.Length);
output.Close();

}
listener.Stop();
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