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Ôîðìóëèðîâêà çàäà÷è

Ïóñòü P = {1, ..., n} � ìíîæåñòâî ó÷àñòíèêîâ.

S = Fq � ìíîæåñòâî âîçìîæíûõ çíà÷åíèé ñåêðåòîâ.

Êàæäûé ó÷àñòíèê i èç P îáëàäàåò íåêîòîðûì ñåêðåòîì si ∈ S.
Òðåáóåòñÿ çàùèùåííûì îáðàçîì âû÷èñëèòü ôóíêöèþ

f (x1, ..., xn) = (y1, ..., yn), yi ∈ Fq.

Ôóíêöèÿ íå f (x1, ..., xn) íå ÿâëÿåòñÿ ñåêðåòíîé.
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Ôîðìóëèðîâêà çàäà÷è

Áóäåì ïðåäïîëàãàòü, ÷òî f (x1, ..., xn) ðåàëèçóåòñÿ àðèôìåòè÷åñêîé

ñõåìîé, êîòîðàÿ ïðåäñòàâëÿåò ñîáîé íàïðàâëåííûé ãðàô áåç öèêëîâ.

1 Â òàêîì ãðàôå êàæäàÿ âåðøèíà (øëþç) èìååò íå áîëåå äâóõ

âõîäÿùèõ ðåáåð (ñîåäèíèòåëüíûõ ëèíèé).

2 Ñðåäè âåðøèí èìååòñÿ n âõîäíûõ âåðøèí áåç âõîäÿùèõ ðåáåð è ñ

îäíèì èñõîäÿùèì ðåáðîì. Âõîäíûå âåðøèíû ïîìå÷àþòñÿ

íîìåðàìè ó÷àñòíèêîâ.

3 Êàæäîìó ó÷àñòíèêó òàêæå ñîîòâåòñòâóåò îäíà âûõîäíàÿ âåðøèíà.
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Ôîðìóëèðîâêà çàäà÷è

4 Êðîìå âõîäíûõ è âûõîäíûõ âåðøèí èìåþòñÿ âåðøèíû, êîòîðûå

ñîîòâåòñòâóþò îïåðàöèÿì ñëîæåíèÿ è óìíîæåíèÿ (ýòè øëþçû

èìåþò ñîîòâåòñòâåííî ìåòêè ¾+¿ è ¾·¿). Òàêèå âåðøèíû èìåþò

ïî äâà âõîäÿùèõ ðåáðà è ïî íåñêîëüêî èñõîäÿùèõ ðåáåð.

5 Â ãðàôå òàêæå ìîãóò áûòü øëþçû, â êîòîðûõ âûïîëíÿåòñÿ

óìíîæåíèå âõîäíîãî çíà÷åíèÿ íà íåêîòîðóþ êîíñòàíòó α; òàêèå
âåðøèíû èìåþò ìåòêó α·, ñîäåðæàò îäíî âõîäÿùåå ðåáðî è
íåñêîëüêî èñõîäÿùèõ.
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Ôîðìóëèðîâêà çàäà÷è

Âû÷èñëåíèå íà àðèôìåòè÷åñêîé ñõåìå âûïîëíÿåòñÿ ñëåäóþùèì

îáðàçîì:

äëÿ êàæäîãî i ∈ [n] ðåáðî, èñõîäÿùåå èç âõîäíîé âåðøèí ñ ìåòêîé

i , ïîìå÷àåòñÿ çíà÷åíèåì ñåêðåòà ó÷àñòíèêà i ;

îñòàëüíûì ðåáðàì ïðèñâàèâàþòñÿ ìåòêè â ñîîòâåòñòâèè ñ

ïîðÿäêîì âû÷èñëåíèÿ àðèôìåòè÷åñêèõ âûðàæåíèé.
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Ïðèìåð àðèôìåòè÷åñêîé ñõåìû

in 1 in 2 in 3

·

+

out 1
out 2

out 3

Ðèñ.: Àðèôìåòè÷åñêàÿ ñõåìà, ñîîòâåòñòâóþùàÿ îòîáðàæåíèþ

f (x1, x2, x3) = (y1, y2, y3), yi = x1 + x2 · x3 äëÿ i = 1, 2, 3.
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Îáîçíà÷åíèÿ

Ïóñòü SS � (n, t + 1)-ñõåìà Øàìèðà íàä ïîëåì Fq, n/2 > t;

×åðåç [a, fa]t îáîçíà÷èì íàáîð äîëåé, âû÷èñëåííûõ ïî ñåêðåòó

a ∈ Fq ñ ïîìîùüþ ïîëèíîìà fa(x) ñòåïåíè íå âûøå t:
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Îáîçíà÷åíèÿ

Âû÷èñëåíèå îòîáðàæåíèÿ f ïðîèçâîäèòñÿ ñ ïîìîùüþ

àðèôìåòè÷åñêîé ñõåìû.

Â àðèôìåòè÷åñêîé ñõåìå, ïðåäñòàâëåííîé ãðàôîì, êàæäîìó ðåáðó

ïðèñâàèâàåòñÿ âû÷èñëåííîå çíà÷åíèå.
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Èíèöèàëèçàöèÿ ïðîòîêîëà

Ó÷àñòíèê i(∈ {1, ..., n}) âû÷èñëÿåò [si ; fsi ]t è ïåðåäàåò ïî

çàùèùåííûì êàíàëàì äîëè ñâîåãî ñåêðåòà îñòàëüíûì

ó÷àñòíèêàì, à i-óþ äîëþ îñòàâëÿåò ñåáå è íèêîìó íå ïåðåäàåò;

Ïîñëå ýòîãî ó÷àñòíèê i êðîìå äîëåé ñâîåãî ñåêðåòà si çíàåò i-óþ
äîëþ ñåêðåòîâ äðóãèõ ó÷àñòíèêîâ:

fs1(i), fs2(i), ..., fsi (i), ..., fsn(i).

Òàêèì îáðàçîì, ïîñëå èíèöèàëèçàöèè âñå ó÷àñòíèêè âëàäåþò

íàáîðàìè [s1, fs1 ]t , ... ,[sn, fsn ]t
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Ñóììèðîâàíèå

Åñëè âõîäÿùèå â âåðøèíó ñ ìåòêîé ¾+¿ ðåáðà èìåþò ìåòêè a è
b, òî ýòî îçíà÷àåò, ÷òî âñå ó÷àñòíèêè âëàäåþò íàáîðàìè [a; fa]t è
[b; fb]t .

Ó÷àñòíèê ñ íîìåðîì i(∈ [n]) âû÷èñëÿåò fa(i) + fb(i)).

Òàêèì îáðàçîì, ó÷àñòíèêè âû÷èñëÿþò

[a; fa]t + [b; fb]t = [a+ b; fa+b]t , fa+b = fa + fb
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Óìíîæåíèå íà ñêàëÿð

Åñëè âõîäÿùåå â âåðøèíó ñ ìåòêîé ¾α·¿ ðåáðî èìååò ìåòêó a, òî
ýòî îçíà÷àåò, ÷òî âñå ó÷àñòíèêè âëàäåþò íàáîðîì [a; fa]t .

Ó÷àñòíèê ñ íîìåðîì i(∈ [n]) âû÷èñëÿåò αfa(i)).

Òàêèì îáðàçîì, ó÷àñòíèêè âû÷èñëÿþò α[a; fa]t = [α · a; fα·a]t ,
fα·a = α · fa.
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ýòî îçíà÷àåò, ÷òî âñå ó÷àñòíèêè âëàäåþò íàáîðîì [a; fa]t .

Ó÷àñòíèê ñ íîìåðîì i(∈ [n]) âû÷èñëÿåò αfa(i)).

Òàêèì îáðàçîì, ó÷àñòíèêè âû÷èñëÿþò α[a; fa]t = [α · a; fα·a]t ,
fα·a = α · fa.
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Óìíîæåíèå

Åñëè âõîäÿùèå â âåðøèíó ñ ìåòêîé ¾·¿ ðåáðà èìåþò ìåòêè a è b,
òî ýòî îçíà÷àåò, ÷òî âñå ó÷àñòíèêè âëàäåþò íàáîðàìè [a; fa]t è
[b; fb]t .

Ó÷àñòíèê ñ íîìåðîì i(∈ [n]) âû÷èñëÿåò fa(i) · fb(i)).
Òàêèì îáðàçîì, ó÷àñòíèêè âû÷èñëÿþò

[a; fa]t ? [b; fb]t = [a · b; f̂a·b]2t , f̂a·b = fa · fb

Ïðîáëåìà: ïîëèíîì ñòåïåíè íå âûøå 2t, à íóæåí íå âûøå t.
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Óìíîæåíèå. Ïîíèæåíèå ñïåíèå ïîëèíîìà

Ïóñòü h(x) = fa(x) · fb(x). Òîãäà h(0) = fa(0) · fb(0) = ab è âñå ó÷àñòíèêè
âëàäåþò íàáîðîì [a · b; h]2t .
Òàêèì îáðàçîì, ó÷àñòíèê ñ íîìåðîì i âëàäååò çíà÷åíèåì h(i), i ∈ [n].

Êàæäûé ó÷àñòíèê i(∈ [n]), èñïîëüçóÿ (n, t + 1)-ñõåìó Øàìèðà, ðàñïðåäåëÿåò
íàáîð [h(i), fi ]t (ïîëèíîì fi (z) âûáèðàåòñÿ i-ûì ó÷àñòíèêîì ñëó÷àéíî òàê,
÷òîáû fi (0) = h(i)).

Ïóñòü r = (r1, ..., rn) � âåêòîð ðåêîìáèíàöèè äëÿ êîàëèöèè P = [n]. Òîãäà
ðàâåíñòâî

h(0) =
n∑

i=1

h(i)ri

âûïîëíÿåòñÿ äëÿ ëþáîãî ïîëèíîìà ñòåïåíè íå âûøå n − 1. À ïî óñëîâèþ
t < n/2, ïîýòîìó deg(h(z)) ≤ n − 1.

Òàê êàê r èçâåñòåí âñåì, à òàêæå ê ýòîìó ìîìåíòó âñå ó÷àñòíèêè âëàäåþò
íàáîðàìè [h(i), fi ]t , òî âñå ó÷àñòíèêè ìîãóò âû÷èñëèòü

∑n
i=1 ri [h(i); fi ]t :

n∑
i=1

ri [h(i); fi ]t = [
n∑

i=1

rih(i);
n∑

i=1

ri fi ]t = [h(0);
n∑

i=1

ri fi ]t = [a · b;
n∑

i=1

ri fi ]t .
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