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Ïðèêëàäíàÿ êðèïòîãðàôèÿ. Ïðîòîêîëû, àëãîðèòìû è èñõîäíûé
êîä íà C, Øíàéåð Á.

Êðèïòîãðàôè÷åñêèå ïðîòîêîëû. Îñíîâíûå ñâîéñòâà è óÿçâèìîñòè.
×åðåìóøêèí À.Â.

Ëåêöèè ïî êðèïòîãðàôèè. Ìóçûêàíòñêèé À. È., Ôóðèí Â. Â.
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×òî òàêîå ïðîòîêîë?

Îïðåäåëåíèå

Ïðîòîêîë � îïèñàíèå ðàñïðåäåëåííîãî àëãîðèòìà, â ïðîöåññå
âûïîëíåíèÿ êîòîðîãî äâà ó÷àñòíèêà (èëè áîëåå) ïîñëåäîâàòåëüíî
âûïîëíÿþò îïðåäåëåííûå äåéñòâèÿ è îáìåíèâàþòñÿ ñîîáùåíèÿìè
äëÿ äîñòèæåíèÿ îïðåäåëåííîé öåëè.

Êëþ÷åâûå ïîíÿòèå â ýòîì îïðåäåëåíèè:

Ó÷àñòíèêè (participants).

Äåéñòâèÿ (operations).

Öåëè (goals).
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Ó÷àñòíèêè

Ó÷àñòíèêè (ñóáúåêòû, ñòîðîíû):

Ïðèìåðû: ïîëüçîâàòåëè (àáîíåíòû), êëèåíòñêèå è ñåðâåðíûå
ïðèëîæåíèÿ.

Âàæíî: ó÷àñòíèêè ïðèíèìàþò àêòèâíîå ó÷àñòèå.

Ïàññèâíûå íàáëþäàòåëè íå ÿâëÿþòñÿ ó÷àñòíèêàìè.
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Äåéñòâèÿ

Äåéñòâèÿ ó÷àñòíèêîâ:

Öèêë (ïðîõîä) ïðîòîêîëà (round, pass) � ïåðèîä âðåìåíè ìåæäó
äâóìÿ òî÷êàìè ñèíõðîíèçàöèè (!).

Øàã (ïðîòîêîëà) (step, action) � êîíêðåòíîå çàêîí÷åííîå
äåéñòâèå, âûïîëíÿåìîå ó÷àñòíèêîì (ïðîòîêîëà) âî âðåìÿ îäíîãî
öèêëà (ïðîõîäà) ïðîòîêîëà.

Ñåàíñ (session) � ýòî êîíêðåòíàÿ ðåàëèçàöèÿ ïðîòîêîëà ñ
êîíêðåòíûìè ó÷àñòíèêàìè.

Çàìå÷àíèå

Îòïðàâêó äàííûõ D îò ó÷àñòíèêà A ó÷àñòíèêó B áóäåì îáîçíà÷àòü
îáû÷íî òàê:

AÑ B : D

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 1. Îïðåäåëåíèå êðèïòîãðàôè÷åñêîãî ïðîòîêîëà. Öåëè ïðîòîêîëîâ. Íåêîòîðûå ïðèìåðû.7 ñåíòÿáðÿ 2020 ã. 6 / 1



Äåéñòâèÿ

Äåéñòâèÿ ó÷àñòíèêîâ:

Öèêë (ïðîõîä) ïðîòîêîëà (round, pass) � ïåðèîä âðåìåíè ìåæäó
äâóìÿ òî÷êàìè ñèíõðîíèçàöèè (!).

Øàã (ïðîòîêîëà) (step, action) � êîíêðåòíîå çàêîí÷åííîå
äåéñòâèå, âûïîëíÿåìîå ó÷àñòíèêîì (ïðîòîêîëà) âî âðåìÿ îäíîãî
öèêëà (ïðîõîäà) ïðîòîêîëà.

Ñåàíñ (session) � ýòî êîíêðåòíàÿ ðåàëèçàöèÿ ïðîòîêîëà ñ
êîíêðåòíûìè ó÷àñòíèêàìè.

Çàìå÷àíèå

Îòïðàâêó äàííûõ D îò ó÷àñòíèêà A ó÷àñòíèêó B áóäåì îáîçíà÷àòü
îáû÷íî òàê:

AÑ B : D

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 1. Îïðåäåëåíèå êðèïòîãðàôè÷åñêîãî ïðîòîêîëà. Öåëè ïðîòîêîëîâ. Íåêîòîðûå ïðèìåðû.7 ñåíòÿáðÿ 2020 ã. 6 / 1



Äåéñòâèÿ

Äåéñòâèÿ ó÷àñòíèêîâ:

Öèêë (ïðîõîä) ïðîòîêîëà (round, pass) � ïåðèîä âðåìåíè ìåæäó
äâóìÿ òî÷êàìè ñèíõðîíèçàöèè (!).

Øàã (ïðîòîêîëà) (step, action) � êîíêðåòíîå çàêîí÷åííîå
äåéñòâèå, âûïîëíÿåìîå ó÷àñòíèêîì (ïðîòîêîëà) âî âðåìÿ îäíîãî
öèêëà (ïðîõîäà) ïðîòîêîëà.

Ñåàíñ (session) � ýòî êîíêðåòíàÿ ðåàëèçàöèÿ ïðîòîêîëà ñ
êîíêðåòíûìè ó÷àñòíèêàìè.

Çàìå÷àíèå

Îòïðàâêó äàííûõ D îò ó÷àñòíèêà A ó÷àñòíèêó B áóäåì îáîçíà÷àòü
îáû÷íî òàê:

AÑ B : D

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 1. Îïðåäåëåíèå êðèïòîãðàôè÷åñêîãî ïðîòîêîëà. Öåëè ïðîòîêîëîâ. Íåêîòîðûå ïðèìåðû.7 ñåíòÿáðÿ 2020 ã. 6 / 1



Äåéñòâèÿ

Äåéñòâèÿ ó÷àñòíèêîâ:

Öèêë (ïðîõîä) ïðîòîêîëà (round, pass) � ïåðèîä âðåìåíè ìåæäó
äâóìÿ òî÷êàìè ñèíõðîíèçàöèè (!).

Øàã (ïðîòîêîëà) (step, action) � êîíêðåòíîå çàêîí÷åííîå
äåéñòâèå, âûïîëíÿåìîå ó÷àñòíèêîì (ïðîòîêîëà) âî âðåìÿ îäíîãî
öèêëà (ïðîõîäà) ïðîòîêîëà.

Ñåàíñ (session) � ýòî êîíêðåòíàÿ ðåàëèçàöèÿ ïðîòîêîëà ñ
êîíêðåòíûìè ó÷àñòíèêàìè.

Çàìå÷àíèå

Îòïðàâêó äàííûõ D îò ó÷àñòíèêà A ó÷àñòíèêó B áóäåì îáîçíà÷àòü
îáû÷íî òàê:

AÑ B : D

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 1. Îïðåäåëåíèå êðèïòîãðàôè÷åñêîãî ïðîòîêîëà. Öåëè ïðîòîêîëîâ. Íåêîòîðûå ïðèìåðû.7 ñåíòÿáðÿ 2020 ã. 6 / 1



Äåéñòâèÿ

Äåéñòâèÿ ó÷àñòíèêîâ:

Öèêë (ïðîõîä) ïðîòîêîëà (round, pass) � ïåðèîä âðåìåíè ìåæäó
äâóìÿ òî÷êàìè ñèíõðîíèçàöèè (!).

Øàã (ïðîòîêîëà) (step, action) � êîíêðåòíîå çàêîí÷åííîå
äåéñòâèå, âûïîëíÿåìîå ó÷àñòíèêîì (ïðîòîêîëà) âî âðåìÿ îäíîãî
öèêëà (ïðîõîäà) ïðîòîêîëà.

Ñåàíñ (session) � ýòî êîíêðåòíàÿ ðåàëèçàöèÿ ïðîòîêîëà ñ
êîíêðåòíûìè ó÷àñòíèêàìè.

Çàìå÷àíèå

Îòïðàâêó äàííûõ D îò ó÷àñòíèêà A ó÷àñòíèêó B áóäåì îáîçíà÷àòü
îáû÷íî òàê:

AÑ B : D

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 1. Îïðåäåëåíèå êðèïòîãðàôè÷åñêîãî ïðîòîêîëà. Öåëè ïðîòîêîëîâ. Íåêîòîðûå ïðèìåðû.7 ñåíòÿáðÿ 2020 ã. 6 / 1



Öåëè

Öåëè ïðîòîêîëîâ:

Öåëü � ýòî íàçíà÷åíèå ïðîêîëà.

Ïðèìåðû öåëåé: óñòàíîâëåíèå ñîåäèíåíèÿ (TCP), ìàðøðóòèçàöèÿ
(RIP, OSPF), àóòåíòèôèêàöèÿ ó÷àñòíèêà (ïî ïàðîëþ).

Öåëè åùå íàçûâàþò ôóíêöèÿìè èëè ñåðâèñàìè (ïîýòîìó èíîãäà
ãîâîðÿò î ôóíêöèÿõ-ñåðâèñàõ).
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Ïðîòîêîëû áåçîïàñíîñòè

Îïðåäåëåíèå

Ïðîòîêîë áåçîïàñíîñòè� ýòî ïðîòîêîë, öåëüþ êîòîðîãî ÿâëÿåòñÿ
îáåñïå÷åíèå íåêîòîðîé ôóíêöèè áåçîïàñíîñòè (îáåñïå÷åíèå öåëè
áåçîïàñíîñòè).

Öåëüþ êèáåðáåçîïàñíîñòè ÿâëÿåòñÿ çàùèòà ïðàâ è îæèäàíèé,
ñâÿçàííûõ ñ äàííûìè, à òàêæå çàùèòà ïðîöåññîâ, ñâÿçàííûõ ñ
äàííûìè 1. Òàêèì îáðàçîì:

ïðàâà è îáÿçàííîñòè èíäóöèðóþò öåëè áåçîïàñíîñòè;

ïðàâà çàâèñÿò îò ñòðàíû, è ðàçëè÷àþòñÿ äëÿ êîðïîðàöèé, ÷àñòíûõ
ëèö, è ïðàâèòåëüñòâà.

1Meadows, C.: An outline of a taxonomy of computer security research and
development. In: Michael, J.B., Ashby, V., Meadows, D., (ed.) Proceedings on the
1992�1993 Workshop on New Security Paradigms, pp. 33�35. ACM (1993)
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ñîîáùåíèé, áëîêèðîâàíèÿ ïåðåäà÷è è ò. ï.

Ñòîéêîñòü
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Ñòîéêîñòü ïðîòîêîëà

Íàðóøèòåëü

Ó÷àñòíèê (âíóòðåííèé) ïðîòîêîëà, íàðóøàþùèé ïðåäïèñàííûå ïðîòîêîëîì
äåéñòâèÿ.

Ïðîòèâíèê
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Êðèïòîãðàôè÷åñêèå ïðîòîêîëû

Îïðåäåëåíèå

Êðèïòîãðàôè÷åñêèé ïðîòîêîë � ýòî ïðîòîêîë áåçîïàñíîñòè, â êîòîðîì
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Ïîëíîòà (completeness)
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êîòîðîé îí ñîçäàí.

Êîððåêòíîñòü (soundness) = Ñòîéêîñòü

Ñïîñîáíîñòü êðèïòîãðàôè÷åñêîãî ïðîòîêîëà ïðîòèâîñòîÿòü óãðîçàì ñî
ñòîðîíû ïðîòèâíèêà è/èëè íàðóøèòåëÿ, íå ðàñïîëàãàþùåãî
íåîáõîäèìîé ñåêðåòíîé èíôîðìàöèåé, íî ïûòàþùåãîñÿ âûïîëíèòü
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Öåëè äëÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ

Àóòåíòèôèêàöèÿ èñòî÷íèêà äàííûõ � îáåñïå÷èâàåò âîçìîæíîñòü
ïðîâåðêè òîãî, ÷òî ïîëó÷åííûå äàííûå äåéñòâèòåëüíî ñîçäàíû
êîíêðåòíûì èñòî÷íèêîì.

Àóòåíòèôèêàöèÿ ñòîðîí � îáåñïå÷èâàåò âîçìîæíîñòü ïðîâåðêè
òîãî, ÷òî îäíà èç ñòîðîí èíôîðìàöèîííîãî âçàèìîäåéñòâèÿ
äåéñòâèòåëüíî ÿâëÿåòñÿ òîé, çà êîòîðóþ îíà ñåáÿ âûäàåò.

Êîíôèäåíöèàëüíîñòü äàííûõ � Îáåñïå÷èâàåò íåâîçìîæíîñòü
íåñàíêöèîíèðîâàííîãî ïîëó÷åíèÿ äîñòóïà ê äàííûì èëè
ðàñêðûòèÿ äàííûõ.
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Öåëè äëÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ
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Öåëè äëÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ (ïðîäîëæåíèå)

Íåâîçìîæíîñòü îòêàçà � îáåñïå÷èâàåò íåâîçìîæíîñòü îòêàçà
îäíîé èç ñòîðîí îò ôàêòà ó÷àñòèÿ â èíôîðìàöèîííîì îáìåíå
(ïîëíîñòüþ èëè â êàêîé-ëèáî åãî ÷àñòè).

Öåëîñòíîñòü äàííûõ � îáåñïå÷èâàåò âîçìîæíîñòü ïðîâåðêè òîãî,
÷òî çàùèùàåìàÿ èíôîðìàöèÿ íå ïîäâåðãëàñü
íåñàíêöèîíèðîâàííîé ìîäèôèêàöèè èëè ðàçðóøåíèþ.

Ðàçãðàíè÷åíèå äîñòóïà � îáåñïå÷èâàåò íåâîçìîæíîñòü
íåñàíêöèîíèðîâàííîãî èñïîëüçîâàíèÿ ðåñóðñîâ ñèñòåìû.
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Ìîäåëü óãðîçû Äîëåâà � ßî
Çëîóìûøëåííèê ìîæåò

ïîëó÷èòü ëþáîå ñîîáùåíèå, ïåðåäàâàåìîå ïî ñåòè;

ÿâëÿòüñÿ àâòîðèçîâàííûì ïîëüçîâàòåëåì ñåòè, è ïîýòîìó, â ÷àñòíîñòè,
èìååò ïðàâî óñòàíàâëèâàòü ñîåäèíåíèå ñ ëþáûì äðóãèì ïîëüçîâàòåëåì;

ñòàòü ñòîðîíîé, ïðèíèìàþùåé ñîîáùåíèÿ îò ëþáîé ïåðåäàþùåé
ñòîðîíû;

ïîñûëàòü ëþáîìó ïîëüçîâàòåëþ ñîîáùåíèÿ îò èìåíè ëþáîãî äðóãîãî
ïîëüçîâàòåëÿ.

Çëîóìûøëåííèê íå ìîæåò

óãàäûâàòü ñëó÷àéíûå ÷èñëà, âûáðàííûå èç äîñòàòî÷íî áîëüøîãî
ìíîæåñòâà;

ðàñøèôðîâàòü íå èìåÿ êëþ÷à, ëèáî êîððåêòíî çàøèôðîâàòü ñîîáùåíèå
ïðè óñëîâèè èñïîëüçîâàíèÿ íåêîòîðîãî èäåàëüíîãî àëãîðèòìà
øèôðîâàíèÿ;

íàéòè ñåêðåòíûé êëþ÷ ïî îòêðûòîìó êëþ÷ó (ïðè èñïîëüçîâàíèè
êðèïòîñèñòåì ñ îòêðûòûì êëþ÷îì);

ïîëó÷èòü äîñòóï ê çàêðûòûì, âíóòðåííèì ðåñóðñàì, íàïðèìåð, ê
ïàìÿòè èëè æ¼ñòêîìó äèñêó ïîëüçîâàòåëÿ.
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Ïðèìåð 1. Ñíÿòèå/ïîñòàíîâêà íà îõðàíó àâòîìîáèëÿ
(ïðîòîêîë)

Ó÷àñòíèêè:

áðåëîê (B);

áëîê óïðàâëåíèÿ (M) ñèãíàëèçàöèåé (íàõîäèòñÿ â àâòîìîáèëå).

Ïðîòîêîë ïîñòàíîâêè íà ñèãíàëèçàöèþ

BÑM: SWITCHON � êîä ïîñòàíîâêè íà ñèãíàëèçàöèþ (äëÿ
êàæäîãî êîìïëåêòà ñèãíàëèçàöèè êîä ìîæåò áûòü óíèêàëüíûì);

Ïðîòîêîë ñíÿòèÿ ñ ñèãíàëèçàöèè

BÑM: SWITCHOFF � êîä ñíÿòèÿ ñ ñèãíàëèçàöèè (äëÿ êàæäîãî
êîìïëåêòà ñèãíàëèçàöèè êîä ìîæåò áûòü óíèêàëüíûì);
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Ïðèìåð 1. Ñíÿòèå/ïîñòàíîâêà íà îõðàíó àâòîìîáèëÿ
(ïðîòîêîë)

Ó÷àñòíèêè:

áðåëîê (B);

áëîê óïðàâëåíèÿ (M) ñèãíàëèçàöèåé (íàõîäèòñÿ â àâòîìîáèëå).

Ïðîòîêîë ïîñòàíîâêè íà ñèãíàëèçàöèþ

BÑM: SWITCHON � êîä ïîñòàíîâêè íà ñèãíàëèçàöèþ (äëÿ
êàæäîãî êîìïëåêòà ñèãíàëèçàöèè êîä ìîæåò áûòü óíèêàëüíûì);

Ïðîòîêîë ñíÿòèÿ ñ ñèãíàëèçàöèè

BÑM: SWITCHOFF � êîä ñíÿòèÿ ñ ñèãíàëèçàöèè (äëÿ êàæäîãî
êîìïëåêòà ñèãíàëèçàöèè êîä ìîæåò áûòü óíèêàëüíûì);
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Ïðèìåð 1. Ñíÿòèå/ïîñòàíîâêà íà îõðàíó àâòîìîáèëÿ
(ïðîòîêîë)

Ó÷àñòíèêè:

áðåëîê (B);

áëîê óïðàâëåíèÿ (M) ñèãíàëèçàöèåé (íàõîäèòñÿ â àâòîìîáèëå).

Ïðîòîêîë ïîñòàíîâêè íà ñèãíàëèçàöèþ

BÑM: SWITCHON � êîä ïîñòàíîâêè íà ñèãíàëèçàöèþ (äëÿ
êàæäîãî êîìïëåêòà ñèãíàëèçàöèè êîä ìîæåò áûòü óíèêàëüíûì);

Ïðîòîêîë ñíÿòèÿ ñ ñèãíàëèçàöèè
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Ïðèìåð 1. Ñíÿòèå/ïîñòàíîâêà íà îõðàíó àâòîìîáèëÿ
(ñåññèÿ)

Ó÷àñòíèêè:

B' � áðåëîê èç êîìïëåêòà ñ ñåðèéíûì íîìåðîì N;

M' � áëîê óïðàâëåíèÿ ñèãíàëèçàöèåé èç êîìïëåêòà ñ ñåðèéíûì
íîìåðîì N (óñòàíîâëåí â êîíêðåòíîì àâòîìîáèëå A).

Ìîìåíò âðåìåíè t1

Ïîñòàíîâêà

B1
ÑM1: NJWDF158WFG

Ñíÿòèå

B1
ÑM1: N954FETF13

Ìîìåíò âðåìåíè t2

Ïîñòàíîâêà

B1
ÑM1: NJWDF158WFG

Ñíÿòèå

B1
ÑM1: N954FETF13

Êàêèå ïðîáëåìû ó ýòîãî ïðîòîêîëà?
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B' � áðåëîê èç êîìïëåêòà ñ ñåðèéíûì íîìåðîì N;

M' � áëîê óïðàâëåíèÿ ñèãíàëèçàöèåé èç êîìïëåêòà ñ ñåðèéíûì
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Ïðèìåð 2. Ñíÿòèå/ïîñòàíîâêà íà îõðàíó àâòîìîáèëÿ
îäíîé êíîïêîé (ïðîòîêîë)

Ïðîòîêîë ïîñòàíîâêè íà ñèãíàëèçàöèþ

B : C � EkpSN,CurrentCodeLock ,Npress ,  � � � ¡q

BÑM: C

M : DkpC q � pSN,CurrentCodeLock,Npress ,  � � � ¡q

M : ïðîâåðêà ...

Ïðîòîêîë ñíÿòèÿ ñ ñèãíàëèçàöèè

B : C � EkpSN,CurrentCodeUnLock ,Npress ,  � � � ¡q

BÑM: C

M : DkpC q � pSN,CurrentCodeUnLock ,Npress ,  � � � ¡q

M : ïðîâåðêà ...
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Ïðèìåð 2. Ñíÿòèå/ïîñòàíîâêà íà îõðàíó àâòîìîáèëÿ
îäíîé êíîïêîé (ïðîòîêîë)
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Ïðèìåð 2. Ñíÿòèå/ïîñòàíîâêà íà îõðàíó àâòîìîáèëÿ
îäíîé êíîïêîé (ñåññèÿ)

Ïðîòîêîë ïîñòàíîâêè íà ñèãíàëèçàöèþ

B1 : bvrvftNJN54845bJBNpi3rbqec2334rc �
E9834HJKBN78p12345,DFG67GHJ22, 146,  � � � ¡q

B1 ÑM1: bvrvftNJN54845bJBNpi3rbqec2334rc

M1 : D9834HJKBN78pbvrvftNJN54845bJBNpi3rbqec2334rcq �
p12345,DFG67GHJ22, 146,  � � � ¡q

M1 : ïðîâåðêà ...

Ïðîòîêîë ñíÿòèÿ ñ ñèãíàëèçàöèè

B : kjerwbvLJLBb428nlkjn*YN22 � E9834HJKBN78p12345,VKJJVL2@LK : B, 85, 
� � � ¡q

BÑM: kjerwbvLJLBb428nlkjn*YN22

M : D9834HJKBN78pkjerwbvLJLBb428nlkjn*YN22q � p12345,VKJJVL2@LK :
B, 85,  � � � ¡q

M : ïðîâåðêà ...

Êàêèå ïðîáëåìû ó ýòîãî ïðîòîêîëà?
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Ïðèìåð 2. Ñíÿòèå/ïîñòàíîâêà íà îõðàíó àâòîìîáèëÿ
îäíîé êíîïêîé (ñåññèÿ)
Ïðîòîêîë ïîñòàíîâêè íà ñèãíàëèçàöèþ
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Ïðèìåð 2. Ñíÿòèå/ïîñòàíîâêà íà îõðàíó àâòîìîáèëÿ
îäíîé êíîïêîé (ñåññèÿ)
Ïðîòîêîë ïîñòàíîâêè íà ñèãíàëèçàöèþ

B1 : bvrvftNJN54845bJBNpi3rbqec2334rc �
E9834HJKBN78p12345,DFG67GHJ22, 146,  � � � ¡q

B1 ÑM1: bvrvftNJN54845bJBNpi3rbqec2334rc

M1 : D9834HJKBN78pbvrvftNJN54845bJBNpi3rbqec2334rcq �
p12345,DFG67GHJ22, 146,  � � � ¡q

M1 : ïðîâåðêà ...

Ïðîòîêîë ñíÿòèÿ ñ ñèãíàëèçàöèè

B : kjerwbvLJLBb428nlkjn*YN22 � E9834HJKBN78p12345,VKJJVL2@LK : B, 85, 
� � � ¡q

BÑM: kjerwbvLJLBb428nlkjn*YN22

M : D9834HJKBN78pkjerwbvLJLBb428nlkjn*YN22q � p12345,VKJJVL2@LK :
B, 85,  � � � ¡q
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Ïðèìåð 3. Ñíÿòèå/ïîñòàíîâêà íà îõðàíó àâòîìîáèëÿ ñ
àóòåíòèôèêàöèåé

Ïðîòîêîë ïîñòàíîâêè/ñíÿòèÿ ñèãíàëèçàöèè

BÑM: çàïðîñ íà âûïîëíåíèå äåéñòâèÿ

MÑ B: ñëó÷àéíîå ÷èñëî R

B : C � EkpRq

BÑM: C , äåéñòâèå (lock/unlock)

M : ïðîâåðêà ...
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Ïðèìåð 3. Ñíÿòèå/ïîñòàíîâêà íà îõðàíó àâòîìîáèëÿ ñ
àóòåíòèôèêàöèåé

Ïðîòîêîë ïîñòàíîâêè/ñíÿòèÿ ñèãíàëèçàöèè
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Ïðèìåð 3. Ñíÿòèå/ïîñòàíîâêà íà îõðàíó àâòîìîáèëÿ ñ
àóòåíòèôèêàöèåé

Ïðîòîêîë ïîñòàíîâêè/ñíÿòèÿ ñèãíàëèçàöèè
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