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ţ

i�0

ţ
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Ñõåìà Áëîìà. Ðàñïðåäåëåíèå êëþ÷åâîãî ìàòåðèàëà
(äðóãîé âçãëÿä íà âû÷èñëåíèå êëþ÷åâîãî ìàòåðèàëà)
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ţ

i�0

x iAi

Ïîýòîìó �
����
a00 a01 ... a0t
a10 a11 ... a1t
...

... ...
...

at0 at1 ... att

�
����

�
����
r0

r1

...

r t

�
����

�
����
A0

A1
...

At

�
���

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 11. Ñõåìà ïðåäâàðèòåëüíîãî ðàñïðåäåëåíèÿ êëþ÷åé (ñõåìà Áëîìà). Ôóíêöèÿ ôîðìèðîâàíèÿ êëþ÷à18 íîÿáðÿ 2020 ã. 6 / 13



Ñõåìà Áëîìà. Ðàñïðåäåëåíèå êëþ÷åâîãî ìàòåðèàëà
(äðóãîé âçãëÿä íà âû÷èñëåíèå êëþ÷åâîãî ìàòåðèàëà)

Â îáùåì ñëó÷àå:

f px , yq �
ţ
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ţ

j�0

aijx
iy j �

ţ
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ţ

j�0

aijy
j

�
.

Äëÿ r P Fq:

f px , rq �
ţ
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Ñõåìà Áëîìà. Äîáàâëåíèå íîâîãî ó÷àñòíèêà

Äëÿ íîâîãî ó÷àñòíèêà ñ íîìåðîì N äîâåðåííûé öåíòð CA
âûáèðàåò íîâîå ÷èñëî rN , íå ñîâïàäàþùåå ñ ðàíåå
èñïîëüçîâàííûìè.
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Î áåçîïàñíîñòè ñõåìû Áëîìà

Óòâåðæäåíèå

Êîàëèöèÿ èç r ¤ t ó÷àñòíèêîâ íå ïîëó÷àåò êàêîé-ëèáî èíôîðìàöèè (â

ñìûñëå ýíòðîïèè Øåííîíà) îá îáùèõ êëþ÷àõ îñòàâøèõñÿ ó÷àñòíèêîâ.

Äîêàçàòåëüñòâî.

(Ñõåìà) Ïðåäñòàâèòü ìíîæåñòâî âñåõ ïàð êëþ÷åé â âèäå

K � pG � SqT � G ,
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Ïðèìåíåíèå ïðîòîêîëà Áëîìà

Â òåõíîëîãèè HDCP

HDCP (àíãë. High-bandwidth Digital Content Protection � ¾çàùèòà

øèðîêîïîëîñíîãî öèôðîâîãî ñîäåðæèìîãî¿) � òåõíîëîãèÿ çàùèòû

ìåäèàêîíòåíòà, ðàçðàáîòàííàÿ êîðïîðàöèåé Intel è ïðåäíàçíà÷åííàÿ

äëÿ ïðåäîòâðàùåíèÿ íåçàêîííîãî êîïèðîâàíèÿ âûñîêîêà÷åñòâåííîãî

âèäåîñèãíàëà. Çàùèù¼ííûé âèäåîñèãíàë ìîæåò áûòü âîñïðîèçâåä¼í

òîëüêî íà îáîðóäîâàíèè, ïîääåðæèâàþùåì HDCP.
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Ôóíêöèÿ ôîðìèðîâàíèÿ êëþ÷à

Ôóíêöèÿ ôîðìèðîâàíèÿ êëþ÷à (KDF - key derivation function)

Ôóíêöèÿ ôîðìèðîâàíèÿ êëþ÷à � ôóíêöèÿ, ôîðìèðóþùàÿ îäèí èëè

íåñêîëüêî ñåêðåòíûõ êëþ÷åé íà îñíîâå äàííûõ èñòî÷íèêà

íà÷àëüíîãî êëþ÷åâîãî ìàòåðèàëà ñ ïîìîùüþ ïñåâäîñëó÷àéíîé

ôóíêöèè. Äëÿ ôîðìèðîâàíèÿ êëþ÷åé ê ñåêðåòíûì äàííûì èñòî÷íèêà

íà÷àëüíîãî êëþ÷åâîãî ìàòåðèàëà ìîãóò äîáàâëÿòüñÿ íåñåêðåòíûå.

Íàçíà÷åíèå

äëÿ ñîçäàíèÿ êëþ÷à íåîáõîäèìîé äëèíû;

äëÿ ñîçäàíèÿ êëþ÷à çàäàííîãî ôîðìàòà.

Ïðèìåðû èñòî÷íèêîâ íà÷àëüíîãî êëþ÷åâîãî ìàòåðèàëà

Íåñîâåðøåííûé ãåíåðàòîð ñëó÷àéíûõ ÷èñåë.

Äâèæåíèå ìûøüþ, çàäåðæêà ìåæäó íàæàòèÿìè êëàâèø

êîíêðåòíîãî ïîëüçîâàòåëÿ.

Êëþ÷è, ñãåíåðèðîâàííûå â ïðîòîêîëå Äèôôè-Õýëëìàíà.
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Ôóíêöèÿ ôîðìèðîâàíèÿ êëþ÷à. Ñõåìà
Extract-then-Expand

Îáùàÿ ñõåìà ôóíêöèè ôîðìèðîâàíèÿ êëþ÷à ïî ïðèíöèïó Extract-then-Expand

PRK � XTRpXTS , SKMq Ð Extract

KM � PRF*pPRK ,CTXInfo, Lq Ð Expand

SKM � íà÷àëüíûé êëþ÷åâîé ìàòåðèàë;

XTS � ¾ñîëü¿, ìîæåò îòñóòñòâîâàòü;

XTR � ôóíêöèÿ ïîëó÷åíèÿ íà÷àëüíûõ ¾ïî÷òè èäåàëüíûõ ñëó÷àéíûõ
äàííûõ¿ PRK;

PRF* � ïñåâäîñëó÷àéíàÿ ôóíêöèÿ ñ âàðüèðóåìîé äëèíîé (òèïà ÃÏÑ×);

CTXInfo � èíôîðìàöèÿ î êîíòåêñòå èñïîëüçîâàíèÿ êëþ÷à: àëãîðèòì,
ïðèëîæåíèå, NONCE, âðåìÿ è ò.ï.

L � äëèíà êëþ÷à, êîòîðûé ôîðìèðóåòñÿ.
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HKDF

HKDFpXTS , SKM,CTXInfo, Lq � K p1q ‖ K p2q ‖ ... ‖ K ptq,

ãäå

PRK � HMACpXTS ,SKMq

K p1q � HMACpPRK ,CTXInfo ‖ 0q

K pi � 1q � HMACpPRK ,K piq ‖ CTXInfo ‖ iq, 1 ¤ i ¤ t

t � rL{ks,

k � |HMAC|päëèíà õýø-çíà÷åíèÿq

Èç áëîêà K ptq áåðåòñÿ ñòîëüêî áèòîâ, ÷òîáû ñîâîêóïíàÿ äëèíà âûõîäà

áûëà L.

Íàïîìèíàíèå

HMACpKout ‖ Kin,Mq � HpKout ‖ HpKin ‖ Mqq,

H � ëþáàÿ êðèïòîãðàôè÷åñêàÿ õýø-ôóíêöèÿ.
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Çàêëþ÷åíèå

Ñïàñèáî çà âíèìàíèå!
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