
Ëåêöèÿ 12. Ñõåìû ðàçäåëåíèÿ ñåêðåòà

Êîñîëàïîâ Þ.Â.

ÞÔÓ

25 íîÿáðÿ 2020 ã.

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 12. Ñõåìû ðàçäåëåíèÿ ñåêðåòà 25 íîÿáðÿ 2020 ã. 1 / 22



Ñîäåðæàíèå

1 Ïîñòàíîâêà çàäà÷è

2 Áàçîâûå ïîíÿòèÿ ÑÐÑ

3 Ñõåìà Øàìèðà

4 Ðåïëèöèðîâàííàÿ ÑÐÑ

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 12. Ñõåìû ðàçäåëåíèÿ ñåêðåòà 25 íîÿáðÿ 2020 ã. 2 / 22



Ïîñòàíîâêà çàäà÷è

Ïóñòü P � t1, ..., nu � ìíîæåñòâî ó÷àñòíèêîâ.

s P S � íåêîòîðûé ñåêðåò, êîòîðûé èçâåñòåí äèëåðó D (â îáùåì ñëó÷àå
äèëåð ìîæåò âûñòóïàòü â ðîëè îäíîãî èç ó÷àñòíèêîâ).

Òðåáîâàíèå: äèëåð äîëæåí ðàçäåëèòü ñåêðåò s ñðåäè ó÷àñòíèêîâ P òàê,
÷òîáû ïî ïîëó÷åííîé èíôîðìàöèè êàæäûé ó÷àñòíèê íå ñìîã âîññòàíîâèòü
ñåêðåò, à, ñîáðàâøèñü âìåñòå, îíè ñìîãëè ýòîò ñåêðåò âîññòàíîâèòü.

Òðåáîâàíèå (îáîáùåííîå): äèëåð äîëæåí ðàçäåëèòü ñåêðåò s ñðåäè
ó÷àñòíèêîâ P òàê, ÷òîáû ïî ïîëó÷åííîé èíôîðìàöèè ëþáàÿ êîàëèöèÿ
ìîùíîñòè t è ìåíåå íå ñìîãëà âîññòàíîâèòü ñåêðåò, à ëþáàÿ êîàëèöèÿ
ìîùíîñòè r è áîëåå ñìîãëà ýòîò ñåêðåò âîññòàíîâèòü.

Âàðèàíòû

Ðàçðåçàòü áèòîâîå ïðåäñòàâëåíèå ñåêðåòà s íà n ÷àñòåé è êàæäîìó ó÷àñòíèêó
ïåðåäàòü åãî äîëþ. Íåäîñòàòêè?

Çàøèôðîâàòü s ñ ïîìîùüþ áëî÷íîãî øèôðà, ðàçðåçàòü áèòîâîå
ïðåäñòàâëåíèå øèôðîãðàììû íà n ÷àñòåé è ïåðåäàòü êàæäîìó ó÷àñòíèêó
ñîîòâåòñòâóþùóþ äîëþ è êëþ÷ øèôðîâàíèÿ. Íåäîñòàòêè?
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äèëåð ìîæåò âûñòóïàòü â ðîëè îäíîãî èç ó÷àñòíèêîâ).

Òðåáîâàíèå: äèëåð äîëæåí ðàçäåëèòü ñåêðåò s ñðåäè ó÷àñòíèêîâ P òàê,
÷òîáû ïî ïîëó÷åííîé èíôîðìàöèè êàæäûé ó÷àñòíèê íå ñìîã âîññòàíîâèòü
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ìîùíîñòè t è ìåíåå íå ñìîãëà âîññòàíîâèòü ñåêðåò, à ëþáàÿ êîàëèöèÿ
ìîùíîñòè r è áîëåå ñìîãëà ýòîò ñåêðåò âîññòàíîâèòü.

Âàðèàíòû

Ðàçðåçàòü áèòîâîå ïðåäñòàâëåíèå ñåêðåòà s íà n ÷àñòåé è êàæäîìó ó÷àñòíèêó
ïåðåäàòü åãî äîëþ. Íåäîñòàòêè?

Çàøèôðîâàòü s ñ ïîìîùüþ áëî÷íîãî øèôðà, ðàçðåçàòü áèòîâîå
ïðåäñòàâëåíèå øèôðîãðàììû íà n ÷àñòåé è ïåðåäàòü êàæäîìó ó÷àñòíèêó
ñîîòâåòñòâóþùóþ äîëþ è êëþ÷ øèôðîâàíèÿ.
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Îïðåäåëåíèå ñõåìû ðàçäåëåíèÿ ñåêðåòà (ÑÐÑ)

Ñõåìà ðàçäåëåíèÿ ñåêðåòà (ÑÐÑ)

Ω � pP,S,Share,Recon, ΓpΩq,ApΩqq

ñîñòîèò èç ñëåäóþùèõ îáúåêòîâ:

� ìíîæåñòâî ó÷àñòíèêîâ P ìîùíîñòè n;
� ìíîæåñòâî âîçìîæíûõ çíà÷åíèé ñåêðåòîâ S;
� ïðîòîêîëà ðàçäåëåíèÿ ñåêðåòà Share;
� ïðîòîêîëà âîññòàíîâëåíèÿ ñåêðåòà Recon;
� ñòðóêòóðû äîñòóïà ΓpΩq;
� ñòðóêòóðû ïðîòèâíèêà ApΩq.
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Ïðîòîêîë Share

Âõîäîì ïðîòîêîëà ðàçäåëåíèÿ ñåêðåòà Share ÿâëÿåòñÿ ñåêðåò

s èç S, âûáðàííûé ñ âåðîÿòíîñòüþ ppsq, à âûõîäîì � íàáîð äîëåé

ñåêðåòà xp1q,...,xpnq, êîòîðûå ðàñïðåäåëÿþòñÿ ñðåäè ó÷àñòíèêîâ

ìíîæåñòâà P: i-îìó ó÷àñòíèêó ïåðåäàåòñÿ äîëÿ xpiq:

s Ñ ShareÑ pxp1q, ..., xpnqq.

Ìíîæåñòâî âîçìîæíûõ çíà÷åíèé äîëåé ñåêðåòà äëÿ i-îãî
ó÷àñòíèêà îáîçíà÷èì X piq.
Ïðîòîêîë ðàçäåëåíèÿ ñåêðåòà îáû÷íî âûïîëíÿåòñÿ ñïåöèàëüíûì

ó÷àñòíèêîì, êîòîðûé íàçûâàåòñÿ äèëåðîì.
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Ïðîòîêîë Recon. Ñòðóêòóðà äîñòóïà.

Ïðîòîêîë âîññòàíîâëåíèÿ ñåêðåòà Recon ðåàëèçóåò àëãîðèòì

âîññòàíîâëåíèÿ ñåêðåòà ïî ïîäìíîæåñòâó äîëåé ñåêðåòà:

pxpi1q, ..., xpiv qq Ñ ReconÑ ts,erroru,

ti1, ..., ivup� Pq � íåêîòîðàÿ êîàëèöèÿ.

Âñÿêîå ïîäìíîæåñòâî Bp� Pq íàçûâàåòñÿ ïðàâîìî÷íîé
êîàëèöèåé, åñëè äîëåé ñåêðåòà ó÷àñòíèêîâ èç ìíîæåñòâà B
äîñòàòî÷íî äëÿ âîññòàíîâëåíèÿ èñõîäíîãî ñåêðåòà s.

Ìíîæåñòâî âñåõ ïðàâîìî÷íûõ êîàëèöèé íàçûâàåòñÿ ñòðóêòóðîé

äîñòóïà ΓpΩq.
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âîññòàíîâëåíèÿ ñåêðåòà ïî ïîäìíîæåñòâó äîëåé ñåêðåòà:

pxpi1q, ..., xpiv qq Ñ ReconÑ ts,erroru,

ti1, ..., ivup� Pq � íåêîòîðàÿ êîàëèöèÿ.

Âñÿêîå ïîäìíîæåñòâî Bp� Pq íàçûâàåòñÿ ïðàâîìî÷íîé
êîàëèöèåé, åñëè äîëåé ñåêðåòà ó÷àñòíèêîâ èç ìíîæåñòâà B
äîñòàòî÷íî äëÿ âîññòàíîâëåíèÿ èñõîäíîãî ñåêðåòà s.

Ìíîæåñòâî âñåõ ïðàâîìî÷íûõ êîàëèöèé íàçûâàåòñÿ ñòðóêòóðîé

äîñòóïà ΓpΩq.
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Ïðîòîêîë Recon. Ñòðóêòóðà äîñòóïà.

Ïðîòîêîë âîññòàíîâëåíèÿ ñåêðåòà Recon ðåàëèçóåò àëãîðèòì

âîññòàíîâëåíèÿ ñåêðåòà ïî ïîäìíîæåñòâó äîëåé ñåêðåòà:

pxpi1q, ..., xpiv qq Ñ ReconÑ ts,erroru,

ti1, ..., ivup� Pq � íåêîòîðàÿ êîàëèöèÿ.

Âñÿêîå ïîäìíîæåñòâî Bp� Pq íàçûâàåòñÿ ïðàâîìî÷íîé
êîàëèöèåé, åñëè äîëåé ñåêðåòà ó÷àñòíèêîâ èç ìíîæåñòâà B
äîñòàòî÷íî äëÿ âîññòàíîâëåíèÿ èñõîäíîãî ñåêðåòà s.

Ìíîæåñòâî âñåõ ïðàâîìî÷íûõ êîàëèöèé íàçûâàåòñÿ ñòðóêòóðîé

äîñòóïà ΓpΩq.
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Ïðîòîêîë Recon. Ñòðóêòóðà äîñòóïà.

Ïðîòîêîë âîññòàíîâëåíèÿ ñåêðåòà Recon ðåàëèçóåò àëãîðèòì

âîññòàíîâëåíèÿ ñåêðåòà ïî ïîäìíîæåñòâó äîëåé ñåêðåòà:

pxpi1q, ..., xpiv qq Ñ ReconÑ ts,erroru,

ti1, ..., ivup� Pq � íåêîòîðàÿ êîàëèöèÿ.

Âñÿêîå ïîäìíîæåñòâî Bp� Pq íàçûâàåòñÿ ïðàâîìî÷íîé
êîàëèöèåé, åñëè äîëåé ñåêðåòà ó÷àñòíèêîâ èç ìíîæåñòâà B
äîñòàòî÷íî äëÿ âîññòàíîâëåíèÿ èñõîäíîãî ñåêðåòà s.

Ìíîæåñòâî âñåõ ïðàâîìî÷íûõ êîàëèöèé íàçûâàåòñÿ ñòðóêòóðîé

äîñòóïà ΓpΩq.
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Ñîâåðøåííàÿ ÑÐÑ

Îïðåäåëåíèå

Ñõåìà ðàçäåëåíèÿ ñåêðåòà Ω íàçûâàåòñÿ ñîâåðøåííîé, åñëè

âûïîëíÿþòñÿ ñëåäóþùèå ñâîéñòâà:

1 äëÿ êàæäîãî B P ΓpΩq, äëÿ êàæäîãî s P S è äëÿ êàæäîãî νpiq, ãäå
i P B :

PrtS � s|X piq � νpiq, i P Bu P t0, 1u;

2 äëÿ êàæäîãî A P 2PzΓpΩq, äëÿ êàæäîãî s P S è äëÿ êàæäîãî νpiq,
ãäå i P A:

PrtS � s|X piq � νpiq, i P Au � PrtS � su,

ãäå X piq � ñëó÷àéíàÿ âåëè÷èíà, ìîäåëèðóþùàÿ ïîÿâëåíèå

çíà÷åíèé äîëè ñåêðåòà ó i-îãî ó÷àñòíèêà.
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Ñòðóêòóðà ïðîòèâíèêà. Èäåàëüíàÿ ÑÐÑ

Åñëè äëÿ ìíîæåñòâà Ap� Pq ïðîòîêîë âîññòàíîâëåíèÿ ñåêðåòà

Recon íå ïîçâîëÿåò ïîëó÷èòü èíôîðìàöèþ î ñåêðåòå, òî A
íàçûâàåòñÿ íåïðàâîìî÷íîé êîàëèöèåé.

Ìíîæåñòâî ApΩq âñåõ íåïðàâîìî÷íûõ êîàëèöèé íàçûâàåòñÿ

ñòðóêòóðîé ïðîòèâíèêà.

Èäåàëüíàÿ ÑÐÑ

Ñõåìà ðàçäåëåíèÿ ñåêðåòà íàçûâàåòñÿ èäåàëüíîé, åñëè ÷èñëî áèòîâ,

ñîäåðæàùååñÿ â êàæäîé äîëå ñåêðåòà, ðàâíî ÷èñëó áèòîâ,

ñîäåðæàùèõñÿ â ñàìîì ñåêðåòå. Â òåðìèíàõ òåîðèè èíôîðìàöèè:

HpSq � HpX p1qq � ... � HpX pnqq,

ãäå Hp�q � ýíòðîïèÿ äèñêðåòíîé ñëó÷àéíîé âåëè÷èíû.
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Ñòðóêòóðà ïðîòèâíèêà. Èäåàëüíàÿ ÑÐÑ

Åñëè äëÿ ìíîæåñòâà Ap� Pq ïðîòîêîë âîññòàíîâëåíèÿ ñåêðåòà

Recon íå ïîçâîëÿåò ïîëó÷èòü èíôîðìàöèþ î ñåêðåòå, òî A
íàçûâàåòñÿ íåïðàâîìî÷íîé êîàëèöèåé.

Ìíîæåñòâî ApΩq âñåõ íåïðàâîìî÷íûõ êîàëèöèé íàçûâàåòñÿ

ñòðóêòóðîé ïðîòèâíèêà.

Èäåàëüíàÿ ÑÐÑ

Ñõåìà ðàçäåëåíèÿ ñåêðåòà íàçûâàåòñÿ èäåàëüíîé, åñëè ÷èñëî áèòîâ,

ñîäåðæàùååñÿ â êàæäîé äîëå ñåêðåòà, ðàâíî ÷èñëó áèòîâ,

ñîäåðæàùèõñÿ â ñàìîì ñåêðåòå. Â òåðìèíàõ òåîðèè èíôîðìàöèè:

HpSq � HpX p1qq � ... � HpX pnqq,

ãäå Hp�q � ýíòðîïèÿ äèñêðåòíîé ñëó÷àéíîé âåëè÷èíû.
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Ñòðóêòóðà ïðîòèâíèêà. Èäåàëüíàÿ ÑÐÑ

Åñëè äëÿ ìíîæåñòâà Ap� Pq ïðîòîêîë âîññòàíîâëåíèÿ ñåêðåòà

Recon íå ïîçâîëÿåò ïîëó÷èòü èíôîðìàöèþ î ñåêðåòå, òî A
íàçûâàåòñÿ íåïðàâîìî÷íîé êîàëèöèåé.

Ìíîæåñòâî ApΩq âñåõ íåïðàâîìî÷íûõ êîàëèöèé íàçûâàåòñÿ

ñòðóêòóðîé ïðîòèâíèêà.

Èäåàëüíàÿ ÑÐÑ

Ñõåìà ðàçäåëåíèÿ ñåêðåòà íàçûâàåòñÿ èäåàëüíîé, åñëè ÷èñëî áèòîâ,

ñîäåðæàùååñÿ â êàæäîé äîëå ñåêðåòà, ðàâíî ÷èñëó áèòîâ,

ñîäåðæàùèõñÿ â ñàìîì ñåêðåòå. Â òåðìèíàõ òåîðèè èíôîðìàöèè:

HpSq � HpX p1qq � ... � HpX pnqq,

ãäå Hp�q � ýíòðîïèÿ äèñêðåòíîé ñëó÷àéíîé âåëè÷èíû.
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Ïðèìåð 1

Ïóñòü S � Zm, m � áîëüøîå ÷èñëî, m ¥ 2, n � 3, P � r3s � t1, 2, 3u,
ñåêðåò âûáèðàåòñÿ â ñîîòâåòñòâèè ñ ðàâíîâåðîÿòíûì

ðàñïðåäåëåíèåì.

Share: çàêëþ÷àåòñÿ â ãåíåðàöèè ïî ñåêðåòó s P S òðåõ ÷èñåë: s1,
s2, s3, ãäå s1, s2 PR Zm,

s3 � s � ps1 � s2q mod m. (1)

Äîëè ñåêðåòà èìåþò âèä xpiq � si , i � 1, ..., 3.

Recon: ñëîæåíèå âñåõ äîëåé ñåêðåòà ïî ìîäóëþ m.

Ñòðóêòóðà äîñòóïà ΓpΩq � t1, 2, 3u.

Ñòðóêòóðà ïðîòèâíèêà

ApΩq � t t1u, t2u, t3u, t1, 2u, t1, 3u, t2, 3u u.

Ýòà ñõåìà ðàçäåëåíèÿ ñåêðåòà ÿâëÿåòñÿ èäåàëüíîé è ñîâåðøåííîé.
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Ïðèìåð 1

Ïóñòü S � Zm, m � áîëüøîå ÷èñëî, m ¥ 2, n � 3, P � r3s � t1, 2, 3u,
ñåêðåò âûáèðàåòñÿ â ñîîòâåòñòâèè ñ ðàâíîâåðîÿòíûì

ðàñïðåäåëåíèåì.

Share: çàêëþ÷àåòñÿ â ãåíåðàöèè ïî ñåêðåòó s P S òðåõ ÷èñåë: s1,
s2, s3, ãäå s1, s2 PR Zm,

s3 � s � ps1 � s2q mod m. (1)

Äîëè ñåêðåòà èìåþò âèä xpiq � si , i � 1, ..., 3.

Recon: ñëîæåíèå âñåõ äîëåé ñåêðåòà ïî ìîäóëþ m.

Ñòðóêòóðà äîñòóïà ΓpΩq � t1, 2, 3u.

Ñòðóêòóðà ïðîòèâíèêà

ApΩq � t t1u, t2u, t3u, t1, 2u, t1, 3u, t2, 3u u.

Ýòà ñõåìà ðàçäåëåíèÿ ñåêðåòà ÿâëÿåòñÿ èäåàëüíîé è ñîâåðøåííîé.
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Ïðèìåð 1

Ïóñòü S � Zm, m � áîëüøîå ÷èñëî, m ¥ 2, n � 3, P � r3s � t1, 2, 3u,
ñåêðåò âûáèðàåòñÿ â ñîîòâåòñòâèè ñ ðàâíîâåðîÿòíûì

ðàñïðåäåëåíèåì.

Share: çàêëþ÷àåòñÿ â ãåíåðàöèè ïî ñåêðåòó s P S òðåõ ÷èñåë: s1,
s2, s3, ãäå s1, s2 PR Zm,

s3 � s � ps1 � s2q mod m. (1)

Äîëè ñåêðåòà èìåþò âèä xpiq � si , i � 1, ..., 3.

Recon: ñëîæåíèå âñåõ äîëåé ñåêðåòà ïî ìîäóëþ m.

Ñòðóêòóðà äîñòóïà ΓpΩq � t1, 2, 3u.

Ñòðóêòóðà ïðîòèâíèêà

ApΩq � t t1u, t2u, t3u, t1, 2u, t1, 3u, t2, 3u u.

Ýòà ñõåìà ðàçäåëåíèÿ ñåêðåòà ÿâëÿåòñÿ èäåàëüíîé è ñîâåðøåííîé.
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Ïðèìåð 1

Ïóñòü S � Zm, m � áîëüøîå ÷èñëî, m ¥ 2, n � 3, P � r3s � t1, 2, 3u,
ñåêðåò âûáèðàåòñÿ â ñîîòâåòñòâèè ñ ðàâíîâåðîÿòíûì

ðàñïðåäåëåíèåì.

Share: çàêëþ÷àåòñÿ â ãåíåðàöèè ïî ñåêðåòó s P S òðåõ ÷èñåë: s1,
s2, s3, ãäå s1, s2 PR Zm,

s3 � s � ps1 � s2q mod m. (1)

Äîëè ñåêðåòà èìåþò âèä xpiq � si , i � 1, ..., 3.

Recon: ñëîæåíèå âñåõ äîëåé ñåêðåòà ïî ìîäóëþ m.

Ñòðóêòóðà äîñòóïà ΓpΩq � t1, 2, 3u.

Ñòðóêòóðà ïðîòèâíèêà

ApΩq � t t1u, t2u, t3u, t1, 2u, t1, 3u, t2, 3u u.

Ýòà ñõåìà ðàçäåëåíèÿ ñåêðåòà ÿâëÿåòñÿ èäåàëüíîé è ñîâåðøåííîé.
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Ïðèìåð 1

Ïóñòü S � Zm, m � áîëüøîå ÷èñëî, m ¥ 2, n � 3, P � r3s � t1, 2, 3u,
ñåêðåò âûáèðàåòñÿ â ñîîòâåòñòâèè ñ ðàâíîâåðîÿòíûì

ðàñïðåäåëåíèåì.

Share: çàêëþ÷àåòñÿ â ãåíåðàöèè ïî ñåêðåòó s P S òðåõ ÷èñåë: s1,
s2, s3, ãäå s1, s2 PR Zm,

s3 � s � ps1 � s2q mod m. (1)

Äîëè ñåêðåòà èìåþò âèä xpiq � si , i � 1, ..., 3.

Recon: ñëîæåíèå âñåõ äîëåé ñåêðåòà ïî ìîäóëþ m.

Ñòðóêòóðà äîñòóïà ΓpΩq � t1, 2, 3u.

Ñòðóêòóðà ïðîòèâíèêà

ApΩq � t t1u, t2u, t3u, t1, 2u, t1, 3u, t2, 3u u.

Ýòà ñõåìà ðàçäåëåíèÿ ñåêðåòà ÿâëÿåòñÿ èäåàëüíîé è ñîâåðøåííîé.
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Ïðèìåð 1

Ïóñòü S � Zm, m � áîëüøîå ÷èñëî, m ¥ 2, n � 3, P � r3s � t1, 2, 3u,
ñåêðåò âûáèðàåòñÿ â ñîîòâåòñòâèè ñ ðàâíîâåðîÿòíûì

ðàñïðåäåëåíèåì.

Share: çàêëþ÷àåòñÿ â ãåíåðàöèè ïî ñåêðåòó s P S òðåõ ÷èñåë: s1,
s2, s3, ãäå s1, s2 PR Zm,

s3 � s � ps1 � s2q mod m. (1)

Äîëè ñåêðåòà èìåþò âèä xpiq � si , i � 1, ..., 3.

Recon: ñëîæåíèå âñåõ äîëåé ñåêðåòà ïî ìîäóëþ m.

Ñòðóêòóðà äîñòóïà ΓpΩq � t1, 2, 3u.

Ñòðóêòóðà ïðîòèâíèêà

ApΩq � t t1u, t2u, t3u, t1, 2u, t1, 3u, t2, 3u u.

Ýòà ñõåìà ðàçäåëåíèÿ ñåêðåòà ÿâëÿåòñÿ èäåàëüíîé è ñîâåðøåííîé.
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Ïðèìåð 2

Ïóñòü S � Zm, m � áîëüøîå ÷èñëî, m ¥ 2, n � 3, P � r3s � t1, 2, 3u,
ñåêðåò âûáèðàåòñÿ â ñîîòâåòñòâèè ñ ðàâíîâåðîÿòíûì

ðàñïðåäåëåíèåì.

Share: çàêëþ÷àåòñÿ â ãåíåðàöèè ïî ñåêðåòó s P S òðåõ ÷èñåë: s1,
s2, s3, ãäå s1, s2 PR Zp, à s3 âû÷èñëÿåòñÿ â ñîîòâåòñòâèè ñ ïðàâèëîì

s3 � s � ps1 � s2q mod m. (2)

Äîëè ñåêðåòà èìåþò âèä: xpiq � psl , sjq, i � 1, ..., 3, i � l , i � j .

Recon: àíàëîãè÷íî (ìîãóò âûïîëíèòü ëþáûå äâà ó÷àñòíèêà).

Ñòðóêòóðà äîñòóïà ΓpΩq � t t1, 2u, t1, 3u, t2, 3u, t1, 2, 3u u.

Ñòðóêòóðà ïðîòèâíèêà ApΩq � t t1u, t2u, t3u, u.

Ýòà ñõåìà ðàçäåëåíèÿ ñåêðåòà ÿâëÿåòñÿ ñîâåðøåííîé, íî íå

ÿâëÿåòñÿ èäåàëüíîé (ïî÷åìó?).
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Ïðèìåð 2

Ïóñòü S � Zm, m � áîëüøîå ÷èñëî, m ¥ 2, n � 3, P � r3s � t1, 2, 3u,
ñåêðåò âûáèðàåòñÿ â ñîîòâåòñòâèè ñ ðàâíîâåðîÿòíûì

ðàñïðåäåëåíèåì.

Share: çàêëþ÷àåòñÿ â ãåíåðàöèè ïî ñåêðåòó s P S òðåõ ÷èñåë: s1,
s2, s3, ãäå s1, s2 PR Zp, à s3 âû÷èñëÿåòñÿ â ñîîòâåòñòâèè ñ ïðàâèëîì

s3 � s � ps1 � s2q mod m. (2)
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Ñâîéñòâà ñòðóêòóðû äîñòóïà è ñòðóêòóðû ïðîòèâíèêà
Äëÿ ApΩq è ΓpΩq âûïîëíÿþòñÿ ñëåäóþùèå ñâîéñòâà:

1 ∅ P Apσq;
2 P P ΓpΩq;

3 A P ApΩq, A1 � A ñ A1 P ApΩq;
4 B P ΓpΩq, B 1 � B ñ B 1 P ΓpΩq (ñâîéñòâî ìîíîòîííîñòè);

5 ΓpΩq XApΩq � ∅;
6 ΓpΩq YApΩq � 2P .

Çàìå÷àíèå

Åñëè 2PzpΓpΩq YApΩqq � ∅, òî ýëåìåíòû ýòîãî ìóëüòèìíîæåñòâà íå ÿâëÿþòñÿ íè
ïðàâîìî÷íûìè êîàëèöèÿìè, íè íåïðàâîìî÷íûìè êîàëèöèÿìè. Äðóãèìè ñëîâàìè,
åñëè A P 2PzpΓpΩq YApΩqq, A � ∅, òî êîàëèöèÿ A íå ìîæåò îäíîçíà÷íî
âîññòàíîâèòü ñåêðåò, îäíàêî ìîæåò ïîëó÷èòü íåíóëåâóþ èíôîðìàöèþ î íåì. Â
òåðìèíàõ òåîðèè èíôîðìàöèè:

0  
IpS ; pX piqqiPAq

HpSq
  1, (3)

ãäå IpX ;Y q � âçàèìíàÿ èíôîðìàöèÿ äëÿ ñëó÷àéíûõ âåëè÷èí X è Y .
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Ïîðîãîâàÿ ÑÐÑ
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Ñõåìà Øàìèðà. Ïðîòîêîë Share
Ïàðàìåòðû ñõåìû

S � Fq

P � rns, n   q (q çàäàåò ìàêñèìàëüíîå ÷èñëî ó÷àñòíèêîâ)

t P N, t   n (t çàäàåò ìèíèìàëüíóþ ìîùíîñòü äëÿ ïðàâîìî÷íîé

êîàëèöèè).

Ïðîòîêîë Share
1 Ïóñòü s P S � ñåêðåò, êîòîðûé òðåáóåòñÿ ðàçäåëèòü ñðåäè

ó÷àñòíèêîâ.
2 Äèëåð âûáèðàåò ñëó÷àéíî âåêòîð p � pp1, ..., pt�1q
pP Ft�1

q q è ñòðîèò ïîëèíîì îò ïåðåìåííîé z :

bpzq � s � zp1 � ...� z t�1pt�1. (4)

Ñåêðåò çäåñü � ýòî ñâîáîäíûé êîýôôèöèåíò ïîëèíîìà: bp0q � s.
3 Äîëÿ ó÷àñòíèêà ñ íîìåðîì i èìååò âèä

xpiq � bpiq.

Äðóãèìè ñëîâàìè, äîëÿ � ýòî çíà÷åíèå ïîëèíîìà bpzq â òî÷êå i .
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Ñõåìà Øàìèðà. Ïðîòîêîë Recon
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2 Äëÿ âîññòàíîâëåíèÿ A èñïîëüçóåò ïðàâèëî:

s �
¸

iPA

xpiqλA,i , λA,i �
¹

jPAztiu

j

j � i
. (5)

Îáîñíîâàíèå

Ïîëíîòà ïðîòîêîëà Recon âûòåêàåò èç òîãî, ÷òî ëþáîé ïîëèíîì

bpzq ñòåïåíè íå âûøå t � 1 îäíîçíà÷íî âîññòàíàâëèâàåòñÿ ïî t
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òîëüêî ñåêðåò, íî è âåñü ïîëèíîì bpzq

Ïóñòü |A| � t (ñëó÷àé äëÿ |A| ¡ t ñâîäèòñÿ ê ñëó÷àþ |A| � t)

Ðàññìîòðèì ïîëèíîìû
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Ñõåìà Øàìèðà. Ñòîéêîñòü ñõåìû

Óòâåðæäåíèå

Ñõåìà ðàçäåëåíèÿ ñåêðåòà Øàìèðà ÿâëÿåòñÿ ñîâåðøåííîé ïîðîãîâîé pn, tq-ñõåìîé.

Äîêàçàòåëüñòâî:

Äîñòàòî÷íî ïîêàçàòü, ÷òî ëþáàÿ êîàëèöèÿ A ìîùíîñòè t � 1 íå ïîëó÷àåò
èíôîðìàöèè î ñåêðåòå.

Ïóñòü pxpiqqiPA � âåêòîð äîëåé ýòîé êîàëèöèè. Çàôèêñèðóåì ïðîèçâîëüíîå
çíà÷åíèå ŝ (âîçìîæíîå çíà÷åíèå ñåêðåòà).

Òîãäà, íàáîð èç t ïàð
p0, ŝq, pi , xpiqq, i P A

óíèêàëüíûì îáðàçîì îïðåäåëÿåò ïîëèíîì b̂pzq.

Òàêèì îáðàçîì, ïî äîëÿì êîàëèöèè A ìîæíî ïîñòðîèòü q óíèêàëüíûõ
ïîëèíîìîâ, êàæäûé èç êîòîðûõ ñîîòâåòñòâóåò îäíîìó èç âîçìîæíûõ çíà÷åíèé
ñåêðåòà.

Ñëåäîâàòåëüíî, âñå âîçìîæíûå çíà÷åíèÿ ñåêðåòà ðàâíîâåðîÿòíû è êîàëèöèÿ
A íå ïîëó÷àåò èíôîðìàöèè î ñåêðåòå.
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Ñõåìà Øàìèðà. Ñòîéêîñòü ñõåìû
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Äîêàçàòåëüñòâî:

Äîñòàòî÷íî ïîêàçàòü, ÷òî ëþáàÿ êîàëèöèÿ A ìîùíîñòè t � 1 íå ïîëó÷àåò
èíôîðìàöèè î ñåêðåòå.

Ïóñòü pxpiqqiPA � âåêòîð äîëåé ýòîé êîàëèöèè. Çàôèêñèðóåì ïðîèçâîëüíîå
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Ñõåìà Øàìèðà. Êîýôôèöèåíòû ðåêîìáèíàöèè

Âûøå áûëî ïîêàçàíî, ÷òî ñåêðåò s äëÿ ïðàâîìî÷íîé êîàëèöèè A
ìîæåò áûòü ïðåäñòàâëåí â âèäå

s � bp0q �
¸

iPA

bpiqλA,i ,

λA,i � λA,i p0q �
¹

jPAztiu

j

j � i
, i P A. (6)

Ïðè ýòîì êîýôôèöèåíòû (6) íå çàâèñÿò îò çíà÷åíèÿ ñåêðåòà s è
âîîáùå îò ïîëèíîìà bpzq. Ýòè êîýôôèöèåíòû çàâèñÿò òîëüêî îò

ñîñòàâà êîàëèöèè A.

Îïðåäåëåíèå

Äëÿ pn, tq-ñõåìû ðàçäåëåíèÿ ñåêðåòà Øàìèðà è ïðàâîìî÷íîé êîàëèöèè

A ÷�èñëà âèäà (6) íàçûâàþòñÿ êîýôôèöèåíòàìè ðåêîìáèíàöèè.

Êîýôôèöèåíòû ðåêîìáèíàöèè êàæäûé ó÷àñòíèê êîíêðåòíîé êîàëèöèè

A ìîæåò âû÷èñëèòü ñàìîñòîÿòåëüíî (îíè íå ñåêðåòíûå).
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Ñõåìà Øàìèðà. Ïðèìåð

Ïóñòü n � 5, t � 3, q � 11, s � 7.

Ïîñòðîèì ïîëèíîì bpzq ñòåïåíè íå âûøå t � 1 � 2:

bpxq � s � p1z � p2z
2 � 7 � 4z � z2.

Âåêòîð äîëåé ñåêðåòà èìååò âèä

pxp1q, ..., xp5qq � pbp1q, ..., bp5qq � p1, 8, 6, 6, 8q.

Ïóñòü êîàëèöèÿ A � t3, 4, 5u íàìåðåíà âîññòàíîâèòü ñåêðåò. Òîãäà

λA,3 �
¹

jPt4,5u

j

j � i
�

�
4

4 � 3


�
5

5 � 3



� 10pmod 11q � 10,

λA,4 �
¹

jPt3,5u

j

j � i
�

�
3

3 � 4


�
5

5 � 4



� �4pmod 11q � 7,

λA,5 �
¹

jPt3,4u

j

j � i
�

�
3

3 � 5


�
4

4 � 5



� 6pmod 11q � 6.

Âîññòàíîâëåíèå ñåêðåòà (ïî ïðàâèëó (5)):

s � xp3qλA,3 � xp4qλA,4 � xp5qλA,5 � 6 � 10 � 6 � 7 � 8 � 6

� p60 � 42 � 48q mod 11 � p13 � 11 � 7q mod 11 � 7.
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Ðåïëèöèðîâàííàÿ ÑÐÑ. Ïîñòàíîâêà çàäà÷è. Ïðîòîêîë
Share

Ïîñòàíîâêà çàäà÷è

Ïóñòü P � rns � íàáîð ó÷àñòíèêîâ ñõåìû, S � Fq, Ap� 2Pq � çàäàííàÿ
ñòðóêòóðà ïðîòèâíèêà.

Òðåáóåòñÿ ïîñòðîèòü òàêóþ ÑÐÑ Ω, ÷òîáû ApΩq � A.
Ïðîòîêîë Share:

1 Äëÿ êàæäîãî A èç A äèëåð âûáèðàåò ñëó÷àéíî è ðàâíîâåðîÿòíî ÷èñëî rA èç
ïîëÿ Fq òàê, ÷òîáû âûïîëíÿëîñü ðàâåíñòâî

¸
APA

rA � s.

2 Äëÿ êàæäîãî A èç A äèëåð ïåðåäàåò çíà÷åíèå rA ó÷àñòíèêàì èç ìíîæåñòâà
PzA. Ïðè ýòîì ó÷àñòíèêàì êîàëèöèè A çíà÷åíèå rA íå ñîîáùàåòñÿ.

3 Â ðåçóëüòàòå âûïîëíåíèÿ ýòîãî ïðîòîêîëà ó÷àñòíèê i ïîëó÷èò äîëþ xpiq âèäà

xpiq � trA|i R A,A P Au.
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Ðåïëèöèðîâàííàÿ ÑÐÑ. Ïðîòîêîë Recon

Çàìå÷àíèå

Ïðîòîêîë Share ñòðîèò äîëè òàê, ÷òîáû ëþáîå ìíîæåñòâî èç A áûëî
íåïðàâîìî÷íîé êîàëèöèåé.

Åñëè A � ïðîèçâîëüíûé íàáîð ïîäìíîæåñòâ ìíîæåñòâà P (P R A), òî â
ðåïëèöèðîâàííîé ÑÐÑ Ω ñòðóêòóðà ïðîòèâíèêà èìååò âèä

ApΩq � AY tA1: A1 � A,A P Au. (7)

Ýòî ñëåäóåò èç òîãî, ÷òî åñëè A � íåïðàâîìî÷íàÿ êîàëèöèÿ, òî è ëþáîå åãî
ïîäìíîæåñòâî A1 òàêæå ÿâëÿåòñÿ íåïðàâîìî÷íîé êîàëèöèåé.

Ïîýòîìó äàëåå ïðåäïîëàãàåòñÿ, ÷òî äëÿ ðåïëèöèðîâàííîé ÑÐÑ âî ìíîæåñòâå
A íåò ýëåìåíòîâ Ap� Pq è Bp� Pq, äëÿ êîòîðûõ ëèáî A � B, ëèáî B � A.

Ïðîòîêîë Recon:

Ñîñòîèò â âû÷èñëåíèè êîàëèöèåé B � P ñóììû âèäà¸
A:DiPBzA

rA.
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ðåïëèöèðîâàííîé ÑÐÑ Ω ñòðóêòóðà ïðîòèâíèêà èìååò âèä

ApΩq � AY tA1: A1 � A,A P Au. (7)

Ýòî ñëåäóåò èç òîãî, ÷òî åñëè A � íåïðàâîìî÷íàÿ êîàëèöèÿ, òî è ëþáîå åãî
ïîäìíîæåñòâî A1 òàêæå ÿâëÿåòñÿ íåïðàâîìî÷íîé êîàëèöèåé.

Ïîýòîìó äàëåå ïðåäïîëàãàåòñÿ, ÷òî äëÿ ðåïëèöèðîâàííîé ÑÐÑ âî ìíîæåñòâå
A íåò ýëåìåíòîâ Ap� Pq è Bp� Pq, äëÿ êîòîðûõ ëèáî A � B, ëèáî B � A.

Ïðîòîêîë Recon:

Ñîñòîèò â âû÷èñëåíèè êîàëèöèåé B � P ñóììû âèäà¸
A:DiPBzA

rA.
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Ïðèìåð

Example

Ïðèìåð

P � r4s, spP Fqq.

A � tA1 � t1, 3u,A2 � t2u,A3 � t3, 4uu.

Ïóñòü rA1 , rA2 è rA3 � òàêèå ÷èñëà, ÷òî

rA1 � rA2 � rA3 � s. (8)

Ðàñïðåäåëåíèå äîëåé ñåêðåòîâ:

Ó÷àñòíèê Äîëÿ

1 rA2 , rA3

2 rA1 , rA3

3 rA2

4 rA1 , rA2
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Çàêëþ÷åíèå

Ñïàñèáî çà âíèìàíèå!
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