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pn, nq-cõåìà: cïîñîá Ì. Íàîð è À. Øàìèðà (Visual
cryptography, Naor& Shamir, 1994).

×åðíî áåëîå èçîáðàæåíèå ïðåäñòàâëÿåòñÿ â âèäå K � N-ìàòðèöû èç íóëåé è
åäèíèö: 0 � áåëûé ïèêñåëü, 1 � ÷åðíûé ïèêñåëü.
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b2,1 b2,2 � � � b2,N
... � � �

. . .
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bK ,1 bK ,2 . . . bK ,N
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Ïðèìåð (áóêâà ¾A¿):

0 0 0 0 1 0 0 0 0
0 0 0 1 0 1 0 0 0
0 0 0 1 0 1 0 0 0
0 0 1 0 0 0 1 0 0
0 0 1 0 0 0 1 0 0
0 1 1 1 1 1 1 1 0
0 1 0 0 0 0 0 1 0
1 0 0 0 0 0 0 0 1

Â ïðîòîêîëå Share êàæäûé ïèêñåëü îáðàáàòûâàåòñÿ îòäåëüíî.
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�
���
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Ïðîòîêîë Share. Ïîäãîòîâêà

Ñòðîèòñÿ ìàòðèöà S ðàçìåðà n � 2n (ñòðîê ñòîëüêî, ñêîëüêî ó÷àñòíèêîâ)
�
�����������
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�
����������
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S0 �
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�
����������
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�
�����������
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�
����������
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Ïðîòîêîë Share

Ïðîòîêîë Share äëÿ îäíîãî ïèêñåëÿ

Ïóñòü b P t0, 1u � î÷åðåäíîé ïèêñåëü ñåêðåòíîãî èçîáðàæåíèÿ

Â ìàòðèöå Sb ñëó÷àéíûì îáðàçîì ïåðåñòàâëÿþòñÿ ñòîëáöû: σpSbq.

Äëÿ îäíîãî áèòà b äîëåé i-èòîãî ó÷àñòíèêà (i P t1, ..., nu) ÿâëÿåòñÿ i-àÿ ñòðîêà
σpSbqris ìàòðèöû σpSbq.

Èòîã: ñåêðåòíîå èçîáðàæåíèå ïðåîáðàçóåòñÿ â äîëþ i-îãî ó÷àñòíèêà ïî ñõåìå

�
����

b1,1 b1,2 � � � b1,N
b2,1 b2,2 � � � b2,N
... � � �

. . .
...

bK ,1 bK ,2 � � � bK ,N

�
���Ñ

�
����

σ1,1pSb1,1qris σ1,2pSb1,2qris � � � σ1,NpSb1,N qris
σ2,1pSb2,1qris σ2,2pSb2,2qris � � � σ2,NpSb2,N qris

... � � �
. . .

...
σK ,1pSbK,1qris σK ,2pSbK,2qris � � � σK ,NpSbK,N qris

�
���
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Ïðîòîêîë Share. Çàìå÷àíèå

Â äîëå i-îãî ó÷àñòíèêà ñòðîê ñòîëüêî æå, ñêîëüêî è â èñõîäíîì èçîáðàæåíèè,
íî ñòîëáöîâ â 2n�1 ðàç áîëüøå (êàðòèíêà ðàñòÿãèâàåòñÿ â øèðèíó).

Ïðè âîññòàíîâëåíèè (ìåòîäîì ¾íà ïðîñâåò¿) èçîáðàæåíèå áóäåò ðàñòÿíóòûì
â øèðèíó (ýòî íåõîðîøî).

Äëÿ (ïî÷òè) ïðîïîðöèîíàëüíîãî ðàñòÿæåíèÿ â øèðèíó è â âûñîòó, âìåñòî
ñòðîêè σl,mpSbl,m qris â äîëþ ìîæíî çàïèñûâàòü ïðåäñòàâëåíèå ýòîé ñòðîêè â
âèäå ïðÿìîóãîëüíîé (à åñëè ïîëó÷àåòñÿ, êâàäðàòíîé) ìàòðèöû.

Åñëè äëÿ ïîëíîãî çàïîëíåíèÿ òàêîé ìàòðèöû íå õâàòàåò äàííûõ èç
σl,mpSbl,m qris, òî íåçàïîëíåííûå ÿ÷åéêè ñëåäóåò çàïîëíèòü íóëÿìè (ëèáî
åäèíèöàìè, íî íå ñëó÷àéíûì îáðàçîì):

s1 s2 s3 s4 s5 s6 s7 s8 Ñ

s1 s2 s3
s4 s5 s6
s7 s8 0
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Ïðîòîêîë Share. Çàìå÷àíèå
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Ïîëíîòà ïðîòîêîëà Recon
Ïî÷åìó âñå n ó÷àñòíèêîâ ìîãóò âîññòàíîâèòü ñåêðåò?

Äîëè (òåíè) äëÿ áåëûõ ïèêñåëåé ôîðìèðóþòñÿ íà îñíîâå ìàòðèöû S0, à äîëè
÷åðíûõ ïèêñåëåé � íà îñíîâå ìàòðèöû S1.

Â ïðîòîêîëå Recon äîëè íàêëàäûâàþòñÿ äðóã íà äðóãà.

Òàêîå íàëîæåíèå ìîæíî ïðåäñòàâèòü, êàê îïåðàöèþ ëîãè÷åñêîãî OR,
ïðèìåíåííóþ ê ñòðîêàì-äîëÿì.

Â ìàòðèöå S0 åñòü îäèí íóëåâîé ñòîëáåö, à â ìàòðèöå S1 òàêîãî ñòîëáöà íåò.

Ïîýòîìó îïåðàöèÿ OR äëÿ äîëåé, ñîîòâåòñòâóþùèõ ÷åðíîìó ïèêñåëþ, äàñò
âåêòîð äëèíû 2n�1, ñîñòîÿùèé èç âñåõ åäèíèö (ïðèìåð äëÿ n � 4):

1 1 1

1 1 1

1 1 0

À äëÿ äîëåé, ñîîòâåòñòâóþùèõ áåëîìó ïèêñåëþ, ýòà îïåðàöèÿ äàñò âåêòîð
äëèíû 2n�1, ñîñòîÿùèé èç 2n�1 � 1 åäèíèö (ïðèìåð äëÿ n � 4):

0 1 1

1 1 1

1 1 0
,

1 0 1

1 1 1

1 1 0
,...,

1 1 1

1 1 1

1 0 0
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Êîððåêòíîñòü ïðîòîêîëà Share

Ïî÷åìó âñå êàæäûé ó÷àñòíèê íå ìîæåò ïî ñâîéå äîëå óçíàòü ñåêðåò?

Ïîòîìó ÷òî â ìàòðèöàõ S0 è S1 ñòðîêè èìåþò îäèíàêîâûé âåñ

(õîòÿ è ðàçíóþ ñòðóêòóðó).

Ïðèìåð äëÿ n � 3:

S0 �

�
�
0 0 1 1
0 1 0 1
0 1 1 0

�
,S1 �

�
�
0 0 1 1
0 1 0 1
1 0 0 1

�
.

Ïîýòîìó, çà ñ÷åò ñëó÷àéíîé ïåðåñòàíîâêè íàáëþäàåìàÿ â äîëå

ñòðîêà äëèíû 2n�1 ìîæåò ñîîòâåòñòâîâàòü êàê áåëîìó ïèêñåëþ,
òàê è ÷åðíîìó.

Àíàëîãè÷íî ìîæíî ïîêàçàòü, ÷òî ëþáûå n � 1 ó÷àñòíèêîâ íå

ñìîãóò âîññòàíîâèòü ñåêðåò (óïðàæíèå â êà÷åñòâå äîìàøíåãî

çàäàíèÿ).
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Çàêëþ÷åíèå

Ñïàñèáî çà âíèìàíèå!
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