
Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ

ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû:

ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå

Êîñîëàïîâ Þ.Â.

ÞÔÓ

14 ñåíòÿáðÿ 2020 ã.

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 1 / 17



Ñîäåðæàíèå

1 Êëàññèôèêàöèÿ ïðîòîêîëîâ

2 Êðèïòîãðàôè÷åñêèå ìåòîäû/àëãîðèòìû
Ñèììåòðè÷íûé øèôð
Àñèììåòðè÷íûé øèôð

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 2 / 17



Êëàññèôèêàöèÿ

ïî ÷èñëó ó÷àñòíèêîâ: äâóñòîðîííèé, òðåõñòîðîííèé (è ò.ï.), ìíîãîñòîðîííèé;

ïî öåëåâîìó íàçíà÷åíèþ: çàâèñèò îò öåëè;

ïðèìèòèâíûå/ïðèêëàäíûå;

ïî òèïó èñïîëüçóåìûõ êðèïòîãðàôè÷åñêèõ ñèñòåì: ñèììåòðè÷íûå,
àñèììåòðè÷íûå;

ïî ñïîñîáó ôóíêöèîíèðîâàíèÿ: èíòåðàêòèâíûå/íåèíòåðàêòèâíûå,
îäíîïðîõîäíûé/äâóõ-/òðåõ- è ò.ä. ïðîõîäíûé, ïðîòîêîëû ñ àðáèòðîì, ñ
äîâåðåííîé òðåòüåé ñòîðîíîé (T3P).

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 3 / 17



Êëàññèôèêàöèÿ

ïî ÷èñëó ó÷àñòíèêîâ: äâóñòîðîííèé, òðåõñòîðîííèé (è ò.ï.), ìíîãîñòîðîííèé;

ïî öåëåâîìó íàçíà÷åíèþ: çàâèñèò îò öåëè;

ïðèìèòèâíûå/ïðèêëàäíûå;

ïî òèïó èñïîëüçóåìûõ êðèïòîãðàôè÷åñêèõ ñèñòåì: ñèììåòðè÷íûå,
àñèììåòðè÷íûå;

ïî ñïîñîáó ôóíêöèîíèðîâàíèÿ: èíòåðàêòèâíûå/íåèíòåðàêòèâíûå,
îäíîïðîõîäíûé/äâóõ-/òðåõ- è ò.ä. ïðîõîäíûé, ïðîòîêîëû ñ àðáèòðîì, ñ
äîâåðåííîé òðåòüåé ñòîðîíîé (T3P).

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 3 / 17



Êëàññèôèêàöèÿ

ïî ÷èñëó ó÷àñòíèêîâ: äâóñòîðîííèé, òðåõñòîðîííèé (è ò.ï.), ìíîãîñòîðîííèé;

ïî öåëåâîìó íàçíà÷åíèþ: çàâèñèò îò öåëè;

ïðèìèòèâíûå/ïðèêëàäíûå;

ïî òèïó èñïîëüçóåìûõ êðèïòîãðàôè÷åñêèõ ñèñòåì: ñèììåòðè÷íûå,
àñèììåòðè÷íûå;

ïî ñïîñîáó ôóíêöèîíèðîâàíèÿ: èíòåðàêòèâíûå/íåèíòåðàêòèâíûå,
îäíîïðîõîäíûé/äâóõ-/òðåõ- è ò.ä. ïðîõîäíûé, ïðîòîêîëû ñ àðáèòðîì, ñ
äîâåðåííîé òðåòüåé ñòîðîíîé (T3P).

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 3 / 17



Êëàññèôèêàöèÿ

ïî ÷èñëó ó÷àñòíèêîâ: äâóñòîðîííèé, òðåõñòîðîííèé (è ò.ï.), ìíîãîñòîðîííèé;

ïî öåëåâîìó íàçíà÷åíèþ: çàâèñèò îò öåëè;

ïðèìèòèâíûå/ïðèêëàäíûå;

ïî òèïó èñïîëüçóåìûõ êðèïòîãðàôè÷åñêèõ ñèñòåì: ñèììåòðè÷íûå,
àñèììåòðè÷íûå;

ïî ñïîñîáó ôóíêöèîíèðîâàíèÿ: èíòåðàêòèâíûå/íåèíòåðàêòèâíûå,
îäíîïðîõîäíûé/äâóõ-/òðåõ- è ò.ä. ïðîõîäíûé, ïðîòîêîëû ñ àðáèòðîì, ñ
äîâåðåííîé òðåòüåé ñòîðîíîé (T3P).

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 3 / 17



Êëàññèôèêàöèÿ

ïî ÷èñëó ó÷àñòíèêîâ: äâóñòîðîííèé, òðåõñòîðîííèé (è ò.ï.), ìíîãîñòîðîííèé;

ïî öåëåâîìó íàçíà÷åíèþ: çàâèñèò îò öåëè;

ïðèìèòèâíûå/ïðèêëàäíûå;

ïî òèïó èñïîëüçóåìûõ êðèïòîãðàôè÷åñêèõ ñèñòåì: ñèììåòðè÷íûå,
àñèììåòðè÷íûå;

ïî ñïîñîáó ôóíêöèîíèðîâàíèÿ: èíòåðàêòèâíûå/íåèíòåðàêòèâíûå,
îäíîïðîõîäíûé/äâóõ-/òðåõ- è ò.ä. ïðîõîäíûé, ïðîòîêîëû ñ àðáèòðîì, ñ
äîâåðåííîé òðåòüåé ñòîðîíîé (T3P).

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 3 / 17



Êëàññèôèêàöèÿ

ïî ÷èñëó ó÷àñòíèêîâ: äâóñòîðîííèé, òðåõñòîðîííèé (è ò.ï.), ìíîãîñòîðîííèé;

ïî öåëåâîìó íàçíà÷åíèþ: çàâèñèò îò öåëè;

ïðèìèòèâíûå/ïðèêëàäíûå;

ïî òèïó èñïîëüçóåìûõ êðèïòîãðàôè÷åñêèõ ñèñòåì: ñèììåòðè÷íûå,
àñèììåòðè÷íûå;

ïî ñïîñîáó ôóíêöèîíèðîâàíèÿ: èíòåðàêòèâíûå/íåèíòåðàêòèâíûå,
îäíîïðîõîäíûé/äâóõ-/òðåõ- è ò.ä. ïðîõîäíûé, ïðîòîêîëû ñ àðáèòðîì, ñ
äîâåðåííîé òðåòüåé ñòîðîíîé (T3P).

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 3 / 17



Êðèïòîãðàôè÷åñêèå ìåòîäû

Ìåòîäû:

ñèììåòðè÷íîå øèôðîâàíèå;

àñèììåòðè÷íîå øèôðîâàíèå;

êðèïòîãðàôè÷åñêàÿ õýø-ôóíêöèÿ;

ãåíåðàòîð ïñåâäîñëó÷àéíûõ ÷èñåë;

öèôðîâàÿ ïîäïèñü;

ãîìîìîðôíîå øèôðîâàíèå.

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 4 / 17



Êðèïòîãðàôè÷åñêèå ìåòîäû

Ìåòîäû:

ñèììåòðè÷íîå øèôðîâàíèå;

àñèììåòðè÷íîå øèôðîâàíèå;

êðèïòîãðàôè÷åñêàÿ õýø-ôóíêöèÿ;

ãåíåðàòîð ïñåâäîñëó÷àéíûõ ÷èñåë;

öèôðîâàÿ ïîäïèñü;

ãîìîìîðôíîå øèôðîâàíèå.

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 4 / 17



Êðèïòîãðàôè÷åñêèå ìåòîäû

Ìåòîäû:

ñèììåòðè÷íîå øèôðîâàíèå;

àñèììåòðè÷íîå øèôðîâàíèå;

êðèïòîãðàôè÷åñêàÿ õýø-ôóíêöèÿ;

ãåíåðàòîð ïñåâäîñëó÷àéíûõ ÷èñåë;

öèôðîâàÿ ïîäïèñü;

ãîìîìîðôíîå øèôðîâàíèå.

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 4 / 17



Êðèïòîãðàôè÷åñêèå ìåòîäû

Ìåòîäû:

ñèììåòðè÷íîå øèôðîâàíèå;

àñèììåòðè÷íîå øèôðîâàíèå;

êðèïòîãðàôè÷åñêàÿ õýø-ôóíêöèÿ;

ãåíåðàòîð ïñåâäîñëó÷àéíûõ ÷èñåë;

öèôðîâàÿ ïîäïèñü;

ãîìîìîðôíîå øèôðîâàíèå.

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 4 / 17



Êðèïòîãðàôè÷åñêèå ìåòîäû

Ìåòîäû:

ñèììåòðè÷íîå øèôðîâàíèå;

àñèììåòðè÷íîå øèôðîâàíèå;

êðèïòîãðàôè÷åñêàÿ õýø-ôóíêöèÿ;

ãåíåðàòîð ïñåâäîñëó÷àéíûõ ÷èñåë;

öèôðîâàÿ ïîäïèñü;

ãîìîìîðôíîå øèôðîâàíèå.

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 4 / 17



Êðèïòîãðàôè÷åñêèå ìåòîäû

Ìåòîäû:

ñèììåòðè÷íîå øèôðîâàíèå;

àñèììåòðè÷íîå øèôðîâàíèå;

êðèïòîãðàôè÷åñêàÿ õýø-ôóíêöèÿ;

ãåíåðàòîð ïñåâäîñëó÷àéíûõ ÷èñåë;

öèôðîâàÿ ïîäïèñü;

ãîìîìîðôíîå øèôðîâàíèå.

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 4 / 17



Êðèïòîãðàôè÷åñêèå ìåòîäû

Ìåòîäû:

ñèììåòðè÷íîå øèôðîâàíèå;

àñèììåòðè÷íîå øèôðîâàíèå;

êðèïòîãðàôè÷åñêàÿ õýø-ôóíêöèÿ;

ãåíåðàòîð ïñåâäîñëó÷àéíûõ ÷èñåë;

öèôðîâàÿ ïîäïèñü;

ãîìîìîðôíîå øèôðîâàíèå.

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 4 / 17



Îïðåäåëåíèå øèôðà

Îïðåäåëåíèå

pX ,Y,K, E ,Dq

X � tx1, ..., xMu � ìíîæåñòâî øèôðóåìûõ (îòêðûòûõ) òåêñòîâ;

Y � ty1, ..., yPu � ìíîæåñòâî øèôðòåêñòîâ òåêñòîâ;

K � tk1, ..., kNu � ìíîæåñòâî êëþ÷åé.

E � tEk : k P Ku � ïðàâèëà øèôðîâàíèÿ;

D � tDk : k P Ku � ïðàâèëà ðàñøèôðîâàíèÿ;

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 5 / 17



Îïðåäåëåíèå øèôðà

Îïðåäåëåíèå

pX ,Y,K, E ,Dq

X � tx1, ..., xMu � ìíîæåñòâî øèôðóåìûõ (îòêðûòûõ) òåêñòîâ;

Y � ty1, ..., yPu � ìíîæåñòâî øèôðòåêñòîâ òåêñòîâ;

K � tk1, ..., kNu � ìíîæåñòâî êëþ÷åé.

E � tEk : k P Ku � ïðàâèëà øèôðîâàíèÿ;

D � tDk : k P Ku � ïðàâèëà ðàñøèôðîâàíèÿ;

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 5 / 17



Îïðåäåëåíèå øèôðà

Îïðåäåëåíèå

pX ,Y,K, E ,Dq

X � tx1, ..., xMu � ìíîæåñòâî øèôðóåìûõ (îòêðûòûõ) òåêñòîâ;

Y � ty1, ..., yPu � ìíîæåñòâî øèôðòåêñòîâ òåêñòîâ;

K � tk1, ..., kNu � ìíîæåñòâî êëþ÷åé.

E � tEk : k P Ku � ïðàâèëà øèôðîâàíèÿ;

D � tDk : k P Ku � ïðàâèëà ðàñøèôðîâàíèÿ;

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 5 / 17



Îïðåäåëåíèå øèôðà

Îïðåäåëåíèå

pX ,Y,K, E ,Dq

X � tx1, ..., xMu � ìíîæåñòâî øèôðóåìûõ (îòêðûòûõ) òåêñòîâ;

Y � ty1, ..., yPu � ìíîæåñòâî øèôðòåêñòîâ òåêñòîâ;

K � tk1, ..., kNu � ìíîæåñòâî êëþ÷åé.

E � tEk : k P Ku � ïðàâèëà øèôðîâàíèÿ;

D � tDk : k P Ku � ïðàâèëà ðàñøèôðîâàíèÿ;

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 5 / 17



Îïðåäåëåíèå øèôðà

Îïðåäåëåíèå

pX ,Y,K, E ,Dq

X � tx1, ..., xMu � ìíîæåñòâî øèôðóåìûõ (îòêðûòûõ) òåêñòîâ;

Y � ty1, ..., yPu � ìíîæåñòâî øèôðòåêñòîâ òåêñòîâ;

K � tk1, ..., kNu � ìíîæåñòâî êëþ÷åé.

E � tEk : k P Ku � ïðàâèëà øèôðîâàíèÿ;

D � tDk : k P Ku � ïðàâèëà ðàñøèôðîâàíèÿ;

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 5 / 17



Îïðåäåëåíèå øèôðà

Îïðåäåëåíèå

pX ,Y,K, E ,Dq

X � tx1, ..., xMu � ìíîæåñòâî øèôðóåìûõ (îòêðûòûõ) òåêñòîâ;

Y � ty1, ..., yPu � ìíîæåñòâî øèôðòåêñòîâ òåêñòîâ;

K � tk1, ..., kNu � ìíîæåñòâî êëþ÷åé.

E � tEk : k P Ku � ïðàâèëà øèôðîâàíèÿ;

D � tDk : k P Ku � ïðàâèëà ðàñøèôðîâàíèÿ;

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 5 / 17



Îïðåäåëåíèå ñèììåòðè÷íîãî øèôðà

Îïðåäåëåíèå

Ñèììåòðè÷íûé øèôð � ýòî òàêîé øèôð, â êîòîðîì ïðè øèôðîâàíèè
è ðàñøèôðîâàíèè èñïîëüçóåòñÿ îäèí è òîò æå êëþ÷ (ëèáî ïî êëþ÷ó
øèôðîâàíèÿ ìîæíî ¾ïðîñòî¿ íàéòè êëþ÷ ðàñøèôðîâàíèÿ).

Ïðèìåðû ñèììåòðè÷íûõ øèôðîâ:

GOST28147� 89 (Ìàãìà â ÃÎÑÒ Ð 34.12-2015), X � Y � t0, 1u64,
K � t0, 1u256;

Kuznechik (Êóçíå÷èê â ÃÎÑÒ Ð 34.12-2015), X � Y � t0, 1u128,
K � t0, 1u256;

AES, X � Y � t0, 1u128, K � t0, 1u128, t0, 1u192, t0, 1u256.

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 6 / 17



Îïðåäåëåíèå ñèììåòðè÷íîãî øèôðà

Îïðåäåëåíèå

Ñèììåòðè÷íûé øèôð � ýòî òàêîé øèôð, â êîòîðîì ïðè øèôðîâàíèè
è ðàñøèôðîâàíèè èñïîëüçóåòñÿ îäèí è òîò æå êëþ÷ (ëèáî ïî êëþ÷ó
øèôðîâàíèÿ ìîæíî ¾ïðîñòî¿ íàéòè êëþ÷ ðàñøèôðîâàíèÿ).

Ïðèìåðû ñèììåòðè÷íûõ øèôðîâ:

GOST28147� 89 (Ìàãìà â ÃÎÑÒ Ð 34.12-2015), X � Y � t0, 1u64,
K � t0, 1u256;

Kuznechik (Êóçíå÷èê â ÃÎÑÒ Ð 34.12-2015), X � Y � t0, 1u128,
K � t0, 1u256;

AES, X � Y � t0, 1u128, K � t0, 1u128, t0, 1u192, t0, 1u256.

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 6 / 17



Îïðåäåëåíèå ñèììåòðè÷íîãî øèôðà

Îïðåäåëåíèå

Ñèììåòðè÷íûé øèôð � ýòî òàêîé øèôð, â êîòîðîì ïðè øèôðîâàíèè
è ðàñøèôðîâàíèè èñïîëüçóåòñÿ îäèí è òîò æå êëþ÷ (ëèáî ïî êëþ÷ó
øèôðîâàíèÿ ìîæíî ¾ïðîñòî¿ íàéòè êëþ÷ ðàñøèôðîâàíèÿ).

Ïðèìåðû ñèììåòðè÷íûõ øèôðîâ:

GOST28147� 89 (Ìàãìà â ÃÎÑÒ Ð 34.12-2015), X � Y � t0, 1u64,
K � t0, 1u256;

Kuznechik (Êóçíå÷èê â ÃÎÑÒ Ð 34.12-2015), X � Y � t0, 1u128,
K � t0, 1u256;

AES, X � Y � t0, 1u128, K � t0, 1u128, t0, 1u192, t0, 1u256.

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 6 / 17



Îïðåäåëåíèå ñèììåòðè÷íîãî øèôðà

Îïðåäåëåíèå

Ñèììåòðè÷íûé øèôð � ýòî òàêîé øèôð, â êîòîðîì ïðè øèôðîâàíèè
è ðàñøèôðîâàíèè èñïîëüçóåòñÿ îäèí è òîò æå êëþ÷ (ëèáî ïî êëþ÷ó
øèôðîâàíèÿ ìîæíî ¾ïðîñòî¿ íàéòè êëþ÷ ðàñøèôðîâàíèÿ).

Ïðèìåðû ñèììåòðè÷íûõ øèôðîâ:

GOST28147� 89 (Ìàãìà â ÃÎÑÒ Ð 34.12-2015), X � Y � t0, 1u64,
K � t0, 1u256;

Kuznechik (Êóçíå÷èê â ÃÎÑÒ Ð 34.12-2015), X � Y � t0, 1u128,
K � t0, 1u256;

AES, X � Y � t0, 1u128, K � t0, 1u128, t0, 1u192, t0, 1u256.

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 6 / 17



Îïðåäåëåíèå àñèììåòðè÷íîãî øèôðà

Îïðåäåëåíèå

Àñèììåòðè÷íûé øèôð � ýòî òàêîé øèôð, â êîòîðîì ïðè øèôðîâàíèè
è ðàñøèôðîâàíèè èñïîëüçóþòñÿ ðàçíûå êëþ÷è: ïóáëè÷íûé è
ñåêðåòíûé. Ïðè ýòîì ïî ïóáëè÷íîìó êëþ÷ó ñëîæíî íàéòè ñåêðåòíûé.

Ïðèìåðû àñèììåòðè÷íûõ øèôðîâ:

RSA, X � Y � Zn, Kpub � Zφpnq, Ksec � Zφpnq, n � pq, p è q �
ïðîñòûå, |p|2, |q|2 ¥ 2048 (îñíîâàíà íà ñëîæíîñòè ôàêòîðèçàöèè
öåëûõ ÷èñåë);

Ñèñòåìà Ýëü-Ãàìàëÿ, X � Zp, Y � Zp � Zp, Kpub � Zp,
Ksec � Zpzt0u, p � ïðîñòîå, |p|2 ¥ 2048 (îñíîâàíà íà ñëîæíîñòè
âû÷èñëåíèÿ äèñêðåòíîãî ëîãàðèôìà â êîíå÷íîé ãðóïïå);

Ìàê-Ýëèñà, X � t0, 1uk , Y � t0, 1un, Kpub � ïîäìíîæåñòâî
pk � nq-ìàòðèö ïîëíîãî ðàíãà, Ksec � ìíîæåñòâî òðîåê ìàòðèö
pS ,G ,Qq ñïåöèàëüíîãî âèäà, k ¥ 5413, n ¥ 6960, (îñíîâàíà íà
ñëîæíîñòè äåêîäèðîâàíèÿ êîäà îáùåãî ïîëîæåíèÿ).

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 7 / 17



Îïðåäåëåíèå àñèììåòðè÷íîãî øèôðà

Îïðåäåëåíèå

Àñèììåòðè÷íûé øèôð � ýòî òàêîé øèôð, â êîòîðîì ïðè øèôðîâàíèè
è ðàñøèôðîâàíèè èñïîëüçóþòñÿ ðàçíûå êëþ÷è: ïóáëè÷íûé è
ñåêðåòíûé. Ïðè ýòîì ïî ïóáëè÷íîìó êëþ÷ó ñëîæíî íàéòè ñåêðåòíûé.

Ïðèìåðû àñèììåòðè÷íûõ øèôðîâ:

RSA, X � Y � Zn, Kpub � Zφpnq, Ksec � Zφpnq, n � pq, p è q �
ïðîñòûå, |p|2, |q|2 ¥ 2048 (îñíîâàíà íà ñëîæíîñòè ôàêòîðèçàöèè
öåëûõ ÷èñåë);

Ñèñòåìà Ýëü-Ãàìàëÿ, X � Zp, Y � Zp � Zp, Kpub � Zp,
Ksec � Zpzt0u, p � ïðîñòîå, |p|2 ¥ 2048 (îñíîâàíà íà ñëîæíîñòè
âû÷èñëåíèÿ äèñêðåòíîãî ëîãàðèôìà â êîíå÷íîé ãðóïïå);

Ìàê-Ýëèñà, X � t0, 1uk , Y � t0, 1un, Kpub � ïîäìíîæåñòâî
pk � nq-ìàòðèö ïîëíîãî ðàíãà, Ksec � ìíîæåñòâî òðîåê ìàòðèö
pS ,G ,Qq ñïåöèàëüíîãî âèäà, k ¥ 5413, n ¥ 6960, (îñíîâàíà íà
ñëîæíîñòè äåêîäèðîâàíèÿ êîäà îáùåãî ïîëîæåíèÿ).

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 7 / 17



Îïðåäåëåíèå àñèììåòðè÷íîãî øèôðà

Îïðåäåëåíèå

Àñèììåòðè÷íûé øèôð � ýòî òàêîé øèôð, â êîòîðîì ïðè øèôðîâàíèè
è ðàñøèôðîâàíèè èñïîëüçóþòñÿ ðàçíûå êëþ÷è: ïóáëè÷íûé è
ñåêðåòíûé. Ïðè ýòîì ïî ïóáëè÷íîìó êëþ÷ó ñëîæíî íàéòè ñåêðåòíûé.

Ïðèìåðû àñèììåòðè÷íûõ øèôðîâ:

RSA, X � Y � Zn, Kpub � Zφpnq, Ksec � Zφpnq, n � pq, p è q �
ïðîñòûå, |p|2, |q|2 ¥ 2048 (îñíîâàíà íà ñëîæíîñòè ôàêòîðèçàöèè
öåëûõ ÷èñåë);

Ñèñòåìà Ýëü-Ãàìàëÿ, X � Zp, Y � Zp � Zp, Kpub � Zp,
Ksec � Zpzt0u, p � ïðîñòîå, |p|2 ¥ 2048 (îñíîâàíà íà ñëîæíîñòè
âû÷èñëåíèÿ äèñêðåòíîãî ëîãàðèôìà â êîíå÷íîé ãðóïïå);

Ìàê-Ýëèñà, X � t0, 1uk , Y � t0, 1un, Kpub � ïîäìíîæåñòâî
pk � nq-ìàòðèö ïîëíîãî ðàíãà, Ksec � ìíîæåñòâî òðîåê ìàòðèö
pS ,G ,Qq ñïåöèàëüíîãî âèäà, k ¥ 5413, n ¥ 6960, (îñíîâàíà íà
ñëîæíîñòè äåêîäèðîâàíèÿ êîäà îáùåãî ïîëîæåíèÿ).

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 7 / 17



Îïðåäåëåíèå àñèììåòðè÷íîãî øèôðà

Îïðåäåëåíèå

Àñèììåòðè÷íûé øèôð � ýòî òàêîé øèôð, â êîòîðîì ïðè øèôðîâàíèè
è ðàñøèôðîâàíèè èñïîëüçóþòñÿ ðàçíûå êëþ÷è: ïóáëè÷íûé è
ñåêðåòíûé. Ïðè ýòîì ïî ïóáëè÷íîìó êëþ÷ó ñëîæíî íàéòè ñåêðåòíûé.

Ïðèìåðû àñèììåòðè÷íûõ øèôðîâ:

RSA, X � Y � Zn, Kpub � Zφpnq, Ksec � Zφpnq, n � pq, p è q �
ïðîñòûå, |p|2, |q|2 ¥ 2048 (îñíîâàíà íà ñëîæíîñòè ôàêòîðèçàöèè
öåëûõ ÷èñåë);

Ñèñòåìà Ýëü-Ãàìàëÿ, X � Zp, Y � Zp � Zp, Kpub � Zp,
Ksec � Zpzt0u, p � ïðîñòîå, |p|2 ¥ 2048 (îñíîâàíà íà ñëîæíîñòè
âû÷èñëåíèÿ äèñêðåòíîãî ëîãàðèôìà â êîíå÷íîé ãðóïïå);

Ìàê-Ýëèñà, X � t0, 1uk , Y � t0, 1un, Kpub � ïîäìíîæåñòâî
pk � nq-ìàòðèö ïîëíîãî ðàíãà, Ksec � ìíîæåñòâî òðîåê ìàòðèö
pS ,G ,Qq ñïåöèàëüíîãî âèäà, k ¥ 5413, n ¥ 6960, (îñíîâàíà íà
ñëîæíîñòè äåêîäèðîâàíèÿ êîäà îáùåãî ïîëîæåíèÿ).

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 7 / 17



Ïðèìåðû àñèììåòðè÷íûõ øèôðîâ

RSA, X � Y � Zn, Kpub � Zφpnq, Ksec � Zφpnq, n � pq, p è q �
ïðîñòûå, |p|2, |q|2 ¥ 2048 (îñíîâàíà íà ñëîæíîñòè ôàêòîðèçàöèè
öåëûõ ÷èñåë);

Ñèñòåìà Ýëü-Ãàìàëÿ, X � Zp, Y � Zp � Zp, Kpub � Zp,
Ksec � Zpzt0u, p � ïðîñòîå, |p|2 ¥ 2048 (îñíîâàíà íà ñëîæíîñòè
âû÷èñëåíèÿ äèñêðåòíîãî ëîãàðèôìà â êîíå÷íîé ãðóïïå);

Ìàê-Ýëèñà, X � t0, 1uk , Y � t0, 1un, Kpub � ïîäìíîæåñòâî
pk � nq-ìàòðèö ïîëíîãî ðàíãà, Ksec � ìíîæåñòâî òðîåê ìàòðèö
pS ,G ,Qq ñïåöèàëüíîãî âèäà, k ¥ 5413, n ¥ 6960, (îñíîâàíà íà
ñëîæíîñòè äåêîäèðîâàíèÿ êîäà îáùåãî ïîëîæåíèÿ).

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 8 / 17



Ïðèìåðû àñèììåòðè÷íûõ øèôðîâ

RSA, X � Y � Zn, Kpub � Zφpnq, Ksec � Zφpnq, n � pq, p è q �
ïðîñòûå, |p|2, |q|2 ¥ 2048 (îñíîâàíà íà ñëîæíîñòè ôàêòîðèçàöèè
öåëûõ ÷èñåë);

Ñèñòåìà Ýëü-Ãàìàëÿ, X � Zp, Y � Zp � Zp, Kpub � Zp,
Ksec � Zpzt0u, p � ïðîñòîå, |p|2 ¥ 2048 (îñíîâàíà íà ñëîæíîñòè
âû÷èñëåíèÿ äèñêðåòíîãî ëîãàðèôìà â êîíå÷íîé ãðóïïå);

Ìàê-Ýëèñà, X � t0, 1uk , Y � t0, 1un, Kpub � ïîäìíîæåñòâî
pk � nq-ìàòðèö ïîëíîãî ðàíãà, Ksec � ìíîæåñòâî òðîåê ìàòðèö
pS ,G ,Qq ñïåöèàëüíîãî âèäà, k ¥ 5413, n ¥ 6960, (îñíîâàíà íà
ñëîæíîñòè äåêîäèðîâàíèÿ êîäà îáùåãî ïîëîæåíèÿ).

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 8 / 17



Ïðèìåðû àñèììåòðè÷íûõ øèôðîâ

RSA, X � Y � Zn, Kpub � Zφpnq, Ksec � Zφpnq, n � pq, p è q �
ïðîñòûå, |p|2, |q|2 ¥ 2048 (îñíîâàíà íà ñëîæíîñòè ôàêòîðèçàöèè
öåëûõ ÷èñåë);

Ñèñòåìà Ýëü-Ãàìàëÿ, X � Zp, Y � Zp � Zp, Kpub � Zp,
Ksec � Zpzt0u, p � ïðîñòîå, |p|2 ¥ 2048 (îñíîâàíà íà ñëîæíîñòè
âû÷èñëåíèÿ äèñêðåòíîãî ëîãàðèôìà â êîíå÷íîé ãðóïïå);

Ìàê-Ýëèñà, X � t0, 1uk , Y � t0, 1un, Kpub � ïîäìíîæåñòâî
pk � nq-ìàòðèö ïîëíîãî ðàíãà, Ksec � ìíîæåñòâî òðîåê ìàòðèö
pS ,G ,Qq ñïåöèàëüíîãî âèäà, k ¥ 5413, n ¥ 6960, (îñíîâàíà íà
ñëîæíîñòè äåêîäèðîâàíèÿ êîäà îáùåãî ïîëîæåíèÿ).

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 2. Êëàññèôèêàöèÿ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ñèììåòðè÷íîå è àñèììåòðè÷íîå øèôðîâàíèå14 ñåíòÿáðÿ 2020 ã. 8 / 17



Ïîäðîáíåå îá RSA

Ïîñòðîåíèå êëþ÷åé

Ñëó÷àéíî âûáèðàþòñÿ äâà áîëüøèõ ïðîñòûõ ÷èñëà p è q;

Âû÷èñëÿþòñÿ n � pq, φpnq � pp � 1qpq � 1q;
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Ïîäðîáíåå îá RSA

Øèôðîâàíèå è ðàñøèôðîâàíèå.

Øèôðîâàíèå ñîîáùåíèÿ m P Zn: m
epmodnq � C ;

Ðàñøèôðîâàíèå: Cdpmodnq � medpmodnq � medpmodnq �
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Ïîäðîáíåå î ñõåìå Ýëü-Ãàìàëÿ

Ïîñòðîåíèå êëþ÷åé

Âûáèðàåòñÿ ñëó÷àéíîå ïðîñòîå ÷èñëî p, |p|2 ¥ 2048

Íàõîäèòñÿ ïîðîæäàþùèé ýëåìåíò g ãðóïïû Z�
p

Âûáèðàåòñÿ ñëó÷àéíîå ÷èñëî x P Zp, x � 0

Âû÷èñëÿåòñÿ y � g xpmodpq

y � îòêðûòûé êëþ÷, x � çàêðûòûé êëþ÷.
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Ïîäðîáíåå î ñõåìå Ýëü-Ãàìàëÿ
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b

ax
pmodpq �

ykm

pgkqx
pmodpq �

pg xqkm

pgkqx
pmodpq � mpmodpq.
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ïîçâîëÿåò èñïðàâèòü äî t � rd�1

2 s îøèáîê, äëÿ êîäà äîëæåí áûòü
èçâåñòåí áûñòðûé àëãîðèòì äåêîäèðîâàíèÿ Dec : Fn

q Ñ Fk
q);

Âûáèðàåòñÿ íåâûðîæäåííàÿ pk � kq-ìàòðèöà S

Âûáèðàåòñÿ ïåðåñòàíîâî÷íàÿ pn � nq-ìàòðèöà Q

Íàõîäèòñÿ ìàòðèöà G � S � GC � Q.

Ïàðà pG , tq � îòêðûòûé êëþ÷, òðîéêà pS ,C ,Qq � ñåêðåòíûé
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Ïîäðîáíåå î ñõåìå Ìàê-Ýëèñà

Øèôðîâàíèå ñîîáùåíèÿ m:

mG � e � c,wtpeq ¤ t.

wtpeq � ÷èñëî íåíóëåâûõ êîîðäèíàò â âåêòîðå e(âåñ Õýììèíãà).
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Ïîäðîáíåå î ñõåìå Ìàê-Ýëèñà

Ðàñøèôðîâàíèå øèôðòåêñòà c:

cQ�1 � pmG � eqQ�1 � mSGCQQ
�1 � eQ�1

� mSGC � e1 � m1GC � e1, pm1 � mS , e1 � eQ�1q.

m1 � DecpcQ�1q

m � m1S�1.
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Çàêëþ÷åíèå

Ñïàñèáî çà âíèìàíèå!
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