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Îïðåäåëåíèå

Ãåíåðàòîð ïîñëåäîâàòåëüíîñòåé ïñåâäîñëó÷àéíûõ

êðèïòîãðàôè÷åñêè ñèëüíûé � ÃÏÏ, êîòîðûé ïîðîæäàåò
ïñåâäîñëó÷àéíóþ ïîñëåäîâàòåëüíîñòü, íåîòëè÷èìóþ ýôôåêòèâíî (ñ
ïîëèíîìèàëüíîé ñëîæíîñòüþ) ñòàòèñòè÷åñêèìè òåñòàìè îò èäåàëüíîé
ñëó÷àéíîé ïîñëåäîâàòåëüíîñòè.
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Ñïîñîáû ïîñòðîåíèÿ ÃÏÏ

Íà îñíîâå ñèììåòðè÷íûõ øèôðîâ. Íàïðèìåð, èñïîëüçóÿ ðåæèì
øèôðîâàíèÿ OFB (Output Feedback):

e1 � Ekp0q, e2 � Ekpe1q, ..., et � Ekpet � 1q, ...

ÏÏ � ýòî áèòîâîå ïðåäñòàâëåíèå ïîñëåäîâàòåëüñíîòè âåêòîðîâ:

e1, e2, ..., et , ...,

Çäåñü k � ýòî èíèöèàëèçàöèÿ ãåíåðàòîðà (àíàëîã âõîäíîãî ïàðàìåòðà
â srand()).

Åñòü è äðóãèå ñïîñîáû ïîñòðîåíèÿ ÃÏÏ: íà îñíîâå ðåãèñòðîâ ñäâèãà ñ
ëèíåéíîé îáðàòíîé ñâÿçüþ, íà îñíîâå òðóäíûõ ïðåäèêàòîâ
îäíîñòîðîííèõ ôóíêöèé (hard core predicate)

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 3. Ìîäåëè ñòîéêîñòè àñèììåòðè÷íûõ øèôðîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: õýø-ôóíêöèè, ÃÏÏ21 ñåíòÿáðÿ 2020 ã. 11 / 13



Ñïîñîáû ïîñòðîåíèÿ ÃÏÏ

Íà îñíîâå ñèììåòðè÷íûõ øèôðîâ. Íàïðèìåð, èñïîëüçóÿ ðåæèì
øèôðîâàíèÿ OFB (Output Feedback):

e1 � Ekp0q, e2 � Ekpe1q, ..., et � Ekpet � 1q, ...

ÏÏ � ýòî áèòîâîå ïðåäñòàâëåíèå ïîñëåäîâàòåëüñíîòè âåêòîðîâ:

e1, e2, ..., et , ...,

Çäåñü k � ýòî èíèöèàëèçàöèÿ ãåíåðàòîðà (àíàëîã âõîäíîãî ïàðàìåòðà
â srand()).
Åñòü è äðóãèå ñïîñîáû ïîñòðîåíèÿ ÃÏÏ: íà îñíîâå ðåãèñòðîâ ñäâèãà ñ
ëèíåéíîé îáðàòíîé ñâÿçüþ, íà îñíîâå òðóäíûõ ïðåäèêàòîâ
îäíîñòîðîííèõ ôóíêöèé (hard core predicate)

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 3. Ìîäåëè ñòîéêîñòè àñèììåòðè÷íûõ øèôðîâ. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: õýø-ôóíêöèè, ÃÏÏ21 ñåíòÿáðÿ 2020 ã. 11 / 13



Ñïîñîáû ïîñòðîåíèÿ ÃÏÏ
Åñòü è äðóãèå ñïîñîáû ïîñòðîåíèÿ ÃÏÏ:

íà îñíîâå ðåãèñòðîâ ñäâèãà ñ ëèíåéíîé îáðàòíîé ñâÿçüþ (ÐÑËÎÑ);

íà îñíîâå òðóäíûõ ïðåäèêàòîâ îäíîñòîðîííèõ ôóíêöèé (hard core
predicate).

Íåñòðîãîå îïðåäåëåíèå òðóäíîãî ïðåäèêàòà

Ïðåäèêàò Bpxq ÿâëÿåòñÿ òðóäíûì äëÿ ôóíêöèè f pxq, åñëè ïî ýëåìåíòó
x çíà÷åíèå Bpxq âû÷èñëÿåòñÿ ëåãêî, à ïî f pxq � âû÷èñëèòåëüíî
ñëîæíî.

Example

f pxq � x2modn, ãäå n � pq, Bpxq � ½x�íå÷åòíîå�.

Íåïðåäñêàçóåìàÿ ïîñëåäîâàòåëüíîñòü

Bpxq,Bpf �1pxqq,Bpf �1pf �1pxqqq, ...
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Çàêëþ÷åíèå

Ñïàñèáî çà âíèìàíèå!
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