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×òî-òî âðîäå îïðåäåëåíèÿ

¾Îïðåäåëåíèå¿

Ãîìîìîðôíîå øèôðîâàíèå � ýòî òàêîå ïðåîáðàçîâàíèå äàííûõ,
êîòîðîå ïîçâîëÿåò àíàëèçèðîâàòü çàøèôðîâàííûå äàííûå èëè/è
âûïîëíÿòü íàä íèìè àðèôìåòè÷åñêèå äåéñòâèÿ òàê, êàê åñëè áû
àíàëèçèðîâàëèñü íåçàøèôðîâàííûå äàííûå èëè âûïîëíÿëèñü
àðèôìåòè÷åñêèå äåéñòâèÿ íàä íåçàøèôðîâàííûìè äàííûìè.

Àíàëèçèðîâàòü � íàïðèìåð, ïðîèçâîäèòü ïîèñê äàííûõ â
øèôðòåêñòå

Àðèôìåòè÷åñêèå äåéñòâèÿ � ñêëàäûâàòü, óìíîæàòü
øèôðòåêñò
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Äëÿ ÷åãî ýòî íóæíî?

Ïðèìåð 11

Êîìïàíèÿ X èìååò î÷åíü ñåêðåòíûå äàííûå A � 10 è B � 20.

Êîìïàíèÿ X íå ìîæåò ñàìà ýòè äàííûå îáðàáàòûâàòü è õðàíèòü, ïîýòîìó
ðåøèëà ïåðåäàòü õðàíåíèå è îáðàáîòêó â îáëàêî O;

Íî òàê êàê äàííûå ñåêðåòíûå, òî ïðåäâàðèòåëüíî äàííûå çàøèôðîâàëà,
óìíîæèâ êàæäîå èç ÷èñåë íà K � 2. Òàêèì îáðàçîì, â îáäàêå áóäóò
õðàíèòüñÿ äâà øèôðòåêñòà: CA � 20 è CB � 40.

×åðåç ãîä êîíòðîëèðóþùåå àãåíòñòâî Y çàïðîñèëî ó X ñóììó A� B äëÿ
ïðîâåðêè äåÿòåëüíîñòè êîìïàíèè.

Êîìïàíèÿ X ñàìà íå ìîæåò âûïîëíèòü ýòó îïåðàöèþ (íå õâàòàåò
âû÷èñëèòåëüíûõ ðåñóðñîâ), ïîýòîìó ïðîñèò ñäåëàòü ýòî îáëàêî O.

Îáëàêî O âû÷èñëÿåò CA � CB � 60 è âîçâðàùàåò ýòî ÷èñëî êîìïàíèè X ;

Êîìïàíèÿ X äåëèò ïîëó÷åííîå ÷èñëî íà K � 2 è ïåðåäàåò ïîëó÷åííîå
çíà÷åíèå 30 àãåíòñòâó Y .

1https://searchsecurity.techtarget.com/de�nition/homomorphic-encryption
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Ïî÷òè ñòðîãîå îïðåäåëåíèå
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Ekpa� bq � Ekpaq Z Ekpbq
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(xor)

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 5. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ãîìîìîðôíîå øèôðîâàíèå29 ñåíòÿáðÿ 2020 ã. 6 / 13



Ïî÷òè ñòðîãîå îïðåäåëåíèå
Ïåðâûé ñïîñîá:

Ekpa � bq � Ekpaq  Ekpbq,

Ekpa� bq � Ekpaq Z Ekpbq

Âòîðîé ñïîñîá:

Dkpc1  c2q � Dkpc1q � Dkpc2q,

Dkpc1Z c2q � Dkpc1q�Dkpc2q

Âàæíî! (1)

Îïåðàöèè � è � � ýòî îáû÷íûå àðèôìåòè÷åñêèå îïåðàöèè, à  è Z �
ýòî ñîîòâåòñòâóþùèå îïåðàöèè íàä øèôðòåêñòîì (èíîãäà îíè
äðóãèå!). Íàïðèìåð, îïåðàöèÿ  ìîæåò ðåàëèçîâûâàòüñÿ ïóòåì
òåíçîðíîãî óìíîæåíèÿ øèôðîãðàìì ñ ïîñëåäóþùåé ïðîåêöèåé
âåêòîðà íà çàäàííîå ìíîæåñòâî.

Âàæíî! (2)

Âìåñòî � ìîæåò áûòü, íàïðèìåð, îïåðàöèÿ ïîáèòîâîãî ñëîæåíèÿ `
(xor)

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 5. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ãîìîìîðôíîå øèôðîâàíèå29 ñåíòÿáðÿ 2020 ã. 6 / 13



Ïî÷òè ñòðîãîå îïðåäåëåíèå
Ïåðâûé ñïîñîá:

Ekpa � bq � Ekpaq  Ekpbq,

Ekpa� bq � Ekpaq Z Ekpbq

Âòîðîé ñïîñîá:

Dkpc1  c2q � Dkpc1q � Dkpc2q,

Dkpc1Z c2q � Dkpc1q�Dkpc2q

Âàæíî! (1)

Îïåðàöèè � è � � ýòî îáû÷íûå àðèôìåòè÷åñêèå îïåðàöèè, à  è Z �
ýòî ñîîòâåòñòâóþùèå îïåðàöèè íàä øèôðòåêñòîì (èíîãäà îíè
äðóãèå!). Íàïðèìåð, îïåðàöèÿ  ìîæåò ðåàëèçîâûâàòüñÿ ïóòåì
òåíçîðíîãî óìíîæåíèÿ øèôðîãðàìì ñ ïîñëåäóþùåé ïðîåêöèåé
âåêòîðà íà çàäàííîå ìíîæåñòâî.

Âàæíî! (2)

Âìåñòî � ìîæåò áûòü, íàïðèìåð, îïåðàöèÿ ïîáèòîâîãî ñëîæåíèÿ `
(xor)

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 5. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ãîìîìîðôíîå øèôðîâàíèå29 ñåíòÿáðÿ 2020 ã. 6 / 13



Ïî÷òè ñòðîãîå îïðåäåëåíèå
Ïåðâûé ñïîñîá:

Ekpa � bq � Ekpaq  Ekpbq,

Ekpa� bq � Ekpaq Z Ekpbq

Âòîðîé ñïîñîá:

Dkpc1  c2q � Dkpc1q � Dkpc2q,

Dkpc1Z c2q � Dkpc1q�Dkpc2q

Âàæíî! (1)

Îïåðàöèè � è � � ýòî îáû÷íûå àðèôìåòè÷åñêèå îïåðàöèè, à  è Z �
ýòî ñîîòâåòñòâóþùèå îïåðàöèè íàä øèôðòåêñòîì (èíîãäà îíè
äðóãèå!). Íàïðèìåð, îïåðàöèÿ  ìîæåò ðåàëèçîâûâàòüñÿ ïóòåì
òåíçîðíîãî óìíîæåíèÿ øèôðîãðàìì ñ ïîñëåäóþùåé ïðîåêöèåé
âåêòîðà íà çàäàííîå ìíîæåñòâî.

Âàæíî! (2)

Âìåñòî � ìîæåò áûòü, íàïðèìåð, îïåðàöèÿ ïîáèòîâîãî ñëîæåíèÿ `
(xor)

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 5. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ãîìîìîðôíîå øèôðîâàíèå29 ñåíòÿáðÿ 2020 ã. 6 / 13



Ïî÷òè ñòðîãîå îïðåäåëåíèå
Ïåðâûé ñïîñîá:

Ekpa � bq � Ekpaq  Ekpbq,

Ekpa� bq � Ekpaq Z Ekpbq

Âòîðîé ñïîñîá:

Dkpc1  c2q � Dkpc1q � Dkpc2q,

Dkpc1Z c2q � Dkpc1q�Dkpc2q

Âàæíî! (1)

Îïåðàöèè � è � � ýòî îáû÷íûå àðèôìåòè÷åñêèå îïåðàöèè, à  è Z �
ýòî ñîîòâåòñòâóþùèå îïåðàöèè íàä øèôðòåêñòîì (èíîãäà îíè
äðóãèå!). Íàïðèìåð, îïåðàöèÿ  ìîæåò ðåàëèçîâûâàòüñÿ ïóòåì
òåíçîðíîãî óìíîæåíèÿ øèôðîãðàìì ñ ïîñëåäóþùåé ïðîåêöèåé
âåêòîðà íà çàäàííîå ìíîæåñòâî.

Âàæíî! (2)

Âìåñòî � ìîæåò áûòü, íàïðèìåð, îïåðàöèÿ ïîáèòîâîãî ñëîæåíèÿ `
(xor)

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 5. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ãîìîìîðôíîå øèôðîâàíèå29 ñåíòÿáðÿ 2020 ã. 6 / 13



DEMO

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 5. Êðèïòîãðàôè÷åñêèå ïðèìèòèâû: ãîìîìîðôíîå øèôðîâàíèå29 ñåíòÿáðÿ 2020 ã. 7 / 13



Ïðèìåð ñèììåòðè÷íîãî ãîìîìîðôíîãî øèôðîâàíèÿ 3

Êîððåñïîíäåíòû A è B äîãîâàðèâàþòñÿ îá îáùåì ñåêðåòíîì êëþ÷å
k P 2N� 1 (íå÷åòíûå ÷èñëà, áîëüøèå 1).

Ñîîáùåíèå: m P t0, 1u (îäèí áèò).

Øèôðîâàíèå:

� Ñëó÷àéíûì îáðàçîì âûáèðàþòñÿ ïàðàìåòðû q, rpP Zq òàêèå, ÷òî
|r |   t

?
k � 1{2u� 1, ÷èñëî r åùå íàçûâàåòñÿ ¾øóìîì¿.

� Çàøèôðîâàííîå ñîîáùåíèå:

c � m � q � k � 2 � r .
Ðàñøèôðîâàíèå:

� Íàõîäèòñÿ ïðåäñòàâèòåëü m̃ � cpmodkq, m̃ P t0, ..., k � 1u;
� Íàõîäèòñÿ m � m̃pmod2q:

m � pcpmodkqqpmod2q.

Âîïðîñ

Ïî÷åìó ÷èñëî k âûáèðàåòñÿ íå÷åòíûì?

3íåñêîëüêî ìîäèôèöèðîâàííàÿ âåðñèÿ van Dijk M., Gentry C., Halevi S., Vaikuntanathan V.
(2010) Fully Homomorphic Encryption over the Integers. In: Gilbert H. (eds) Advances in Cryptology �
EUROCRYPT 2010. EUROCRYPT 2010. Lecture Notes in Computer Science, vol 6110. Springer, Berlin,
Heidelberg. https://doi.org/10.1007/978-3-642-13190-5_2
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Ïðèìåð ðåàëèçàöèè
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Äàâàéòå ðàçáèðàòüñÿ

Âñïîìíèì îïåðàöèþ óìíîæåíèÿ:

c1 � c2 � pm1 � q1 � k � 2 � r1q � pm2 � q2 � k � 2 � r2q
� pm1 �m2q � pm2q1 � q2m1 � kq1q2 � 2q1r2 � 2r1q1q � k�
� 2 � pr1m2 � r2m1 � 2r1 � r2q

|r |   t
?
k � 1{2u� 1

Ýòî óñëîâèå íå âûïîëíÿåòñÿ äëÿ îáåèõ øèôðîãðàìì c1 è c2, ïîýòîìó
ïîëó÷àåì:

c1 � c2 � 1356 � p�161q � p1 � 0q � p...q � k � 2 � p1 � 2� 0 � 1� 2 � p1 � 2qq
� p1 � 0q � p...q � 11� 12 � p1 � 0q � p...q � 11� 11� 1.

Âûâîä
Óðîâåíü ¾øóìà¿ â øèôðîãðàììå ïðåâûñèë äîïóñòèìûå ïðåäåëû.
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Ïðèìåð ñ ïðàâèëüíûìè ïàðàìåòðàìè

DESK
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Âîïðîñû íà çàñûïêó (äëÿ ðàññìàòðèâàåìîãî øèôðà)

Ïóñòü ïàðàìåòðû øèôðîâàíèÿ âûáðàíû òàê, ÷òî

Dkpc1 � c2q � Dkp1q � Dkp2q

Dkpc1 � c2q � Dkp1q � Dkp2q

Áóäóò ëè âûïîëíÿòüñÿ ðàâåíñòâà:

Dkppc1 � c2q � pc1 � c2qq � Dkpc1 � c2q � Dkpc1 � c2q

Dkppc1 � c2q � pc1 � c2qq � Dkpc1 � c2q � Dkpc1 � c2q

Dkppc1 � c2q � pc1 � c2qq � Dkpc1 � c2q � Dkpc1 � c2q

Dkppc1 � c2q � pc1 � c2qq � Dkpc1 � c2q � Dkpc1 � c2q
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Çàêëþ÷åíèå

Ñïàñèáî çà âíèìàíèå!
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