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Ïðèìåð: ïîäáðàñûâàíèå ìîíåòû ïî òåëåôîíó

Óñëîâèå: åñëè âûïàäàåò 0 (îðåë), òî ïîáåæäàåò A, åñëè 1 (ðåøêà), òî
ïîáåæäàåò B .

Ïðîòîêîë:

A âûáèðàåò ñëó÷àéíî çíà÷åíèå bA P t0, 1u;

A Ñ B : bA (âûáðàííîå çíà÷åíèå ïåðåäàåòñÿ â îòêðûòîì âèäå);

B âûáèðàåò ñëó÷àéíî çíà÷åíèå bB P t0, 1u;

B Ñ A : bB (âûáðàííîå çíà÷åíèå ïåðåäàåòñÿ â îòêðûòîì âèäå);

A,B : b � bA ` bB (âû÷èñëÿåòñÿ ¾ñòîðîíà ìîíåòû¿);

Âîïðîñ

Êàêèå ïðîáëåìû ó ýòîãî ïðîòîêîëà?
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Çàäà÷à: ïîäáðàñûâàíèå ìîíåòû ïî òåëåôîíó
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Îòâåò

B âñåãäà ìîæåò âûáðàòü âûèãðûøíîå çíà÷åíèå bB � 1� bA.
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Îïðåäåëåíèå

Íåñòðîãîå îïðåäåëåíèå ÑÂÎ

Ó÷àñòíèê ïðîòîêîëà A íàìåðåí ïåðåäàòü/âðó÷èòü ó÷àñòíèêó ïðîòîêîëà
B íà õðàíåíèå (commit) íåêîå çíà÷åíèå a, íî íå íàìåðåí ñðàçó æå
ðàñêðûâàòü (reveal) ýòî çíà÷åíèå a (òî åñòü a ïåðåäàåòñÿ/âðó÷àåòñÿ â
çàøèôðîâàííîì âèäå c). Ôàçà âðó÷åíèÿ è ôàçà ðàñêðûòèÿ

ðàñïðåäåëåíû âî âðåìåíè.

Òðåáîâàíèÿ:

ó÷àñòíèê B íå äîëæåí ïî c ïîëó÷èòü èíôîðìàöèþ îá a, ïîêà íå
íàñòóïèëà ôàçà ðàñêðûòèÿ;

ó÷àñòíèê A íå äîëæåí èìåòü âîçìîæíîñòè ïîäìåíèòü çíà÷åíèå a
âî âðåìÿ ôàçû ðàñêðûòèÿ.
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Ïðèìåð 1: ïîäáðàñûâàíèå ìîíåòû ïî òåëåôîíó1

Óñëîâèå: åñëè âûïàäàåò 0 (îðåë), òî ïîáåæäàåò A, åñëè 1 (ðåøêà), òî
ïîáåæäàåò B .

Ïðîòîêîë íà îñíîâå ÑÂÎ:

A âûáèðàåò ñëó÷àéíî çíà÷åíèå bA P t0, 1u;

A Ñ B : c � commitpbAq (âûáðàííîå çíà÷åíèå ïðÿ÷åòñÿ â c è
ïåðåäàåòñÿ B);

B âûáèðàåò ñëó÷àéíî çíà÷åíèå bB P t0, 1u;

B Ñ A : bB (âûáðàííîå çíà÷åíèå ïåðåäàåòñÿ â îòêðûòîì âèäå);

A Ñ B : bA (ôàçà ðàñêðûòèÿ: A ðàñêðûâàåò çíà÷åíèå,
îòïðàâëåííîå ðàíåå);

A,B : b � bA ` bB (âû÷èñëÿåòñÿ ¾ñòîðîíà ìîíåòû¿ èëè îáùèé
ñëó÷àéíûé áèò);

1Äðóãîå íàçâàíèå: ñîâìåñòíàÿ ãåíåðàöèÿ ñëó÷àéíîãî áèòà
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Ïðèìåð 2: îðãàíèçàöèÿ òîðãîâ (ïðîáëåìû)

Ïðîáëåìà 1
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ñîîáùèòü ñâîåìó äðóãó E , ÷òîáû îí ïîäàë çàÿâêó zE ñ öåíîé, íà ðóáëü
ìåíüøåé ìèíèìàëüíîé öåíû. Òîãäà ïîáåäèò E .

Ðåøåíèå: çàÿâêè ïîäàþòñÿ â îïå÷àòàííûõ êîíâåðòàõ, êîíâåðòû
ðàñêðûâàþòñÿ â ïðèñóòñòâèè âñåõ ó÷àñòíèêîâ (â íàçíà÷åííîå âðåìÿ).
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Ó÷àñòíèê, íàïðèìåð, A ìîæåò äîãîâîðèòüñÿ ñ B , ÷òîáû åãî êîíâåðò ñ
çàÿâêîé âñêðûâàëñÿ ïîñëåäíèì. Òîãäà A ìîæåò ïîäãîòîâèòü íåñêîëüêî
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ïîäìåíÿåò çàÿâêó zA çàÿâêîé z 1

A ñ ïîäõîäÿùåé äëÿ âûèãðûøà öåíîé.
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Ñòðîãîå îïðåäåëåíèå
A � îòïðàâèòåëü, B � ïîëó÷àòåëü.

Îïðåäåëåíèå

Ïóñòü commit : t0, 1uk � t0, 1u� Ñ t0, 1u� � äåòåðìèíèðîâàííîå îòîáðàæåíèå (k �
ïàðàìåòð áåçîïàñíîñòè, e.g. äëèíà êëþ÷à) ïîëèíîìèàëüíîé ñëîæíîñòè (ò.å. ïðîñòîå
â âû÷èñëåíèè). Ñõåìà âðó÷åíèÿ îáÿçàòåëüñòâà ñîñòîèò èç äâóõ ïðîòîêîëîâ:

Ôàçà âðó÷åíèÿ: îòïðàâèòåëü äëÿ çíà÷åíèÿ x P t0, 1u� âû÷èñëÿåò
îáÿçàòåëüñòâî c � commitpu, xq, ãäå êëþ÷ u âûáèðàåòñÿ ñëó÷àéíî è
ðàâíîâåðîÿòíî èç t0, 1uk . Äàëåå c ïåðåäàåòñÿ ïîëó÷àòåëþ. Ïîëó÷àòåëü
ñîõðàíÿåò ó ñåáÿ c äëÿ äàëüíåéøåãî èñïîëüçîâàíèÿ. Ò.î.

AÑ B : c � commitpu, xq.

Ôàçà ðàñêðûòèÿ: îòïðàâèòåëü äëÿ ïåðåäàåò u1, x 1 (÷åñòíûé ïåðåäàñò u, x , à
íå÷åñòíûé ìîæåò ïîäìåíèòü çíà÷åíèÿ). Ïîëó÷àòåëü âû÷èñëÿåò
commitpu1, x 1q è ñðàâíèâàåò ñ c:

pcommitpu1, x 1q
?
�� cq �

#
True, A íå îáìàíûâàåò

False, A îáìàíûâàåò.

Åñëè x P t0, 1u, òî ãîâîðÿò î ñõåìå âðó÷åíèÿ áèòà (bit ciommitment scheme).
Ñîêðàùåííî � ÑÂÁ.
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AÑ B : c � commitpu, xq.
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Îïðåäåëåíèå

Ïóñòü commit : t0, 1uk � t0, 1u� Ñ t0, 1u� � äåòåðìèíèðîâàííîå îòîáðàæåíèå (k �
ïàðàìåòð áåçîïàñíîñòè, e.g. äëèíà êëþ÷à) ïîëèíîìèàëüíîé ñëîæíîñòè (ò.å. ïðîñòîå
â âû÷èñëåíèè). Ñõåìà âðó÷åíèÿ îáÿçàòåëüñòâà ñîñòîèò èç äâóõ ïðîòîêîëîâ:

Ôàçà âðó÷åíèÿ: îòïðàâèòåëü äëÿ çíà÷åíèÿ x P t0, 1u� âû÷èñëÿåò
îáÿçàòåëüñòâî c � commitpu, xq, ãäå êëþ÷ u âûáèðàåòñÿ ñëó÷àéíî è
ðàâíîâåðîÿòíî èç t0, 1uk . Äàëåå c ïåðåäàåòñÿ ïîëó÷àòåëþ. Ïîëó÷àòåëü
ñîõðàíÿåò ó ñåáÿ c äëÿ äàëüíåéøåãî èñïîëüçîâàíèÿ. Ò.î.

AÑ B : c � commitpu, xq.

Ôàçà ðàñêðûòèÿ: îòïðàâèòåëü äëÿ ïåðåäàåò u1, x 1 (÷åñòíûé ïåðåäàñò u, x , à
íå÷åñòíûé ìîæåò ïîäìåíèòü çíà÷åíèÿ). Ïîëó÷àòåëü âû÷èñëÿåò
commitpu1, x 1q è ñðàâíèâàåò ñ c:

pcommitpu1, x 1q
?
�� cq �

#
True, A íå îáìàíûâàåò

False, A îáìàíûâàåò.

Åñëè x P t0, 1u, òî ãîâîðÿò î ñõåìå âðó÷åíèÿ áèòà (bit ciommitment scheme).
Ñîêðàùåííî � ÑÂÁ.
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Òðåáîâàíèÿ áåçîïàñíîñòè
×òîáû ðàññìîòðåòü, êàêèå òðåáîâàíèÿ âûäâèãàþòñÿ ê ÑÂÁ, íåîáõîäèìî ââåñòè
íåêîòîðûå äîïîëíèòåëüíûå ïîíÿòèÿ.

Ïðåíåáðåæèìî ìàëàÿ ôóíêöèÿ

Íåîòðèöàòåëüíàÿ ôóíêöèÿ f : NÑ R íàçûâàåòñÿ ïðåíåáðåæèìî ìàëîé, åñëè äëÿ
êàæäîãî γ P N íàéäåòñÿ k0 P N, òàêîé, ÷òî äëÿ âñåõ k ¥ k0: f pkq ¤

1
kγ
.

Example

Ïðåíåáðåæèìî ìàëûå: f pkq � 2�k , f pkq � 2�
?
k .

Íå ïðåíåáðåæèìî ìàëûå: f pkq � k�1, f pkq � k�1000.

Ñòàòèñòè÷åñêîå ðàññòîÿíèå ìåæäó ñëó÷àéíûìè âåëè÷èíàìè

Ïóñòü X , Y � ñëó÷àéíûå âåëè÷èíû ñ îáëàñòüþ çíà÷åíèé V . Ñòàòèñòè÷åñêèì
ðàññòîÿíèåì íàçûâàåòñÿ âåëè÷èíà:

∆pX ,Y q �
1

2

¸
vPV

|PrtX � vu � PrtY � vu|.
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Òðåáîâàíèÿ áåçîïàñíîñòè ê ÑÂÁ

Òðåáîâàíèå ñâÿçíîñòè (binding) � äëÿ ëþáîãî àòàêóþùåãî E âåðîÿòíîñòü
íàõîæäåíèÿ òàêèõ u è u1, ÷òî

commitpu, 0q � commitpu1, 1q

äîëæíà áûòü íè÷òîæíîé/ïðåíåáðåæèìî ìàëîé (negligible) ôóíêöèåé ïî k.
Íàïðèìåð:

Prtu, u1 Ð E : commitpu, 0q � commitpu1, 1qu �
1

2k

Òðåáîâàíèå ìàñêèðîâêè (hiding) � ðàñïðåäåëåíèÿ ñëó÷àéíûõ âåëè÷èí
commitpU, 0q è commitpU, 1q äîëæíû áûòü íåðàçëè÷èìû àòàêóþùèì E ,
êîãäà ñëó÷àéíàÿ âåëè÷èíà U ïðèíèìàåò çíà÷åíèÿ ðàâíîâåðîÿòíî èç t0, 1uk .
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Òðåáîâàíèÿ áåçîïàñíîñòè ê ÑÂÁ

Òðåáîâàíèå ñâÿçíîñòè (binding) � äëÿ ëþáîãî àòàêóþùåãî E âåðîÿòíîñòü
íàõîæäåíèÿ òàêèõ u è u1, ÷òî

commitpu, 0q � commitpu1, 1q

äîëæíà áûòü íè÷òîæíîé/ïðåíåáðåæèìî ìàëîé (negligible) ôóíêöèåé ïî k.
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1

2k
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Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 7. Ïðîòîêîëû âðó÷åíèÿ îáÿçàòåëüñòâà (commitment protocols)15 îêòÿáðÿ 2020 ã. 12 / 22
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Ïðèìåð ÑÂÁ

Ïóñòü x P t0, 1u, k � 128, u PR Z2k ,

commitpu, xq � u � xpmod2kq,

ãäå ñóììèðîâàíèå âûïîëíÿåòñÿ â êîëüöå Z2k

Ïðîâåðèì ñâîéñòâà ñâÿçíîñòè è ìàñêèðîâêè:

Òðåáîâàíèå ñâÿçíîñòè íå âûïîëíÿåòñÿ, òàê êàê, íàïðèìåð,
commitp135, 0q � commitp134, 1q. Òàêèå ¾êîëëèçèè¿ íàéòè
ëåãêî.

Òðåáîâàíèå ìàñêèðîâêè âûïîëíÿåòñÿ, òàê êàê ñëó÷àéíûå
âåëè÷èíû commitpU, 0q è commitpU, 1q ðàñïðåäåëåíû
ðàâíîìåðíî íàä Z2k .
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Âû÷èñëèòåëüíàÿ è òåîðåòèêî-èíôîðìàöèîííàÿ ñâÿçíîñòü

Îïðåäåëåíèå âû÷èñëèòåëüíîé ñâÿçíîñòè

Òðåáîâàíèå ñâÿçíîñòè (binding) � äëÿ ëþáîãî ïîëèíîìèàëüíî îãðàíè÷åííîãî

àòàêóþùåãî E âåðîÿòíîñòü íàõîæäåíèÿ òàêèõ u è u1, ÷òî

commitpu, 0q � commitpu1, 1q

äîëæíà áûòü íè÷òîæíîé/ïðåíåáðåæèìî ìàëîé (negligible) ôóíêöèåé ïî k.

Àòàêóþùèé ìîæåò ïîòðàòèòü íà ïîäáîð êîëëèçèè pu, u1q ïîðÿäêà ppkq åäèíèö
âðåìåíè è ïîðÿäêà qpkq åäèíèö ïàìÿòè (ïîëèíîìû ppkq è qpkq äëÿ êàæäîãî
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Î òðåáîâàíèÿõ áåçîïàñíîñòè

Òðåáîâàíèÿ ìàñêèðîâêè è ñâÿçíîñòè ïîêðûâàþò òîëüêî àòàêè ñî
ñòîðîíû îòïðàâèòåëÿ èëè ïîëó÷àòåëÿ. Íî íå çàùèùàþò îò
âìåøàòåëüñòâà òðåòüåé ñòîðîíû:

â ôàçå âðó÷åíèÿ îáÿçàòåëüñòâî c � commitpu, xq ìîæåò áûòü
ïîäìåíåíî àòàêóþùèì íà c1 � commitpu1, x 1q

â ôàçå ðàñêðûòèÿ ïàðà pu, xq ìîæåò áûòü ïîäìåíåíà ïàðîé
pu1, x 1q. Íè ó îòïðàâèòåëÿ, íè ó ïîëó÷àòåëÿ íåò ñðåäñòâ âûÿâëåíèÿ
àòàêóþùåãî òèïà ÷åëîâåê ïîñåðåäèíå.

Äëÿ çàùèòû îò òàêèõ àòàê íóæíî èñïîëüçîâàòü àóòåíòèôèöèðîâàííûå
êàíàëû (ïðåæäå, ÷åì èãðàòü â ¾îðëà è ðåøêó¿ ïî òåëåôîíó, íóæíî
ñíà÷àëà àóòåíòèôèöèðîâàòü äðóã äðóãà).
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Íà îñíîâå õýø-ôóíêöèè

Íà îñíîâå êðèïòîãðàôè÷åñêîé õýø-ôóíêöèè H: commit0pu, xq � Hpu ‖ xq.

AÑ B : c � Hpu ‖ xq

AÑ B : u1, x 1

B : Hpu1, x 1q
?
�� c

� Ñâîéñòâî îäíîíàïðàâëåííîñòè (preimage resistance) õýø-ôóíêöèè (ñì.
Ëåêöèþ 3) îáåñïå÷èâàåò (êàê ìèíèìóì) âû÷èñëèòåëüíóþ ìàñêèðîâêó

� Ñèëüíàÿ óñòîé÷èâîñòü ê êîëëèçèÿì (collision resistance) (ñì. Ëåêöèþ 3)
îáåñïå÷èâàåò âû÷èñëèòåëüíóþ ñâÿçíîñòü: ñëîæíî ïîäãîòîâèòü òàêèå u, x
è u1, 1 � x , ÷òî

Hpu ‖ xq � Hpu ‖ 1 � xq.
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Íà îñíîâå õýø-ôóíêöèè

Íà îñíîâå êðèïòîãðàôè÷åñêîé õýø-ôóíêöèè H: commit0pu, xq � Hpu ‖ xq.

AÑ B : c � Hpu ‖ xq

AÑ B : u1, x 1

B : Hpu1, x 1q
?
�� c

� Ñâîéñòâî îäíîíàïðàâëåííîñòè (preimage resistance) õýø-ôóíêöèè (ñì.
Ëåêöèþ 3) îáåñïå÷èâàåò (êàê ìèíèìóì) âû÷èñëèòåëüíóþ ìàñêèðîâêó

� Ñèëüíàÿ óñòîé÷èâîñòü ê êîëëèçèÿì (collision resistance) (ñì. Ëåêöèþ 3)
îáåñïå÷èâàåò âû÷èñëèòåëüíóþ ñâÿçíîñòü: ñëîæíî ïîäãîòîâèòü òàêèå u, x
è u1, 1 � x , ÷òî

Hpu ‖ xq � Hpu ‖ 1 � xq.
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Íà îñíîâå õýø-ôóíêöèè

Íà îñíîâå êðèïòîãðàôè÷åñêîé õýø-ôóíêöèè H: commit0pu, xq � Hpu ‖ xq.

AÑ B : c � Hpu ‖ xq

AÑ B : u1, x 1

B : Hpu1, x 1q
?
�� c

� Ñâîéñòâî îäíîíàïðàâëåííîñòè (preimage resistance) õýø-ôóíêöèè (ñì.
Ëåêöèþ 3) îáåñïå÷èâàåò (êàê ìèíèìóì) âû÷èñëèòåëüíóþ ìàñêèðîâêó

� Ñèëüíàÿ óñòîé÷èâîñòü ê êîëëèçèÿì (collision resistance) (ñì. Ëåêöèþ 3)
îáåñïå÷èâàåò âû÷èñëèòåëüíóþ ñâÿçíîñòü: ñëîæíî ïîäãîòîâèòü òàêèå u, x
è u1, 1 � x , ÷òî

Hpu ‖ xq � Hpu ‖ 1 � xq.
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Íà îñíîâå õýø-ôóíêöèè

Íà îñíîâå êðèïòîãðàôè÷åñêîé õýø-ôóíêöèè H: commit0pu, xq � Hpu ‖ xq.

AÑ B : c � Hpu ‖ xq

AÑ B : u1, x 1

B : Hpu1, x 1q
?
�� c

� Ñâîéñòâî îäíîíàïðàâëåííîñòè (preimage resistance) õýø-ôóíêöèè (ñì.
Ëåêöèþ 3) îáåñïå÷èâàåò (êàê ìèíèìóì) âû÷èñëèòåëüíóþ ìàñêèðîâêó

� Ñèëüíàÿ óñòîé÷èâîñòü ê êîëëèçèÿì (collision resistance) (ñì. Ëåêöèþ 3)
îáåñïå÷èâàåò âû÷èñëèòåëüíóþ ñâÿçíîñòü: ñëîæíî ïîäãîòîâèòü òàêèå u, x
è u1, 1 � x , ÷òî

Hpu ‖ xq � Hpu ‖ 1 � xq.
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Íà îñíîâå äèñêðåòíîãî ëîãàðèôìà

Ïóñòü xgy � öèêëè÷åñêàÿ ãðóïïà ñ ïîðîæäàþùèì ýëåìåíòîì g , n � |xgy| �
ïîðÿäîê ýòîé ãðóïïû (áîëüøîå, æåëàòåëüíî ïðîñòîå ÷èñëî), h PR xgy �
ñëó÷àéíî âûáðàííûé èç ãðóïïû ýëåìåíò, h èçâåñòåí âñåì, íî logg h íèêòî íå
çíàåò.

Ïðàâèëî âû÷èñëåíèÿ îáÿçàòåëüñòâà:

commit1pu, xq � guhx , u PR Zn.

Âû÷èñëèòåëüíàÿ ñâÿçíîñòü. Ñõåìà äîê-âà: ïóñòü pu, xq è pu1, 1 � xq � ýòî
êîëëèçèÿ, òîãäà

guhx � gu1

h1�x ñ logq h �
u � u1

1 � 2x
.

Ïðîòèâîðå÷èå!

Òåîðåòèêî-èíôîðìàöèîííàÿ ìàñêèðîâêà. Ñõåìà äîê-âà: ñëó÷àéíûå âåëè÷èíû
gU è gUh èìåþò îäèíàêîâîå ðàñïðåäåëåíèå, êîãäà U ðàñïðåäåëåíî ñëó÷àéíî è
ðàâíîâåðîÿòíî, ïîýòîìó ∆pgU , gUhq � 0.
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Íà îñíîâå äèñêðåòíîãî ëîãàðèôìà

Ïóñòü xgy � öèêëè÷åñêàÿ ãðóïïà ñ ïîðîæäàþùèì ýëåìåíòîì g , n � |xgy| �
ïîðÿäîê ýòîé ãðóïïû (áîëüøîå, æåëàòåëüíî ïðîñòîå ÷èñëî), h PR xgy �
ñëó÷àéíî âûáðàííûé èç ãðóïïû ýëåìåíò, h èçâåñòåí âñåì, íî logg h íèêòî íå
çíàåò.

Ïðàâèëî âû÷èñëåíèÿ îáÿçàòåëüñòâà:

commit1pu, xq � guhx , u PR Zn.

Âû÷èñëèòåëüíàÿ ñâÿçíîñòü. Ñõåìà äîê-âà: ïóñòü pu, xq è pu1, 1 � xq � ýòî
êîëëèçèÿ, òîãäà

guhx � gu1

h1�x ñ logq h �
u � u1

1 � 2x
.

Ïðîòèâîðå÷èå!

Òåîðåòèêî-èíôîðìàöèîííàÿ ìàñêèðîâêà. Ñõåìà äîê-âà: ñëó÷àéíûå âåëè÷èíû
gU è gUh èìåþò îäèíàêîâîå ðàñïðåäåëåíèå, êîãäà U ðàñïðåäåëåíî ñëó÷àéíî è
ðàâíîâåðîÿòíî, ïîýòîìó ∆pgU , gUhq � 0.

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 7. Ïðîòîêîëû âðó÷åíèÿ îáÿçàòåëüñòâà (commitment protocols)15 îêòÿáðÿ 2020 ã. 18 / 22



Íà îñíîâå äèñêðåòíîãî ëîãàðèôìà

Ïóñòü xgy � öèêëè÷åñêàÿ ãðóïïà ñ ïîðîæäàþùèì ýëåìåíòîì g , n � |xgy| �
ïîðÿäîê ýòîé ãðóïïû (áîëüøîå, æåëàòåëüíî ïðîñòîå ÷èñëî), h PR xgy �
ñëó÷àéíî âûáðàííûé èç ãðóïïû ýëåìåíò, h èçâåñòåí âñåì, íî logg h íèêòî íå
çíàåò.

Ïðàâèëî âû÷èñëåíèÿ îáÿçàòåëüñòâà:

commit1pu, xq � guhx , u PR Zn.

Âû÷èñëèòåëüíàÿ ñâÿçíîñòü. Ñõåìà äîê-âà: ïóñòü pu, xq è pu1, 1 � xq � ýòî
êîëëèçèÿ, òîãäà

guhx � gu1

h1�x ñ logq h �
u � u1

1 � 2x
.

Ïðîòèâîðå÷èå!

Òåîðåòèêî-èíôîðìàöèîííàÿ ìàñêèðîâêà. Ñõåìà äîê-âà: ñëó÷àéíûå âåëè÷èíû
gU è gUh èìåþò îäèíàêîâîå ðàñïðåäåëåíèå, êîãäà U ðàñïðåäåëåíî ñëó÷àéíî è
ðàâíîâåðîÿòíî, ïîýòîìó ∆pgU , gUhq � 0.
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Íà îñíîâå äèñêðåòíîãî ëîãàðèôìà

Ïóñòü xgy � öèêëè÷åñêàÿ ãðóïïà ñ ïîðîæäàþùèì ýëåìåíòîì g , n � |xgy| �
ïîðÿäîê ýòîé ãðóïïû (áîëüøîå, æåëàòåëüíî ïðîñòîå ÷èñëî), h PR xgy �
ñëó÷àéíî âûáðàííûé èç ãðóïïû ýëåìåíò, h èçâåñòåí âñåì, íî logg h íèêòî íå
çíàåò.

Ïðàâèëî âû÷èñëåíèÿ îáÿçàòåëüñòâà:

commit1pu, xq � guhx , u PR Zn.

Âû÷èñëèòåëüíàÿ ñâÿçíîñòü. Ñõåìà äîê-âà: ïóñòü pu, xq è pu1, 1 � xq � ýòî
êîëëèçèÿ, òîãäà

guhx � gu1

h1�x ñ logq h �
u � u1

1 � 2x
.

Ïðîòèâîðå÷èå!

Òåîðåòèêî-èíôîðìàöèîííàÿ ìàñêèðîâêà. Ñõåìà äîê-âà: ñëó÷àéíûå âåëè÷èíû
gU è gUh èìåþò îäèíàêîâîå ðàñïðåäåëåíèå, êîãäà U ðàñïðåäåëåíî ñëó÷àéíî è
ðàâíîâåðîÿòíî, ïîýòîìó ∆pgU , gUhq � 0.
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Íà îñíîâå äèñêðåòíîãî ëîãàðèôìà

Ïóñòü xgy � öèêëè÷åñêàÿ ãðóïïà ñ ïîðîæäàþùèì ýëåìåíòîì g , n � |xgy| �
ïîðÿäîê ýòîé ãðóïïû (áîëüøîå, æåëàòåëüíî ïðîñòîå ÷èñëî), h PR xgy �
ñëó÷àéíî âûáðàííûé èç ãðóïïû ýëåìåíò, h èçâåñòåí âñåì, íî logg h íèêòî íå
çíàåò.

Ïðàâèëî âû÷èñëåíèÿ îáÿçàòåëüñòâà:

commit1pu, xq � guhx , u PR Zn.

Âû÷èñëèòåëüíàÿ ñâÿçíîñòü. Ñõåìà äîê-âà: ïóñòü pu, xq è pu1, 1 � xq � ýòî
êîëëèçèÿ, òîãäà

guhx � gu1

h1�x ñ logq h �
u � u1

1 � 2x
.

Ïðîòèâîðå÷èå!

Òåîðåòèêî-èíôîðìàöèîííàÿ ìàñêèðîâêà. Ñõåìà äîê-âà: ñëó÷àéíûå âåëè÷èíû
gU è gUh èìåþò îäèíàêîâîå ðàñïðåäåëåíèå, êîãäà U ðàñïðåäåëåíî ñëó÷àéíî è
ðàâíîâåðîÿòíî, ïîýòîìó ∆pgU , gUhq � 0.
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Íà îñíîâå äèñêðåòíîãî ëîãàðèôìà 2

Ïóñòü xgy � öèêëè÷åñêàÿ ãðóïïà ñ ïîðîæäàþùèì ýëåìåíòîì g , n � |xgy| �
ïîðÿäîê ýòîé ãðóïïû (áîëüøîå, æåëàòåëüíî ïðîñòîå ÷èñëî), h PR xgy �
ñëó÷àéíî âûáðàííûé èç ãðóïïû ýëåìåíò, h èçâåñòåí âñåì, íî logg h íèêòî íå
çíàåò.

Ïðàâèëî âû÷èñëåíèÿ îáÿçàòåëüñòâà:

commit2pu, xq � pgu, hu�xq, u PR Zn.

Òåîðåòèêî-èíôîðìàöèîííàÿ ñâÿçíîñòü. Ñõåìà äîê-âà: íåò òàêîé êîëëèçèè
pu, xq è pu1, 1 � xq, ÷òî pgu, hu�xq � pgu1

, hu1�xq.

Âû÷èñëèòåëüíàÿ ìàñêèðîâêà. Áåç äîêàçàòåëüñòâà.
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Íà îñíîâå äèñêðåòíîãî ëîãàðèôìà 2

Ïóñòü xgy � öèêëè÷åñêàÿ ãðóïïà ñ ïîðîæäàþùèì ýëåìåíòîì g , n � |xgy| �
ïîðÿäîê ýòîé ãðóïïû (áîëüøîå, æåëàòåëüíî ïðîñòîå ÷èñëî), h PR xgy �
ñëó÷àéíî âûáðàííûé èç ãðóïïû ýëåìåíò, h èçâåñòåí âñåì, íî logg h íèêòî íå
çíàåò.

Ïðàâèëî âû÷èñëåíèÿ îáÿçàòåëüñòâà:

commit2pu, xq � pgu, hu�xq, u PR Zn.

Òåîðåòèêî-èíôîðìàöèîííàÿ ñâÿçíîñòü. Ñõåìà äîê-âà: íåò òàêîé êîëëèçèè
pu, xq è pu1, 1 � xq, ÷òî pgu, hu�xq � pgu1

, hu1�xq.

Âû÷èñëèòåëüíàÿ ìàñêèðîâêà. Áåç äîêàçàòåëüñòâà.
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Íà îñíîâå äèñêðåòíîãî ëîãàðèôìà 2

Ïóñòü xgy � öèêëè÷åñêàÿ ãðóïïà ñ ïîðîæäàþùèì ýëåìåíòîì g , n � |xgy| �
ïîðÿäîê ýòîé ãðóïïû (áîëüøîå, æåëàòåëüíî ïðîñòîå ÷èñëî), h PR xgy �
ñëó÷àéíî âûáðàííûé èç ãðóïïû ýëåìåíò, h èçâåñòåí âñåì, íî logg h íèêòî íå
çíàåò.

Ïðàâèëî âû÷èñëåíèÿ îáÿçàòåëüñòâà:

commit2pu, xq � pgu, hu�xq, u PR Zn.

Òåîðåòèêî-èíôîðìàöèîííàÿ ñâÿçíîñòü. Ñõåìà äîê-âà: íåò òàêîé êîëëèçèè
pu, xq è pu1, 1 � xq, ÷òî pgu, hu�xq � pgu1

, hu1�xq.

Âû÷èñëèòåëüíàÿ ìàñêèðîâêà. Áåç äîêàçàòåëüñòâà.
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Íà îñíîâå äèñêðåòíîãî ëîãàðèôìà 2

Ïóñòü xgy � öèêëè÷åñêàÿ ãðóïïà ñ ïîðîæäàþùèì ýëåìåíòîì g , n � |xgy| �
ïîðÿäîê ýòîé ãðóïïû (áîëüøîå, æåëàòåëüíî ïðîñòîå ÷èñëî), h PR xgy �
ñëó÷àéíî âûáðàííûé èç ãðóïïû ýëåìåíò, h èçâåñòåí âñåì, íî logg h íèêòî íå
çíàåò.

Ïðàâèëî âû÷èñëåíèÿ îáÿçàòåëüñòâà:

commit2pu, xq � pgu, hu�xq, u PR Zn.

Òåîðåòèêî-èíôîðìàöèîííàÿ ñâÿçíîñòü. Ñõåìà äîê-âà: íåò òàêîé êîëëèçèè
pu, xq è pu1, 1 � xq, ÷òî pgu, hu�xq � pgu1

, hu1�xq.

Âû÷èñëèòåëüíàÿ ìàñêèðîâêà. Áåç äîêàçàòåëüñòâà.
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Íà îñíîâå äèñêðåòíîãî ëîãàðèôìà 2

Ïóñòü xgy � öèêëè÷åñêàÿ ãðóïïà ñ ïîðîæäàþùèì ýëåìåíòîì g , n � |xgy| �
ïîðÿäîê ýòîé ãðóïïû (áîëüøîå, æåëàòåëüíî ïðîñòîå ÷èñëî), h PR xgy �
ñëó÷àéíî âûáðàííûé èç ãðóïïû ýëåìåíò, h èçâåñòåí âñåì, íî logg h íèêòî íå
çíàåò.

Ïðàâèëî âû÷èñëåíèÿ îáÿçàòåëüñòâà:

commit2pu, xq � pgu, hu�xq, u PR Zn.

Òåîðåòèêî-èíôîðìàöèîííàÿ ñâÿçíîñòü. Ñõåìà äîê-âà: íåò òàêîé êîëëèçèè
pu, xq è pu1, 1 � xq, ÷òî pgu, hu�xq � pgu1

, hu1�xq.

Âû÷èñëèòåëüíàÿ ìàñêèðîâêà. Áåç äîêàçàòåëüñòâà.
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Äîìàøíåå çàäàíèå

Ïóñòü â ñõåìàõ commit1 è commit2 çíà÷åíèå x âûáèðàåòñÿ èç
Zn. Ïðîàíàëèçèðóéòå ñâîéñòâà áåçîïàñíîñòè â ýòîì ñëó÷àå.

×òî ïðîèçîéäåò, åñëè â ñõåìàõ commit1 è commit2 èçâåñòíî
çíà÷åíèå logg h?

Ïóñòü x P xgy, commitpu, xq � gux , u PR Zn. Ïðîàíàëèçèðóéòå
ñâîéñòâà áåçîïàñíîñòè ýòîé ñõåìû.
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Òåîðåìà

Íå ñóùåñòâóåò ÑÂÁ îäíîâðåìåííî îáëàäàþùåé
òåîðåòèêî-èíôîðìàöèîííîé ñâÿçíîñòüþ è òåîðåòèêî-èíôîðìàöèîííîé
ìàñêèðîâêîé.

Äîê-âî: DESK
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Çàêëþ÷åíèå

Ñïàñèáî çà âíèìàíèå!
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