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Ïðîáëåìû ïðîòîêîëîâ òèïà ¾çàïðîñ-îòâåò¿

Âûñîêèå òðåáîâàíèÿ áåçîïàñíîñòè: ê êðèïòîãðàôè÷åñêèì àëãîðèòìàì
ïðåäúÿâëÿþòñÿ âûñîêèå òðåáîâàíèÿ ñòîéêîñòè.

Ñëîæíûå âû÷èñëåíèÿ: äëÿ âû÷èñëåíèÿ îòâåòà äîêàçûâàþùàÿ ñòîðîíà
äîëæíà âûïîëíèòü ñëîæíûå (ðåñóðñîåìêèå) âû÷èñëåíèÿ.

Example

Ñõåìà àóòåíòèôèêàöèè òèïà ¾çàïðîñ-îòâåò¿ íà îñíîâå öèôðîâîé ïîäïèñè

P Ñ V : idpPq

V Ñ P : nonce

P Ñ V : SIGNskP pnonceq.

Âûñîêèå òðåáîâàíèÿ áåçîïàñíîñòè: ñòîéêîñòü ê àòàêàì ïî ïîäîáðàííîìó
îòêðûòîìó òåêñòó (íåâîçìîæíî óçíàòü êëþ÷ ïîäïèñè skP èëè ïîäãîòîâèòü
ïàðó pm, σq òàê, ÷òîáû σ áûëà âåðíîé ïîäïèñüþ äëÿ m).
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ðåñóðñîåìêîé àðèôìåòèêå (ðàáîòà â ïîëÿõ/êîëüöàõ/ãðóïïàõ î÷åíü áîëüøîé
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Èäåÿ ZK-ïðîòîêîëîâ èäåíòèôèêàöèè (ZK � zero
knowledge)

Ïðåäïîëîæåíèÿ:

Äîêàçûâàþùàÿ ñòîðîíà P � ÷åñòíàÿ: íå îòêëîíÿåòñÿ îò ïðîòîêîëà.

Ïðîâåðÿþùàÿ ñòîðîíà V ìîæåò ìîøåííè÷àòü: ìîæåò îòêëîíÿòüñÿ îò
ïðîòîêîëà, ïûòàÿñü óçíàòü ñåêðåò äîêàçûâàþùåé ñòîðîíû (çäåñü ñåêðåò � ýòî
êëþ÷, ñ ïîìîùüþ êîòîðîãî P, äîêàçûâàåò ñâîþ ïîäëèííîñòü/ïîäòâåðæäàåò
ñâîé èäåíòèôèêàòîð).

Öåëü: Ïðîâåðÿþùàÿ ñòîðîíà íå äîëæíà óçíàòü èç îòâåòîâ äîêàçûâàþùåé ñòîðîíû
íè÷åãî ïîëåçíîãî äëÿ ïîëó÷åíèÿ èíôîðìàöèè ñåêðåòå äîêàçûâàþùåé ñòîðîíû.

ZK

Åñëè îòâåòû äîêàçûâàþùåé ñòîðîíû ìîãóò áûòü ñèìóëèðîâàíû ïðîâåðÿþùåé
ñòîðîíîé áåç âîâëå÷åíèÿ äîêàçûâàþùåé ñòîðîíû, òî ãîâîðÿò, ÷òî îòâåòû íå íåñóò
êàêîé-ëèáî ïîëåçíîé èíôîðìàöèè. Â ýòîì ñëó÷àå ïðîâåðÿþùàÿ ñòîðîíà ïîëó÷àåò
íîëü çíàíèé èç îòâåòîâ äîêàçûâàþùåé ñòîðîíû (zero-knowledge).
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Ïðèìåð ïðîòîêîëà, êîòîðûé íå ZK
Ñõåìà àóòåíòèôèêàöèè òèïà ¾çàïðîñ-îòâåò¿ íà îñíîâå öèôðîâîé ïîäïèñè, skP �
ñåêðåòíûé êëþ÷ P, skP � ïóáëè÷íûé êëþ÷ P.

P Ñ V : idpPq

V Ñ P : nonce

P Ñ V : SIGNskP pnonceq.

Ïðîâåðÿþùàÿ ñòîðîíà ìîæåò ìîøåííè÷àòü: âûáèðàòü nonce íå ñëó÷àéíî, à
ïîäáèðàòü ñïåöèàëüíûì îáðàçîì (íàïðèìåð, ïîñûëàòü çíà÷åíèÿ 0,1,2,...),

Ïðîâåðÿþùàÿ ñòîðîíà íå ìîæåò áåç ó÷àñòèÿ P ñãåíåðèðîâàòü ïðàâèëüíóþ
ïîäïèñü äëÿ ëþáîãî òåêñòà (òî åñòü íå ìîæåò ñèìóëèðîâàòü îòâåò
äîêàçûâàþùåé ñòîðîíû). Åñëè áû V ìîãëà áû ãåíåðèðîâàòü ïðàâèëüíóþ
ïîäïèñü, òî ýòî ðàâíîñèëüíî òîìó, ÷òî îíà çíàåò ñåêðåòíûé êëþ÷ skP .

Ïîýòîìó ïàðû

pnonce1,SIGNskP pnonce1qq, pnonce2,SIGNskP pnonce2qq, ...

íåñóò â ñåáå êàêóþ-òî íåíóëåâóþ èíôîðìàöèþ î êëþ÷å (êàê èçâëå÷ü ýòó
èíôîðìàöèþ � ýòî äðóãîé âîïðîñ!). Ïîýòîìó ýòîò ïðîòîêîë íå ÿâëÿåòñÿ
ZK-ïðîòîêîëîì.
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Ïðîòîêîë Øíîððà (Schnorr)

Ïóñòü xgy � öèêëè÷åñêàÿ ãðóïïà ñ ïîðîæäàþùèì ýëåìåíòîì g , n � |xgy| �

ïîðÿäîê ýòîé ãðóïïû (áîëüøîå, æåëàòåëüíî ïðîñòîå ÷èñëî). Êëþ÷è

äîêàçûâàþùåé ñòîðîíû:

� skP � x , x PR Zn � ñëó÷àéíî âûáðàííûé èç ãðóïïû ýëåìåíò,
� pkP � g x . Ýòîò êëþ÷ ïåðåäàåòñÿ ïðîâåðÿþùåé ñòîðîíå â ôàçå
ðåãèñòðàöèè.

Îäíà èòåðàöèÿ ïðîòîêîëà Øíîððà:

1 P : u PR Zn, a � gu

2 P Ñ V : a
3 V : c PR t0, 1u
4 V Ñ P : c

5 P : r �

#
u, c � 0

u � x , c � 1
6 P Ñ V : r

7 V : g r ?
��

#
a, c � 0

ah, c � 1
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4 V Ñ P : c

5 P : r �

#
u, c � 0

u � x , c � 1
6 P Ñ V : r

7 V : g r ?
��

#
a, c � 0

ah, c � 1
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Ïðîòîêîë Øíîððà (Schnorr)

Ïóñòü xgy � öèêëè÷åñêàÿ ãðóïïà ñ ïîðîæäàþùèì ýëåìåíòîì g , n � |xgy| �

ïîðÿäîê ýòîé ãðóïïû (áîëüøîå, æåëàòåëüíî ïðîñòîå ÷èñëî). Êëþ÷è

äîêàçûâàþùåé ñòîðîíû:

� skP � x , x PR Zn � ñëó÷àéíî âûáðàííûé èç ãðóïïû ýëåìåíò,
� pkP � g x . Ýòîò êëþ÷ ïåðåäàåòñÿ ïðîâåðÿþùåé ñòîðîíå â ôàçå
ðåãèñòðàöèè.

Îäíà èòåðàöèÿ ïðîòîêîëà Øíîððà:

1 P : u PR Zn, a � gu

2 P Ñ V : a
3 V : c PR t0, 1u

4 V Ñ P : c

5 P : r �

#
u, c � 0

u � x , c � 1
6 P Ñ V : r

7 V : g r ?
��

#
a, c � 0

ah, c � 1
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ïîðÿäîê ýòîé ãðóïïû (áîëüøîå, æåëàòåëüíî ïðîñòîå ÷èñëî). Êëþ÷è

äîêàçûâàþùåé ñòîðîíû:

� skP � x , x PR Zn � ñëó÷àéíî âûáðàííûé èç ãðóïïû ýëåìåíò,
� pkP � g x . Ýòîò êëþ÷ ïåðåäàåòñÿ ïðîâåðÿþùåé ñòîðîíå â ôàçå
ðåãèñòðàöèè.
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u, c � 0
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#
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äîêàçûâàþùåé ñòîðîíû:
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6 P Ñ V : r

7 V : g r ?
��

#
a, c � 0
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Ïóñòü xgy � öèêëè÷åñêàÿ ãðóïïà ñ ïîðîæäàþùèì ýëåìåíòîì g , n � |xgy| �
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ïîðÿäîê ýòîé ãðóïïû (áîëüøîå, æåëàòåëüíî ïðîñòîå ÷èñëî). Êëþ÷è

äîêàçûâàþùåé ñòîðîíû:

� skP � x , x PR Zn � ñëó÷àéíî âûáðàííûé èç ãðóïïû ýëåìåíò,
� pkP � g x . Ýòîò êëþ÷ ïåðåäàåòñÿ ïðîâåðÿþùåé ñòîðîíå â ôàçå
ðåãèñòðàöèè.

Îäíà èòåðàöèÿ ïðîòîêîëà Øíîððà:

1 P : u PR Zn, a � gu

2 P Ñ V : a � àíîíñ
3 V : c PR t0, 1u
4 V Ñ P : c � çàïðîñ

5 P : r �

#
u, c � 0

u � x , c � 1
6 P Ñ V : r � îòâåò

7 V : g r ?
��

#
a, c � 0

ah, c � 1

Òðîéêà pa, c, rqpP xgy � t0, 1u � Znq íàçûâàåòñÿ ðàçãîâîðîì (talk).
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ïîðÿäîê ýòîé ãðóïïû (áîëüøîå, æåëàòåëüíî ïðîñòîå ÷èñëî). Êëþ÷è
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� skP � x , x PR Zn � ñëó÷àéíî âûáðàííûé èç ãðóïïû ýëåìåíò,
� pkP � g x . Ýòîò êëþ÷ ïåðåäàåòñÿ ïðîâåðÿþùåé ñòîðîíå â ôàçå
ðåãèñòðàöèè.

Îäíà èòåðàöèÿ ïðîòîêîëà Øíîððà:

1 P : u PR Zn, a � gu

2 P Ñ V : a � àíîíñ
3 V : c PR t0, 1u
4 V Ñ P : c � çàïðîñ

5 P : r �

#
u, c � 0

u � x , c � 1
6 P Ñ V : r � îòâåò

7 V : g r ?
��

#
a, c � 0

ah, c � 1

Òðîéêà pa, c, rqpP xgy � t0, 1u � Znq íàçûâàåòñÿ ðàçãîâîðîì (talk).

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 8. Ïðîòîêîëû èäåíòèôèêàöèè ñ íóëåâûì ðàçãëàøåíèåì (zero-knowledge ideti�cation schemes)21 îêòÿáðÿ 2020 ã. 7 / 23



Ïðîòîêîë Øíîððà (Schnorr)

Ïóñòü xgy � öèêëè÷åñêàÿ ãðóïïà ñ ïîðîæäàþùèì ýëåìåíòîì g , n � |xgy| �

ïîðÿäîê ýòîé ãðóïïû (áîëüøîå, æåëàòåëüíî ïðîñòîå ÷èñëî). Êëþ÷è

äîêàçûâàþùåé ñòîðîíû:

� skP � x , x PR Zn � ñëó÷àéíî âûáðàííûé èç ãðóïïû ýëåìåíò,
� pkP � g x . Ýòîò êëþ÷ ïåðåäàåòñÿ ïðîâåðÿþùåé ñòîðîíå â ôàçå
ðåãèñòðàöèè.

Îäíà èòåðàöèÿ ïðîòîêîëà Øíîððà:

1 P : u PR Zn, a � gu

2 P Ñ V : a � âðó÷åíèå îáÿçàòåëüñòâà (ïðÿ÷åòñÿ êëþ÷ u)
3 V : c PR t0, 1u
4 V Ñ P : c

5 P : r �

#
u, c � 0

u � x , c � 1
6 P Ñ V : r � ¾ðàñêðûòèå îáÿçàòåëüñòâà¿

7 V : g r ?
��

#
a, c � 0

ah, c � 1
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Ïî÷åìó V óáåæäàåòñÿ, ÷òî P çíàåò ñåêðåòíûé êëþ÷ x?

Ïîêàæåì êîððåêòíîñòü ïðîòîêîëà (soundness).

Ïóñòü P 1 � àòàêóþùèé, êîòîðûé íå çíàåò x , íî õî÷åò àóòåíòèôèöèðîâàòüñÿ
êàê P.

Âàðèàíò àòàêè 1. Òàê êàê íà øàãå 3 çíà÷åíèå c âûáèðàåòñÿ ñëó÷àéíî, òî ñ

âåðîÿòíîñòüþ 1
2
àòàêóþùèé P' äî íà÷àëà àóòåíòèôèêàöèè ìîæåò

ïðåäïîëîæèòü, ÷òî ïîÿâèòñÿ c � 0. Òîãäà

1 P 1 : u PR Zn, a � gu

2 P 1 Ñ V : a
3 V : c PR t0, 1u
4 V Ñ P 1 : c

5 P 1 : r �

#
u, c � 0

any ,Äîëæåí ïîñëàòü x � u, íî x íåèçâåñòåí., c � 1
6 P 1 Ñ V : r

7 V : g r ?
��

#
a, c � 0

ah, c � 1
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Ïî÷åìó V óáåæäàåòñÿ, ÷òî P çíàåò ñåêðåòíûé êëþ÷ x?

Ïîêàæåì êîððåêòíîñòü ïðîòîêîëà (soundness).
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1 P 1 : u PR Zn, a � gu

2 P 1 Ñ V : a
3 V : c PR t0, 1u
4 V Ñ P 1 : c
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#
u, c � 0

any ,Äîëæåí ïîñëàòü x � u, íî x íåèçâåñòåí., c � 1
6 P 1 Ñ V : r

7 V : g r ?
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#
a, c � 0

ah, c � 1
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6 P 1 Ñ V : r

7 V : g r ?
��

#
a, c � 0

ah, c � 1

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 8. Ïðîòîêîëû èäåíòèôèêàöèè ñ íóëåâûì ðàçãëàøåíèåì (zero-knowledge ideti�cation schemes)21 îêòÿáðÿ 2020 ã. 9 / 23



Ïî÷åìó V óáåæäàåòñÿ, ÷òî P çíàåò ñåêðåòíûé êëþ÷ x?
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2
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îòâåò è äëÿ c � 0, è äëÿ c � 1, íå çíàÿ x . Îí ìîæåò òîëüêî çàðàíåå ïîäãîòîâèòü
îòâåò äëÿ îäíîãî èç äâóõ çíà÷åíèé. È ïðîáëåìà â òîì, ÷òî ýòî ïîäîáðàííîå
çíà÷åíèå îí ñíà÷àëà âðó÷àåò (commit), à óæå ïîòîì ïîëó÷àåò çàïðîñ c.

Òàêèì îáðàçîì,

âåðîÿòíîñòü ïðîéòè àóòåíòèôèêàöèþ íà îäíîé èòåðàöèè áåç çíàíèÿ êëþ÷à x
ðàâíà 1

2
;

âåðîÿòíîñòü ïðîéòè àóòåíòèôèêàöèþ íà äâóõ èòåðàöèÿõ áåç çíàíèÿ êëþ÷à x
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2
� 1
2
;
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2
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� 1
2
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âåðîÿòíîñòü ïðîéòè àóòåíòèôèêàöèþ íà k èòåðàöèÿõ áåç çíàíèÿ êëþ÷à x
ðàâíà 1

2k
(k � ïàðàìåòð áåçîïàñíîñòè, çàâèñèò îò òðåáîâàíèé ïðèêëàäíîé

çàäà÷è).
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âåðîÿòíîñòü ïðîéòè àóòåíòèôèêàöèþ íà äâóõ èòåðàöèÿõ áåç çíàíèÿ êëþ÷à x
ðàâíà 1

2
� 1
2
;

âåðîÿòíîñòü ïðîéòè àóòåíòèôèêàöèþ íà òðåõ èòåðàöèÿõ áåç çíàíèÿ êëþ÷à x
ðàâíà 1

2
� 1
2
� 1
2
;

...

âåðîÿòíîñòü ïðîéòè àóòåíòèôèêàöèþ íà k èòåðàöèÿõ áåç çíàíèÿ êëþ÷à x
ðàâíà 1

2k
(k � ïàðàìåòð áåçîïàñíîñòè, çàâèñèò îò òðåáîâàíèé ïðèêëàäíîé

çàäà÷è).

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 8. Ïðîòîêîëû èäåíòèôèêàöèè ñ íóëåâûì ðàçãëàøåíèåì (zero-knowledge ideti�cation schemes)21 îêòÿáðÿ 2020 ã. 12 / 23



ZK-ñâîéñòâî ïðîòîêîëà Øíîððà
Âîçìîæíîñòè àòàêóþùåãî

Àòàêóþùèé ìîæåò íàêàïëèâàòü íåêîòîðîå êîëè÷åñòâî ðàçãîâîðîâ

tpai , ci , ri q P xgy � t0, 1u � Znu
N
i�1. (1)

Â êà÷åñòâå àòàêóþùåãî (áåç íàðóøåíèÿ îáùíîñòè), ìîæíî ðàññìàòðèâàòü

ïðîâåðÿþùóþ ñòîðîíó V . Ïðè ýòîì

� V ìîæåò ÷åñòíî âûïîëíÿòü ïðîòîêîë (ãåíåðèðîâàòü çàïðîñû c
ñëó÷àéíî è ðàâíîâåðîÿòíî)

� V ìîæåò íå÷åñòíî âûïîëíÿòü ïðîòîêîë (ãåíåðèðîâàòü çàïðîñû c
¾êàê-òî¿)

Öåëü

Åñëè ìû ïîêàæåì, ÷òî àòàêóþùèé ìîæåò ñàì (áåç ïðèâëå÷åíèÿ äîêàçûâàþùåé
ñòîðîíû) ñãåíåðèðîâàòü (ò.å. ñèìóëèðîâàòü) ðàçãîâîðû pa1, c 1, r 1q, êîòîðûå
ðàñïðåäåëåíû òàêæå, êàê è ðàçãîâîðû èç (1), òî òåì ñàìûì äîêàæåì, ÷òî ïðîòîêîë
Øíîððà � ýòî ZK-ïðîòîêîë.

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 8. Ïðîòîêîëû èäåíòèôèêàöèè ñ íóëåâûì ðàçãëàøåíèåì (zero-knowledge ideti�cation schemes)21 îêòÿáðÿ 2020 ã. 13 / 23



ZK-ñâîéñòâî ïðîòîêîëà Øíîððà
Âîçìîæíîñòè àòàêóþùåãî

Àòàêóþùèé ìîæåò íàêàïëèâàòü íåêîòîðîå êîëè÷åñòâî ðàçãîâîðîâ

tpai , ci , ri q P xgy � t0, 1u � Znu
N
i�1. (1)

Â êà÷åñòâå àòàêóþùåãî (áåç íàðóøåíèÿ îáùíîñòè), ìîæíî ðàññìàòðèâàòü

ïðîâåðÿþùóþ ñòîðîíó V . Ïðè ýòîì

� V ìîæåò ÷åñòíî âûïîëíÿòü ïðîòîêîë (ãåíåðèðîâàòü çàïðîñû c
ñëó÷àéíî è ðàâíîâåðîÿòíî)

� V ìîæåò íå÷åñòíî âûïîëíÿòü ïðîòîêîë (ãåíåðèðîâàòü çàïðîñû c
¾êàê-òî¿)

Öåëü

Åñëè ìû ïîêàæåì, ÷òî àòàêóþùèé ìîæåò ñàì (áåç ïðèâëå÷åíèÿ äîêàçûâàþùåé
ñòîðîíû) ñãåíåðèðîâàòü (ò.å. ñèìóëèðîâàòü) ðàçãîâîðû pa1, c 1, r 1q, êîòîðûå
ðàñïðåäåëåíû òàêæå, êàê è ðàçãîâîðû èç (1), òî òåì ñàìûì äîêàæåì, ÷òî ïðîòîêîë
Øíîððà � ýòî ZK-ïðîòîêîë.

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 8. Ïðîòîêîëû èäåíòèôèêàöèè ñ íóëåâûì ðàçãëàøåíèåì (zero-knowledge ideti�cation schemes)21 îêòÿáðÿ 2020 ã. 13 / 23



ZK-ñâîéñòâî ïðîòîêîëà Øíîððà
Âîçìîæíîñòè àòàêóþùåãî

Àòàêóþùèé ìîæåò íàêàïëèâàòü íåêîòîðîå êîëè÷åñòâî ðàçãîâîðîâ

tpai , ci , ri q P xgy � t0, 1u � Znu
N
i�1. (1)

Â êà÷åñòâå àòàêóþùåãî (áåç íàðóøåíèÿ îáùíîñòè), ìîæíî ðàññìàòðèâàòü

ïðîâåðÿþùóþ ñòîðîíó V . Ïðè ýòîì

� V ìîæåò ÷åñòíî âûïîëíÿòü ïðîòîêîë (ãåíåðèðîâàòü çàïðîñû c
ñëó÷àéíî è ðàâíîâåðîÿòíî)

� V ìîæåò íå÷åñòíî âûïîëíÿòü ïðîòîêîë (ãåíåðèðîâàòü çàïðîñû c
¾êàê-òî¿)

Öåëü

Åñëè ìû ïîêàæåì, ÷òî àòàêóþùèé ìîæåò ñàì (áåç ïðèâëå÷åíèÿ äîêàçûâàþùåé
ñòîðîíû) ñãåíåðèðîâàòü (ò.å. ñèìóëèðîâàòü) ðàçãîâîðû pa1, c 1, r 1q, êîòîðûå
ðàñïðåäåëåíû òàêæå, êàê è ðàçãîâîðû èç (1), òî òåì ñàìûì äîêàæåì, ÷òî ïðîòîêîë
Øíîððà � ýòî ZK-ïðîòîêîë.

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 8. Ïðîòîêîëû èäåíòèôèêàöèè ñ íóëåâûì ðàçãëàøåíèåì (zero-knowledge ideti�cation schemes)21 îêòÿáðÿ 2020 ã. 13 / 23



ZK-ñâîéñòâî ïðîòîêîëà Øíîððà
Âîçìîæíîñòè àòàêóþùåãî

Àòàêóþùèé ìîæåò íàêàïëèâàòü íåêîòîðîå êîëè÷åñòâî ðàçãîâîðîâ

tpai , ci , ri q P xgy � t0, 1u � Znu
N
i�1. (1)

Â êà÷åñòâå àòàêóþùåãî (áåç íàðóøåíèÿ îáùíîñòè), ìîæíî ðàññìàòðèâàòü

ïðîâåðÿþùóþ ñòîðîíó V . Ïðè ýòîì

� V ìîæåò ÷åñòíî âûïîëíÿòü ïðîòîêîë (ãåíåðèðîâàòü çàïðîñû c
ñëó÷àéíî è ðàâíîâåðîÿòíî)

� V ìîæåò íå÷åñòíî âûïîëíÿòü ïðîòîêîë (ãåíåðèðîâàòü çàïðîñû c
¾êàê-òî¿)

Öåëü

Åñëè ìû ïîêàæåì, ÷òî àòàêóþùèé ìîæåò ñàì (áåç ïðèâëå÷åíèÿ äîêàçûâàþùåé
ñòîðîíû) ñãåíåðèðîâàòü (ò.å. ñèìóëèðîâàòü) ðàçãîâîðû pa1, c 1, r 1q, êîòîðûå
ðàñïðåäåëåíû òàêæå, êàê è ðàçãîâîðû èç (1), òî òåì ñàìûì äîêàæåì, ÷òî ïðîòîêîë
Øíîððà � ýòî ZK-ïðîòîêîë.

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 8. Ïðîòîêîëû èäåíòèôèêàöèè ñ íóëåâûì ðàçãëàøåíèåì (zero-knowledge ideti�cation schemes)21 îêòÿáðÿ 2020 ã. 13 / 23



ZK-ñâîéñòâî ïðîòîêîëà Øíîððà
Âîçìîæíîñòè àòàêóþùåãî

Àòàêóþùèé ìîæåò íàêàïëèâàòü íåêîòîðîå êîëè÷åñòâî ðàçãîâîðîâ

tpai , ci , ri q P xgy � t0, 1u � Znu
N
i�1. (1)

Â êà÷åñòâå àòàêóþùåãî (áåç íàðóøåíèÿ îáùíîñòè), ìîæíî ðàññìàòðèâàòü

ïðîâåðÿþùóþ ñòîðîíó V . Ïðè ýòîì

� V ìîæåò ÷åñòíî âûïîëíÿòü ïðîòîêîë (ãåíåðèðîâàòü çàïðîñû c
ñëó÷àéíî è ðàâíîâåðîÿòíî)

� V ìîæåò íå÷åñòíî âûïîëíÿòü ïðîòîêîë (ãåíåðèðîâàòü çàïðîñû c
¾êàê-òî¿)

Öåëü

Åñëè ìû ïîêàæåì, ÷òî àòàêóþùèé ìîæåò ñàì (áåç ïðèâëå÷åíèÿ äîêàçûâàþùåé
ñòîðîíû) ñãåíåðèðîâàòü (ò.å. ñèìóëèðîâàòü) ðàçãîâîðû pa1, c 1, r 1q, êîòîðûå
ðàñïðåäåëåíû òàêæå, êàê è ðàçãîâîðû èç (1), òî òåì ñàìûì äîêàæåì, ÷òî ïðîòîêîë
Øíîððà � ýòî ZK-ïðîòîêîë.

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 8. Ïðîòîêîëû èäåíòèôèêàöèè ñ íóëåâûì ðàçãëàøåíèåì (zero-knowledge ideti�cation schemes)21 îêòÿáðÿ 2020 ã. 13 / 23



ZK-ñâîéñòâî ïðîòîêîëà Øíîððà
Âîçìîæíîñòè àòàêóþùåãî

Àòàêóþùèé ìîæåò íàêàïëèâàòü íåêîòîðîå êîëè÷åñòâî ðàçãîâîðîâ

tpai , ci , ri q P xgy � t0, 1u � Znu
N
i�1. (1)

Â êà÷åñòâå àòàêóþùåãî (áåç íàðóøåíèÿ îáùíîñòè), ìîæíî ðàññìàòðèâàòü

ïðîâåðÿþùóþ ñòîðîíó V . Ïðè ýòîì

� V ìîæåò ÷åñòíî âûïîëíÿòü ïðîòîêîë (ãåíåðèðîâàòü çàïðîñû c
ñëó÷àéíî è ðàâíîâåðîÿòíî)

� V ìîæåò íå÷åñòíî âûïîëíÿòü ïðîòîêîë (ãåíåðèðîâàòü çàïðîñû c
¾êàê-òî¿)

Öåëü

Åñëè ìû ïîêàæåì, ÷òî àòàêóþùèé ìîæåò ñàì (áåç ïðèâëå÷åíèÿ äîêàçûâàþùåé
ñòîðîíû) ñãåíåðèðîâàòü (ò.å. ñèìóëèðîâàòü) ðàçãîâîðû pa1, c 1, r 1q, êîòîðûå
ðàñïðåäåëåíû òàêæå, êàê è ðàçãîâîðû èç (1), òî òåì ñàìûì äîêàæåì, ÷òî ïðîòîêîë
Øíîððà � ýòî ZK-ïðîòîêîë.

Êîñîëàïîâ Þ.Â. (ÞÔÓ) Ëåêöèÿ 8. Ïðîòîêîëû èäåíòèôèêàöèè ñ íóëåâûì ðàçãëàøåíèåì (zero-knowledge ideti�cation schemes)21 îêòÿáðÿ 2020 ã. 13 / 23



ZK-ñâîéñòâî ïðîòîêîëà Øíîððà. ×åñòíûé V

Ðåàëüíûé ðàçãîâîð
Input: ñåêðåòíûé êëþ÷ x
Output: ðàçãîâîð pa, c, rq

1 u PR Zn

2 a Ð gu (àíîíñ)
3 c PR t0, 1u (çàïðîñ)
4 r Ð u � c � x (îòâåò)
5 âåðíóòü pa, c, rq

Ñèìóëèð. ðàçãîâîð
Input: ïóáëè÷íûé êëþ÷

h � g x

Output: ðàçãîâîð pa, c, rq
1 c PR t0, 1u (¾çàïðîñ¿)
2 r PR Zn(¾îòâåò¿)
3 a Ð g rh�c (¾àíîíñ¿)
4 âåðíóòü pa, c, rq

Íàáëþäåíèÿ è âûâîäû

Â îáîèõ ñëó÷àÿõ ðàçãîâîðû pa, c, rq � äîïóñòèìûå. Ò.å. îòâåò âñåãäà
ñîîòâåòñòâóåò çàïðîñó.

Äëÿ ëþáûõ pA,C ,Rq P xgy � t0, 1u � Zn:

Prtpa, c, rq � pA,C ,Rqu �
1

2n
.

Ðàñïðåäåëåíèÿ îäèíàêîâûå, êàê äëÿ ðåàëüíîãî ðàçãîâîðà, òàê è äëÿ
ñèìóëèðîâàííîãî.

Åñëè V � ÷åñòíûé, òî ïðîòîêîë Øíîððà � ZK-ïðîòîêîë.
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ZK-ñâîéñòâî ïðîòîêîëà Øíîððà. ×åñòíûé V
Ðåàëüíûé ðàçãîâîð

Input: ñåêðåòíûé êëþ÷ x
Output: ðàçãîâîð pa, c, rq

1 u PR Zn

2 a Ð gu (àíîíñ)
3 c PR t0, 1u (çàïðîñ)
4 r Ð u � c � x (îòâåò)
5 âåðíóòü pa, c, rq

Ñèìóëèð. ðàçãîâîð
Input: ïóáëè÷íûé êëþ÷

h � g x

Output: ðàçãîâîð pa, c, rq
1 c PR t0, 1u (¾çàïðîñ¿)
2 r PR Zn(¾îòâåò¿)
3 a Ð g rh�c (¾àíîíñ¿)
4 âåðíóòü pa, c, rq

Íàáëþäåíèÿ è âûâîäû

Â îáîèõ ñëó÷àÿõ ðàçãîâîðû pa, c, rq � äîïóñòèìûå. Ò.å. îòâåò âñåãäà
ñîîòâåòñòâóåò çàïðîñó.

Äëÿ ëþáûõ pA,C ,Rq P xgy � t0, 1u � Zn:

Prtpa, c, rq � pA,C ,Rqu �
1

2n
.

Ðàñïðåäåëåíèÿ îäèíàêîâûå, êàê äëÿ ðåàëüíîãî ðàçãîâîðà, òàê è äëÿ
ñèìóëèðîâàííîãî.

Åñëè V � ÷åñòíûé, òî ïðîòîêîë Øíîððà � ZK-ïðîòîêîë.
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ZK-ñâîéñòâî ïðîòîêîëà Øíîððà. ×åñòíûé V
Ðåàëüíûé ðàçãîâîð

Input: ñåêðåòíûé êëþ÷ x
Output: ðàçãîâîð pa, c, rq

1 u PR Zn

2 a Ð gu (àíîíñ)
3 c PR t0, 1u (çàïðîñ)
4 r Ð u � c � x (îòâåò)
5 âåðíóòü pa, c, rq

Ñèìóëèð. ðàçãîâîð
Input: ïóáëè÷íûé êëþ÷

h � g x

Output: ðàçãîâîð pa, c, rq
1 c PR t0, 1u (¾çàïðîñ¿)
2 r PR Zn(¾îòâåò¿)
3 a Ð g rh�c (¾àíîíñ¿)
4 âåðíóòü pa, c, rq

Íàáëþäåíèÿ è âûâîäû

Â îáîèõ ñëó÷àÿõ ðàçãîâîðû pa, c, rq � äîïóñòèìûå. Ò.å. îòâåò âñåãäà
ñîîòâåòñòâóåò çàïðîñó.

Äëÿ ëþáûõ pA,C ,Rq P xgy � t0, 1u � Zn:

Prtpa, c, rq � pA,C ,Rqu �
1

2n
.

Ðàñïðåäåëåíèÿ îäèíàêîâûå, êàê äëÿ ðåàëüíîãî ðàçãîâîðà, òàê è äëÿ
ñèìóëèðîâàííîãî.

Åñëè V � ÷åñòíûé, òî ïðîòîêîë Øíîððà � ZK-ïðîòîêîë.
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ZK-ñâîéñòâî ïðîòîêîëà Øíîððà. ×åñòíûé V
Ðåàëüíûé ðàçãîâîð

Input: ñåêðåòíûé êëþ÷ x
Output: ðàçãîâîð pa, c, rq

1 u PR Zn

2 a Ð gu (àíîíñ)
3 c PR t0, 1u (çàïðîñ)
4 r Ð u � c � x (îòâåò)
5 âåðíóòü pa, c, rq

Ñèìóëèð. ðàçãîâîð
Input: ïóáëè÷íûé êëþ÷

h � g x

Output: ðàçãîâîð pa, c, rq
1 c PR t0, 1u (¾çàïðîñ¿)
2 r PR Zn(¾îòâåò¿)
3 a Ð g rh�c (¾àíîíñ¿)
4 âåðíóòü pa, c, rq

Íàáëþäåíèÿ è âûâîäû

Â îáîèõ ñëó÷àÿõ ðàçãîâîðû pa, c, rq � äîïóñòèìûå. Ò.å. îòâåò âñåãäà
ñîîòâåòñòâóåò çàïðîñó.

Äëÿ ëþáûõ pA,C ,Rq P xgy � t0, 1u � Zn:

Prtpa, c, rq � pA,C ,Rqu �
1

2n
.

Ðàñïðåäåëåíèÿ îäèíàêîâûå, êàê äëÿ ðåàëüíîãî ðàçãîâîðà, òàê è äëÿ
ñèìóëèðîâàííîãî.

Åñëè V � ÷åñòíûé, òî ïðîòîêîë Øíîððà � ZK-ïðîòîêîë.
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ZK-ñâîéñòâî ïðîòîêîëà Øíîððà. ×åñòíûé V
Ðåàëüíûé ðàçãîâîð

Input: ñåêðåòíûé êëþ÷ x
Output: ðàçãîâîð pa, c, rq

1 u PR Zn

2 a Ð gu (àíîíñ)
3 c PR t0, 1u (çàïðîñ)
4 r Ð u � c � x (îòâåò)
5 âåðíóòü pa, c, rq

Ñèìóëèð. ðàçãîâîð
Input: ïóáëè÷íûé êëþ÷

h � g x
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Input: ñåêðåòíûé êëþ÷ x
Output: ðàçãîâîð pa, c, rq

1 u PR Zn

2 a Ð gu

3 îòïðàâèòü a ê V � (àíîíñ)
4 ïîëó÷èòü c P t0, 1u îò V �

(çàïð.)
5 r Ð u � c � x
6 îòïðàâèòü r ê V � (îòâåò)
7 âåðíóòü pa, c, rq
âåðíóòü pa, c, rq
âåðíóòü pa, c, rq

Ñèìóëèð. ðàçãîâîð
Input: ïóáë. êëþ÷ h � g x

Output: ðàçãîâîð pa, c, rq
1 c PR t0, 1u (¾çàïðîñ¿)
2 r PR Zn(¾îòâåò¿)
3 a Ð g rh�c (¾àíîíñ¿)
4 îòïðàâèòü a ê V �

5 ïîëó÷èòü c 1 P t0, 1u îò V �

6 åñëè c 1 � c òî îòêàòèòü
ñîñòîÿíèå V � íà øàã 4 è
ïåðåéòè ê øàãó 1

7 îòïðàâèòü r ê V �

8 âåðíóòü pa, c, rq

Íàáëþäåíèÿ è âûâîäû

Â îáîèõ ñëó÷àÿõ ðàçãîâîðû pa, c, rq � äîïóñòèìûå. Ò.å. îòâåò âñåãäà
ñîîòâåòñòâóåò çàïðîñó.

Ðàñïðåäåëåíèÿ îäèíàêîâûå, êàê äëÿ ðåàëüíîãî ðàçãîâîðà, òàê è äëÿ
ñèìóëèðîâàííîãî (êàêèå ðàñïðåäåëåíèÿ � çàðàíåå íåèçâåñòíî).

Åñëè V � íå÷åñòíûé, òî ïðîòîêîë Øíîððà � òàêæå ZK-ïðîòîêîë.
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ZK-ñâîéñòâî ïðîòîêîëà Øíîððà. Âûâîäû.

Âûâîä 1

Íåçàâèñèìî îò ñòðàòåãèè ìîøåííè÷åñòâà V , ïðîòîêîë Øíîððà � ýòî

ZK-ïðîòîêîë.

Âûâîä 2

Ïåðåõâàò ðàçãîâîðîâ íå èìååò ñìûñëà äëÿ àòàêóþùåãî. Îñòàþòñÿ

òîëüêî àòàêè íà êëþ÷ h.
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Âûâîä 1

Íåçàâèñèìî îò ñòðàòåãèè ìîøåííè÷åñòâà V , ïðîòîêîë Øíîððà � ýòî

ZK-ïðîòîêîë.

Âûâîä 2

Ïåðåõâàò ðàçãîâîðîâ íå èìååò ñìûñëà äëÿ àòàêóþùåãî. Îñòàþòñÿ

òîëüêî àòàêè íà êëþ÷ h.
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Âûâîä 1

Íåçàâèñèìî îò ñòðàòåãèè ìîøåííè÷åñòâà V , ïðîòîêîë Øíîððà � ýòî

ZK-ïðîòîêîë.

Âûâîä 2

Ïåðåõâàò ðàçãîâîðîâ íå èìååò ñìûñëà äëÿ àòàêóþùåãî. Îñòàþòñÿ
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Íåñòàòîê ïðîòîêîëà Øíîððà

Íåäîñòàòîê ðàññìîòðåííîé âåðñèè ïðîòîêîëà

Äëÿ ïàðàìåòðà áåçîïàñíîñòè k ïðîòîêîë âûïîëíÿåòñÿ k ðàç

(îáåñïå÷èâàÿ âåðîÿòíîñòü óñïåøíîé àóòåíòèôèêàöèè 2�k áåç çíàíèÿ

êëþ÷à). Íà êàæäîé èòåðàöèè òðåáóåòñÿ âûïîëíÿòü âîçâåäåíèå â

ñòåïåíü â ãðóïïå ïîðÿäêà n � ¾äîðîãîñòîÿùàÿ¿ îïåðàöèÿ.

Øíîðð ïðåäëîæèë ïðîòîêîë ñ îäíîé èòåðàöèåé. Ýòîò ïðîòîêîë
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Ïðîòîêîë Øíîððà c îäíîé èòåðàöèåé

Ïóñòü xgy � öèêëè÷åñêàÿ ãðóïïà ñ ïîðîæäàþùèì ýëåìåíòîì g , n � |xgy| �

ïîðÿäîê ýòîé ãðóïïû (áîëüøîå, æåëàòåëüíî ïðîñòîå ÷èñëî). Êëþ÷è

äîêàçûâàþùåé ñòîðîíû:

� skP � x , x PR Zn � ñëó÷àéíî âûáðàííûé èç ãðóïïû ýëåìåíò,
� pkP � g x . Ýòîò êëþ÷ ïåðåäàåòñÿ ïðîâåðÿþùåé ñòîðîíå â ôàçå
ðåãèñòðàöèè.

1 P : u PR Zn, a � gu

2 P Ñ V : a � âðó÷åíèå îáÿçàòåëüñòâà (ïðÿ÷åòñÿ êëþ÷ u)
3 V : c PR Zn

4 V Ñ P : c
5 P : r � u � x � c
6 P Ñ V : r � ¾ðàñêðûòèå îáÿçàòåëüñòâà¿

7 V : g r ?
�� a � hc
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Ïðîòîêîë Øíîððà c îäíîé èòåðàöèåé

Ïóñòü xgy � öèêëè÷åñêàÿ ãðóïïà ñ ïîðîæäàþùèì ýëåìåíòîì g , n � |xgy| �
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� pkP � g x . Ýòîò êëþ÷ ïåðåäàåòñÿ ïðîâåðÿþùåé ñòîðîíå â ôàçå
ðåãèñòðàöèè.

1 P : u PR Zn, a � gu

2 P Ñ V : a � âðó÷åíèå îáÿçàòåëüñòâà (ïðÿ÷åòñÿ êëþ÷ u)
3 V : c PR Zn

4 V Ñ P : c
5 P : r � u � x � c
6 P Ñ V : r � ¾ðàñêðûòèå îáÿçàòåëüñòâà¿

7 V : g r ?
�� a � hc
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Êîððåêòíîñòü (soundness) ïðîòîêîëà Øíîððà

Ïðåäïîëîæèì, ÷òî àòàêóþùèé P 1, êîòîðûé íå çíàåò ñåêðåòíûé êëþ÷ skP � x ,
ìîæåò ïðàâèëüíî (è ýôôåêòèâíî) îòâåòèòü íà õîòÿ áû äâà âîçìîæíûõ
çàïðîñà c è c 1, ïîñëå òîãî, êàê îòïðàâèë àíîíñ a.

Ýòî îçíà÷àåò, ÷òî P 1 ìîæåò ïîäãîòîâèòü äâà ïðàâèëüíûõ ðàçãîâîðà: pa, c, rq è
pa, c 1, r 1q.

Îòêóäà ïîëó÷àåì: g r � ahc , g r 1 � ahc1

.

Òîãäà h � g pr�r 1q{pc�c1q.

Ïîëó÷àåì, ÷òî àòàêóþùèé P 1 ìîæåò ýôôåêòèâíî âû÷èñëèòü logg h �
r�r 1

c�c1
.

Íî íà ñåãîäíÿøíèé ìîìåíò íåò òàêèõ àëãîðèòìîâ, êîòîðûå áû ýôôåêòèâíî
íàõîäèëè ëîãàðèôì ñëó÷àéíîãî ýëåìåíòà öèêëè÷åñêîé ãðóïïû (ïîìíèì, ÷òî
h � g x � ñëó÷àéíûé ýëåìåíò ãðóïïû xgy).

Çíà÷èò íàøå ïðåäïîëîæåíèå íåâåðíî!

Âûâîä

Àòàêóþùèé ìîæåò îòâåòèòü ïðàâèëüíî òîëüêî íà îäèí çàïðîñ (êàêîé ïðè ýòîì
áóäåò àíîíñ?). Òàê êàê çàïðîñ âûáèðàåòñÿ ñëó÷àéíî èç Zn, à n, ïî ïðåäïîëîæåíèþ,
î÷åíü áîëüøîå (n ¥ 2128), òî âåðîÿòíîñòü óãàäàòü çàïðîñ � 1{n.
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Êîððåêòíîñòü (soundness) ïðîòîêîëà Øíîððà

Ïðåäïîëîæèì, ÷òî àòàêóþùèé P 1, êîòîðûé íå çíàåò ñåêðåòíûé êëþ÷ skP � x ,
ìîæåò ïðàâèëüíî (è ýôôåêòèâíî) îòâåòèòü íà õîòÿ áû äâà âîçìîæíûõ
çàïðîñà c è c 1, ïîñëå òîãî, êàê îòïðàâèë àíîíñ a.

Ýòî îçíà÷àåò, ÷òî P 1 ìîæåò ïîäãîòîâèòü äâà ïðàâèëüíûõ ðàçãîâîðà: pa, c, rq è
pa, c 1, r 1q.

Îòêóäà ïîëó÷àåì: g r � ahc , g r 1 � ahc1

.

Òîãäà h � g pr�r 1q{pc�c1q.

Ïîëó÷àåì, ÷òî àòàêóþùèé P 1 ìîæåò ýôôåêòèâíî âû÷èñëèòü logg h �
r�r 1

c�c1
.

Íî íà ñåãîäíÿøíèé ìîìåíò íåò òàêèõ àëãîðèòìîâ, êîòîðûå áû ýôôåêòèâíî
íàõîäèëè ëîãàðèôì ñëó÷àéíîãî ýëåìåíòà öèêëè÷åñêîé ãðóïïû (ïîìíèì, ÷òî
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Àòàêóþùèé ìîæåò îòâåòèòü ïðàâèëüíî òîëüêî íà îäèí çàïðîñ (êàêîé ïðè ýòîì
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Àòàêóþùèé ìîæåò îòâåòèòü ïðàâèëüíî òîëüêî íà îäèí çàïðîñ (êàêîé ïðè ýòîì
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ZK-ñâîéñòâî ïðîòîêîëà Øíîððà. ×åñòíûé V

Ïðè âçàèìîäåéñòâèè ñ P ïðîâåðÿþùàÿ ñòîðîíà V (èëè ïàññèâíûé

íàáëþäàòåëü) ìîæåò íàêîïèòü íàáîð ðàçãîâîðîâ:

tpa, c, rq : u, c PR Zn, r � u � c � xu.

Íî è áåç âçàèìîäåéñòâèÿ ñ P ïðîâåðÿþùàÿ ñòîðîíà V ìîæåò

ïîñòðîèòü íàáîð ðàçãîâîðîâ:

tpa, c , rq : c , r PR Zn, a � g rh�cu.

Ýòè ðàñïðåäåëåíèÿ îäèíàêîâûå: êàæäîå çíà÷åíèå (òðîéêà pA,B,C q)
ïîÿâëÿåòñÿ ñ âåðîÿòíîñòüþ 1

n2
.

Âûâîä

×åñòíûé ïðîâåðÿþùèé èëè ïàññèâíûé àòàêóþùèé íå ïîëó÷àò

êàêóþ-ëèáî èíôîðìàöèþ èç ðàçãîâîðîâ ñ äîêàçûâàþùåé ñòîðîíîé.
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ZK-ñâîéñòâî ïðîòîêîëà Øíîððà. Íå÷åñòíûé V �.

Ñèì. ðàçã., c P t0, 1u

Input: ïóáë. êëþ÷ h � g x

Output: ðàçãîâîð pa, c, rq
1 c PR t0, 1u (¾çàïðîñ¿)
2 r PR Zn(¾îòâåò¿)
3 a Ð g rh�c (¾àíîíñ¿)
4 îòïðàâèòü a ê V �

5 ïîëó÷èòü c 1 P t0, 1u îò V �

6 åñëè c 1 � c òî îòêàòèòü V �

íà ø. 4 è ïåðåéòè ê ø. 1
7 îòïðàâèòü r ê V �

8 âåðíóòü pa, c, rq

Ñèìóëèð. ðàçãîâîð c P Zn

Input: ïóáë. êëþ÷ h � g x

Output: ðàçãîâîð pa, c, rq
1 c PR Zn (¾çàïðîñ¿)
2 r PR Zn(¾îòâåò¿)
3 a Ð g rh�c (¾àíîíñ¿)
4 îòïðàâèòü a ê V �

5 ïîëó÷èòü c 1 P Zn îò V �

6 åñëè c 1 � c òî îòêàòèòü V �
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